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ANALYSIS OF OPTIONS OF THE
NEW ECONOMIC POLICY OF
UKRAINE FOR BUILDING AN
ECONOMIC POWERFUL STATE
DURING THE RUSSIAN-UKRAINIAN
WAR AND IN THE POST-WAR
PERIOD, AS PRECONDITIONS
FORTHE DEVELOPMENT OF THE
DEFENSE-INDUSTRIAL COMPLEX

The article analyzes the experience of successful
economic reforms and rapid economic growth in different
countries of the world and proposes general approaches to
building a wartime and post-war model of Ukraine's new
economic policy. The authors emphasiz the necessity and
possibility of building a powerful defense industry only on
the solid foundation of a modern, efficient and integrated
national economy into global trade chains.

The article describes possible forms of cooperation between
the Ukrainian defense industry and the defense industry of
NATO and the EU, identifies the advantages of each of them
and substantiates the need for their integrated use.

Keywords: defense industry, new economic policy of
Ukraine, world experience of post-war economic growth,
Marshall Plan, forms of integration of the Ukrainian defense
industry with the defense industry of NATO and the EU.

INTRODUCTION

Ukraine's defense industry development strategy cannot
be separated from the overall development strategy of the
state, because a strong economy is the only reliable guarantee
of a powerful defense industry capable of providing the
Ukrainian army with the most effective weapons and military

equipment to protect Ukraine's sovereignty and territorial
integrity, based on modern production technologies.

Therefore, before moving on to analyze possible ways
and prospects of the Ukrainian defense industry, let us try
to determine what features and properties of the Ukrainian
economy will ensure the formation of an industry that can
truly meet the current and strategic needs of the Defense
Forces for modern weapons, military equipment and
ammunition to provide a powerful response to Ukraine's
aggressive neighbor.

For several years now, international and Ukrainian
platforms have been discussing possible ways to rebuild
Ukraine after the victory.

In the world practice, Ukraine is not the first country that
needs post-war recovery and wants to build a modern and
highly efficient economic model to ensure the welfare of its
citizens and protect them and the territorial integrity of the
state. That is why the task of analyzing and summarizing
the experience of restoring countries that have suffered
destruction because of military operations, building a new
powerful and modern economy that should become the
basis for the development of the state's defense industry is
extremely relevant.

The purpose of the study is to analyze the reasons for
the gradual decline of the Ukrainian defense industry since
1991 until the full-scale russian aggression against Ukraine,
to study the experience of successful post-war recovery and
economic growth in countries around the world and the
possibilities and ways to use it in the post-war reconstruction
of the Ukrainian economy and the construction of a powerful
defense industry capable of providing the Ukrainian Defense
Forces with the necessary weapons and ammunition to
protect the territorial integrity and independence of the state.

RESEARCH RESULTS

Analyzing the experience of post-war economic

growth in countries around the world

There are many examples of post-war recovery in
countries that once suffered from armed conflicts on their
territory.

First of all, it is worth mentioning the experience of Ger-
many's postwar recovery after the end of World War II. After
the defeat in that war, Germany's economic situation was
not the best and it suffered considerable losses. The country
was divided into two geopolitical blocs — West Germany,
which followed a pro-European democratic path and East
Germany, which chose a totalitarian communist regime [1].

Many German cities were largely destroyed, with human
losses reaching 5—7 million people. Almost every family lost
relatives, often a roof over their heads and all their property.
There was a shortage of coal and food. Every second person
was unemployed. The economy was in a state of disrepair.
About 20 % of industry was lost, production facilities were
destroyed, entire plants and echelons of equipment were
exported.

Ludwig Ehrhardt, Minister of Economy of West Germany
(later the Federal Republic of Germany, FRG) is considered
the main architect of Germany's economic success after
the war [1]. Undoubtedly, U.S. assistance (under the
Marshall Plan) played a role in Germany's economic deve-
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lopment, but it was the reforms and rational use of funds
that were decisive.

Ludwig Ehrhardt developed the fundamental principles
of the «social market economy» on which the new Germany
was built [1]:

1) development of a market economy, freedom of
entrepreneurship, stimulation of investment, pre-
servation of free competition, privatization and
protection of property rights. Independence and
responsibility of market participants, free choice of
activities, profession, workplace, consumption, etc.;

2) strengthening and development of the middle class,
focus on small and medium-sized businesses. The
middle class, not the oligarchy, is the subject of priva-
te property;

3) state regulation and the active economic role of
the state, whereby state regulation was understood
not as state interference in economic processes,
but as determining development priorities, creating
«common and binding rules of the game» for all;

4) a balanced social policy, with the state providing
assistance to those who need it;

5) and perhaps the most important principle without
which it is difficult to implement structural changes
in the state and economy is the trust of the people in
the government and the chosen course. And the less
social stratification in society, the greater this trust.

The funds that West Germany received from the United
States, were mostly used for technical re-equipment of
industries, new technologies, reconstruction and renewal of
production, replacement of fixed assets, design development
and science. Advanced industries were created on a new
technological basis, including petrochemicals, electronics,
mechanical engineering, instrumentation, electricity and
optics. Export-oriented industries, such as automotive,
aviation, electrical, chemical and processing, were deve-
loping dynamically and the government supported them
with direct funding. The development of new technologies,
investment in science, and the creation of the above-
mentioned industries became the basis of the defense
industry of the restored Germany. It should be noted that
the transition of the entire industry to ISO standards was
a key factor in ensuring high quality products not only for
civilian and general industrial use, but also for the creation
of advanced weapons and military equipment.

These principles and the experience of their implemen-
tation in the reconstruction of Germany are quite relevant
(of course, taking into account current realities) for Ukraine.

It is also worth considering the experience of rebuilding
South Korea (the Republic of Korea), whose situation after
the war, which lasted from 1950 to 1953 and in which the
regular armies of the United States, China and the USSR
took part and where the front passed through almost all of its
territory three times, was terrible. The country was virtually
a complete ruin. Almost all industry remained in North
Korea (DPRK). South Korea is still formally under martial
law. There are still powerful fortifications and defensive
positions on the 38 parallel, on the border with the DPRK.
However, this has not prevented the country from making
tremendous progress in economic development [2].

Today, the Republic of Korea is one of the world's largest
economies and a leader in innovation, which objectively
corresponds to its status as an «East Asian dragon» or «East
Asian tiger». The Republic of Korea is a member of the
G20, a global and regional ally of the United States and has
a positive image in the international arena. The country is
a global center for startups, especially given the status of
Seoul, which is often called the «Asian Silicon Valley». In
2022-2024, the Republic of Korea's human development
index was 0,929, which ranked it 19" in the world in this
indicator. The country's nominal GDP in 2023 amounted to
USD 1712.793 billion, making it the fourth largest economy
in Asia and the fourteenth in the world [2].

South Korea needed not just postwar recovery, but also
the development of a new postwar economy. Ukraine, too,
should not only restore what it had before the war, but also
move to a new level, to a new economy based on modern
technology. With this in mind, it is relevant to draw historical
analogies and highlight the possibilities of applying the
South Korean experience to Ukraine.

South Korea has made attracting investment and new
technologies a priority of its foreign and domestic policy. A
number of state institutions have been created to intensify
and regulate these processes. Thus, if in the early 1960s,
there were only two state research institutes in the ROK:
National Defense Research Institute (1953) and Atomic
Energy Research Institute of the Republic of Korea (1959),
a number of new research institutes and research centers
were established during the 1960s and 1970s, along with the
Ministry of Science and Technology (MOST) (1967). These
included: The Korea Institute of Science and Technology
(KIST) (1966), the Korea Advanced Institute of Science
(KAIS) (1971), the Electronics and Telecommunications
Research Institute (ETRI) (1976), the Teduk Science City
and other research institutes. The Defense Development
Agency (ADD) was responsible for the development of de-
fense technologies. These institutions created the necessary
conditions for the development of science and technology in
the country as a whole and in its defense sector and provided
the government with important research and advice,
including in the area of policy decisions. The development
of scientific research was also facilitated by significant
investments, both public and private. The government, in
particular, provided funding for large-scale research and
development aimed at gaining competitive advantages in
high-tech markets [2].

Possible recommendations for Ukraine based on the
South Korean experience can be summarized as follows:

— ensuring stability of the political situation as a key
factor contributing to economic growth, avoiding social
and political upheavals and actively fighting corruption,
which is a serious obstacle to economic development;

— ensuring that the state supports an export-oriented
development model with parallel import substitution of
the most critical and important products for the needs
of Ukrainian citizens and national security and defense;

— achieving the competitiveness of the national econo-
my with a focus on technology and innovation in
cooperation with the United States and European
countries, Japan and the Republic of Korea, in parti-
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cular, in the area of cooperation/import/transfer of
technology and innovation. This will allow for the
development of the processing industry and investment
in the production of high value-added goods instead
of focusing only on the extraction and export of raw
materials (including food);

— attracting foreign investment. Creation of large high-
tech enterprises with the participation of foreign capital,
including offset programs, to ensure the production of
high-tech equipment for general industrial purposes
and targeted technological complexes for the defense
industry (Slogan — Build factories for the production
of modern high-tech plants);

— mobilization of the Ukrainian nation around a common
goal during the period of recovery and economic trans-
formation.

In the context of taking into account the experience of the
Republic of Korea, the visit of a South Korean delegation
led by the Minister of Land, Infrastructure and Transport
of the Republic of Korea, Won Hee Ryong, to Ukraine in
September 2024 is considered very positive. Among the
business representatives in the delegation were the heads of
such tech giants as Samsung, Hyundai, Hanwha Solutions,
Yooshin and Posco [3].

As a result of the meeting, Ukraine and the Republic
of Korea agreed to develop infrastructure rehabilitation
projects involving Korean high-tech experience and Korean
business investment.

The experience of Turkey's economic growth may be very
interesting for Ukraine. There is much to learn from Turkey.
Over the past twenty years, it has built a powerful economy.
According to the World Bank, Turkey's economy has been
confidently ranked among the twenty largest economies in
the world in recent years (18t place in 2023) [4].

The economy's rapid growth is largely due to a broad pac-
kage of reforms that were implemented in the early 2000s.
Its most important elements were [5]:

1) fiscal consolidation and a thorough reform of public
finances, including, among other things, the harmonization
of public procurement with EU standards and strengthening
of auditing;

2) reducing the role of the state in the economy through
privatization, which primarily included infrastructure
facilities: Turkish Airlines, electricity distribution and
generation enterprises (according to the World Bank, from
2002 to 2013, 12.7 billion US dollars of private investment
was attracted. USD 12.7 billion of private investment in this
sector was attracted from 2002 to 2013), the state monopoly
in the telecommunications sector, ports, etc;

3) establishment of independent regulators in the real
sector of the economy, in particular in the key sectors of
energy, telecommunications and agriculture and significant
increase in competition and simplification of administrative
procedures for doing business;

4) cleaning up the banking system through the rapid
resolution of insolvent banks (protecting depositors, not
bank owners), making it impossible for «related parties»
to obtain loans from their own banks and restructuring,
strengthening corporate governance and partial privatization
of state-owned banks;

5) granting independence to the Central Bank of Turkey,
defining price stability as its main mandate and prohibiting
direct financing of public debt. At the same time, its
accountability to the public and transparency in decision-
making were strengthened.

6) transition to inflation targeting and a floating exchange
rate.

This reform package laid the foundation for macro-
economic stabilization and sustainable economic growth.
The reduction of legal obstacles and macroeconomic
stabilization, as well as progress in harmonizing standards
with the EU, has allowed Turkey to attract significant foreign
direct investment, including in privatization and to increase
its participation in global supply chains.

Turkey has learned to produce high-quality high-tech
weapons. It independently produces optoelectronic systems,
combat drones, as well as small arms, ships and creates
samples of armored vehicles and radio stations.

In addition to attracting foreign developers, the successful
development of the defense industry was also ensured by
the structural organization. Thus, Turkey has developed
partnerships between public and private companies and higher
education institutions. The companies operating in the de-
fense industry (TAI, Aselsan and Roketsan, Baykar, Havelsan,
YONCA-ONUK, STM and others) are organized into clusters.
Turkey is successfully getting rid of its dependence on foreign
arms manufacturers and increasing the share of its own
technologies in production. Thus, while in 2002, 62 defense
projects were implemented, today there are about 700 of
them. The number of companies operating in the sector has
increased from 56 to 1500. Over the past twenty years, Turkey
has increased its budget for its own defense projects from
$5.5 billion to $60 billion and the industry's turnover has
grown from $1 billion to $11 billion. Exports of the defense and
aviation sectors increased from $248 million to $3 billion. In
the field of combat aviation, Turkey started with the production
of individual weapons components (General Electrics F110
engines for Lockheed Martin F-16 fighters, turbine blades for
the Lockheed Martin F-35 engine, etc.). Then, F-16 fighters
began to be assembled under an American license in Ankara.
Then Turkey began to develop its own fighter jet, which would
have a Turkish engine and weapons [6].

The design and construction of Turkey's own KAAN fighter
cost Turkey $2 billion and the first 20 fighters are planned to
be delivered to the country's Air Force in 2028, with hundreds
of KAAN fighters to come in the future. This was announced
in May 2024 by the CEO of the aerospace company Turkish
Acrospace Industries (TAI), Temel Kotil [7].

Of course, it is also possible to recall the experience of
rapid economic growth and building a powerful defense
industry in other countries. Their experiences and paths
are very different, but they have something in common:
economic freedom, entrepreneurship, protection of private
property, attraction of foreign investment, innovation and
sound public administration.

Using the experience of economic growth of other

countries and creating a Plan for the Restoration of

Ukraine

As the American economist and Nobel Prize winner
Edmund Phelps noted: «Economic success depends on the
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character of the nation» Edmund Phelps’s very apt state-
ment fully applies to the economic situation in Ukraine,
especially after the start of russia’s full-scale aggression
against Ukraine, when we are not talking about the economy,
but about the very existence of Ukrainian statehood.

As the investigation by The Washington Post [8] showed,
US officials were confident before and at the beginning of
russia’s full-scale invasion of Ukraine that Ukraine would
fall, although not as quickly as the russians expected. But
here the moral and indomitable spirit of the Ukrainian
nation, which had already been clearly manifested during the
Orange Revolution of 2004 and the Revolution of Dignity
of 2013, came to the fore again.

Ukraine has not fallen and has been fighting for its
freedom and right to life for the third year. And here again
the will of Ukrainians, who in the most difficult times began
to build plans for the restoration of Ukraine during the war
and after the victory over the russian aggressor, was clearly
manifested.

On April 21, 2022, President of Ukraine Volodymyr
Zelenskyy issued a decree on the establishment of the
National Council for the Reconstruction of Ukraine from the
Consequences of the War [9]. The main tasks of the National
Council for the Restoration of Ukraine were defined as
follows:

— development of an action plan for the post-war
recovery and development of Ukraine, which, in
particular, will include the restoration and development
of infrastructure, housing and the military-industrial
complex, structural modernization and restart of the
economy, measures to overcome unemployment and
support for vulnerable groups of the population;

— preparation of strategic initiatives, draft laws and
regulations, the adoption and implementation of which
is necessary for the effective work and recovery of
Ukraine in the war and post-war periods.

Already in July 2022, the National Council for the
Restoration of Ukraine presented the Ukraine Restoration
Plan, aimed at accelerating sustainable economic growth,
which consists of 17 National Programs in various areas of
activity and is designed for the period until 2032 [10]. The
National Programs include 850 projects worth more than
750 billion US dollars.

One of the first framework international documents for
the recovery of Ukraine was the Recovery and Development
Plan for Ukraine following the results of the international
conference in Lugano on July 5-6, 2022. Subsequent
conferences of this format were held in London on June 21—
22,2023 and in Berlin on June 11-12, 2024 [11].

In the expert community, discussions are underway on
the choice of two main options for organizing the recovery
processes in Ukraine. The first is the creation of program
documents and strict adherence to them [12], the second is
proposing more revolutionary measures, creative and non-
standard solutions [11, 13].

Valeriy Pekar, a lecturer at the Kyiv-Mohyla Business
School, believes (and the authors of the article tend to agree
with him) that ensuring conditions for the massive influx
of private investment into Ukraine is a prerequisite for the
restoration and modernization of the Ukrainian economy,

because it was private investment that provided sufficient
money to restore the economy of Western Europe, while the
Marshall Plan provided 4-7 % of the necessary financing.

In his opinion, after the victory, Ukraine will face five
main challenges, without the resolution of which no program
will work and a large amount of investment will not come
[13].

1. Long-term security. Russia is aggressive and its
aggressive policy should not be expected to change.
Therefore, Ukraine should be a member of NATO or have
adequate security guarantees.

2. Rule of law. According to the World Justice Project
(WIP), Ukraine ranked 89t out of 142 countries in the
2023 rule of law ranking, which obviously does not attract
international investors who advocate for equal, transparent
rules of the UAH [14].

3. Economic freedom. Ukraine ranked 130t in the world
(out of 177) in the Heritage Foundation’s economic freedom
ranking as of January 1, 2022, with a score of 54.1, down
from 56.2 in 2021 [15].

4. Demographics. In 2018-2020, there were two deaths
for every one child born in Ukraine. Currently, there are
three deaths per newborn citizen (of course, we must take
into account the number of deaths due to russian aggression).
This ratio is one of the key indicators of the demographic
Crisis.

During the first half of 2024, 87,655 children were born in
Ukraine, which is 9 % less than in the same period in 2023
and one and a half times less than in 2021 (87,655 children
compared to 132,595) [16]. The population is aging rapidly.
It is not known exactly how many Ukrainian citizens who
fled russian aggression will return from abroad, but it should
be expected that the part of Ukrainians who found work and
settled down will not return.

A good sign is the adoption of the Resolution of the
Cabinet of Ministers of Ukraine dated September 30, 2024
No. 922-r «On Approval of the Strategy of Demographic
Development of Ukraine for the Period Until 2040» [17].
Working hard to implement it is becoming one of the top
priorities facing the executive branch of Ukraine to build a
new economy for the state.

5. Democracy. And yet, Ukraine cannot do without
external sources of funds for the implementation of these
projects and other forms of assistance from international
institutions and partner countries.

Marshall Plan 2.0

For several years, long before russia’s full-scale invasion
of Ukraine, the issue of creating an analogue of the Marshall
Plan for Ukraine, which has acquired the generally accepted
name «Marshall Plan 2.0», has been under consideration [18].
First of all, we would like to emphasize that the so-called
«Marshall Plan 2.0» is not (like the first Marshall Plan) a
monetary fund for financing projects and activities planned
by the recipient country (in this case, Ukraine).

It should be understood that the implementation of the
«historical» Marshall Plan of 1947 was a very pragmatic
geostrategic process and in financial terms, the Marshall
Plan funds were quite insignificant. It is estimated that the
aid amounted to about 3 % of the total national income of the
recipient countries. Therefore, the accelerating mechanism
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of the Marshall Plan through the relevant mechanisms of
allocating funds was much more important.

It is important to emphasize that the Marshall Plan achieved
the greatest success in countries where it was supplemented
by complementary holistic national reconstruction strategies.
In this context, it is worth mentioning the implementation of
the concept of ordoliberalism, which was advocated by the
Economic Council under the leadership of Ludwig Erhard in
Germany, or the policy of «dirigism» of Charles de Gaulle
in France, which, on the contrary, provided for a significant
budget redistribution of funds, the creation of a system of
centralized planning [18].

Both approaches worked in their time in the specific
conditions of the then world economy and the characteristics
of the countries receiving assistance under the Marshall
Plan.

The task of Ukraine, with the help of partners, is to define
and implement a balanced approach between these two
extremes, directing the policy of «dirigism» precisely to
define the «rules of the game», the purpose of which is to
stimulate the necessary volume of private investment and
technology and monitor their compliance.

Accordingly, the «Marshall Plan 2.0» should [18]:

— determine in specific areas and measures the mutual
benefit of its implementation for Ukraine and European
partners, Western private capital;

— guarantee the formation of a stable predictable space
and the creation of comfortable conditions for the work
of partners in the Ukrainian market, in particular in the
implementation of recovery projects;

— provide for the formation of high-quality financial
mechanisms for the precise targeting of international
financial assistance resources to Ukraine for recovery;

— formulate a vision of Ukraine’s promising place in the
European community, including in addressing common
European problems — security, demography, climate
change, digital revolution, etc.;

— determine ways to implement a common European
policy in Ukraine, in particular those related to the ag-
ricultural, transport, environmental, energy, regional
spheres, competition, etc.;

— delineate specific areas of cooperation between Ukraine
and the EU within the framework of recovery goals;

— determine areas for strengthening logistical ties bet-
ween Ukraine and the EU;

— to establish priorities for technical assistance to state
authorities and local governments in implementing
European practices;

— to strengthen cooperation in forming institutional
mechanisms for interaction between Ukraine and the
EU.

A high level of intellectual technology, the intensity and
efficiency of their implementation should become a criterion
for the development of Ukraine's national economy and an
indicator of the success of the implementation of plans.

Technological, financial and advisory assistance from
partners is a necessary but not sufficient condition for
rebuilding Ukraine on a new technological level. Without
the persistence and stubbornness of ordinary Ukrainian
citizens and its authorities, this task will remain unrealizable.

Let's move on to the second part of the article, which
deals with Ukraine's defense industry.

The history of the decline of the defense-industrial

complex of Ukraine

After the collapse of the former USSR, Ukraine inherited
a powerful defense-industrial potential, as well as a third
of all Armed Forces. In 1991, a powerful military group
was located on the territory of our country (720 thousand
servicemen, 6500 tanks (a fifth of which were the latest
models), 7150 armored personnel carriers and infantry
fighting vehicles, 3400 artillery systems, 1430 combat
aircraft, 285 combat helicopters). 18 % of the defense-
industrial complex of the former USSR was located on the
territory of our country (3594 enterprises of the defense-
industrial complex of Ukraine in 1991, which at that time
employed 3 million people) [19].

Despite such a powerful inherited defense-industrial
potential, it was actually not useful for ensuring the national
security of the state for certain reasons, some of which can
be considered as follows.

1. The influence of the russian federation on the policy
of Ukraine as a whole and on the actions of individual
politicians and its far-reaching plans to make Ukraine a
satellite of russia.

2. The influence of other countries of the world, not
interested in the appearance on the map of Europe of
a powerful economically and well-armed Ukraine that
possesses nuclear weapons.

3. In Ukraine, there were powerful fragments of the
defense-industrial complex. There was no defense industry
as a system. Significant capacities for the production of
finished military products had an extremely small share
of closed-cycle products and were actually completely
dependent on external supplies of components, materials and
raw materials (primarily from russia, especially given the
huge restrictions on the supply of modern electronics from
technologically advanced countries of the world). It is worth
mentioning the activities of the Coordinating Committee
for Multilateral Export Controls (CoCom), which exercised
control over exports to the USSR and other countries of the
Council for Mutual Economic Assistance during the Cold
War (and later to the CIS countries, including Ukraine).

4. The weakness of the Ukrainian economy and its
dependence on supplies from russia of spare parts necessary
for the repair and maintenance of Soviet-designed and
manufactured weapons.

5. The requirements of international acts on arms control.
The existing weapons significantly exceeded the maximum
permissible for Ukraine under the Treaty on Conventional
Armed Forces in Europe, signed on November 19, 1990 in
Paris, which entered into force on November 9, 1992, and
was later supplemented specifically for the CIS countries by
the Tashkent Protocol of May 15, 1992. According to these
documents, our country had significant surpluses of military
equipment, accounting for about 60 % of the total amount
of weapons available at that time [19].

The Budapest Memorandum, signed on December 5,
1994, turned out to be just a declaration, as it did not provide
any legal guarantees for Ukraine's security, but imposed
obligations only on Ukraine, which it fulfilled in good faith
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by transferring nuclear weapons to russia. This example
clearly demonstrates how cautious one should be when
signing such international acts. The analogies are quite
obvious today. Ukraine is being massively pressured to
give up its territories in exchange for promises to consider
Ukraine's accession to NATO at some point.

Russia will clearly conclude that its aggression, rein-
forced by nuclear threats, is not met with adequate response,
i.e., after a little rest and development of new weapons,
russia will start a new aggression, this time setting as a goal a
special military operation to capture the remnants of Ukraine,
Eastern Europe, the Baltic states, etc.

In addition, it seems that the global consequences of the
fact that a state that has renounced nuclear weapons was
attacked, as it is threatened with the same nuclear weapons
that it handed over, are still ahead. This encourages other
countries to create their own nuclear weapons to protect their
independence, because it turned out that no international
treaty, no international institution has any influence on an
aggressor who wanted to seize someone else's territory.

The dominant force in international politics is becoming
exclusively the right to force, not limited by international
law. According to the authors of the article, this fact signifi-
cantly increases the likelihood of a third world war. Having
renounced nuclear deterrence, Ukraine began to rapidly disarm
in the field of conventional weapons, choosing a course for the
export of better weapons, leaving only outdated junk for itself.

The technical component of the Ukrainian army was
catastrophically reduced. As the publication «Word and
Deed» notes [20], only from 2004 to 2014, 2,577 tanks,
3,711 armored personnel carriers/infantry vehicles,
750 aircraft, 138 helicopters, 580 air defense systems,
734 portable anti-aircraft missile systems, 25 Tochka-U
missile systems and 434 missiles (tactical and for the
C-300 air defense system) were withdrawn from the Armed
Forces of Ukraine.

The Temporary Investigative Commission of the Verk-
hovna Rada of Ukraine, established by Resolution of the
Verkhovna Rada of Ukraine No. 2455-VIII of 07.06.2018, to
investigate information regarding the facts of embezzlement
in the Armed Forces of Ukraine and the undermining of
the state's defense capability in the period from 2004 to
2017, concluded that «as a result of Ukraine's accession to
the Treaty «On Conventional Armed Forces in Europe»,
an uncontrolled process of selling off military equipment
and property of the Armed Forces of Ukraine from bases,
warehouses and arsenals, selling equipment outside Ukraine,
as well as the seizure, lease and sale of real estate of the
former USSR Ministry of Defense began, which in turn
created conditions for a gradual systemic decrease in the level
of combat capability of the Armed Forces of Ukraine» [21].

The ways of disarmament of Ukraine are striking in
their diversity and significant influence from the russian
federation (sometimes overt, sometimes slightly hidden). Let
us leave the corruption component of this process outside the
scope of this article. We will focus on only some of them.

1. Instead of half of the Black Sea Fleet’s assets, during
the final distribution in 1997, Ukraine received only 18 %
of its naval composition and 50 % of weapons and military
equipment [21].

2. The signing on 28.05.1997 of the Agreement between
Ukraine and the russian federation on the status and
conditions of the presence of the Black Sea Fleet of the
russian federation on the territory of Ukraine, which allowed
the presence of the russian Black Sea Fleet at the military
base in the city of Sevastopol. On April 21, 2010, in Kharkiv,
the Presidents of Ukraine and russia, Viktor Yanukovych
and Dmitry Medvedev, signed the so-called Kharkiv
Agreements, according to which the term of the russian
Black Sea Fleet's presence in Crimea was extended for
25 years from May 28, 2017, with an automatic extension
for five-year periods in the absence of a written refusal by
one of the parties to the agreement. It was from this base
that the russian federation began its invasion of Ukraine.

3. Organization of the appointment of russian citizens
to key positions in the defense sector, for example, to the
position of Minister of Defense of Ukraine Dmitry Salamatin
and Pavel Lebedev. D. Salamatin also distinguished
himself as the General Director of the State Concern
«Ukroboronpromy.

4. Determination of the export of munitions and wea-
pons as a priority area of activity of the Ukrainian defense
industry. In the 90s, Ukraine was in the top ten countries
in the world in terms of sales of weapons and military
equipment.

5. An abnormally high number of warehouses, bases
and arsenals of the Armed Forces of Ukraine that explo-
ded during the years of independence in Ukraine. The
damage caused to the country's defense capability by more
than two dozen explosions is difficult to estimate, material
losses are estimated at many billions of hryvnias. For
example, on October 29, 2015, near the city of Svatove,
Luhansk region, an explosion occurred at an artillery depot.
3.5 thousand tons of ammunition of various calibers flew
into the air, including for the Smerch, Grad and Uragan
multiple launch rocket systems. On September 26, 2017,
ammunition was detonated on the territory of the 48"
arsenal of the Ministry of Defense (Kalynivka, Vinnytsia
region). At the time of the explosion, 188 thousand tons of
ammunition were stored there, in particular, the Smerch,
Uragan and Grad multiple launch rocket systems [22]. And
so on two dozen times. Most of the conclusions of law
enforcement agencies are official negligence, fires, short
circuits in electrical wiring. Very convenient and timely
cases for the russian federation.

6. The formal nature and critical underfunding of the
adopted state programs for reforming and developing
the defense industry. For most of Ukraine's years of
independence, defense financing was carried out on a
residual basis and ranged from 2.1 % of GDP in 1992 to
0.8 % in 2010. The five-year period of complete financial
impoverishment of the military industry fell (and hardly
by chance) in the years before the occupation of the
Autonomous Republic of Crimea in 2014. The share of
Ukraine's defense spending in GDP was 0.8 % in 2009,
0.97 % in 2010, 0.98 % in 2011, 1.1 % in 2012 and 1.11 %
in 2013 (open data).

All these and many other reasons led to a critical loss
of Ukraine's defense capabilities to protect against an
aggressive neighbor.
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General assessment of the current state of the

defense industry in Ukraine

The situation with the financing of the defense industry
began to improve gradually with the adoption by the
Verkhovna Rada of Ukraine in 2018 of the Law of Ukraine
«On National Security of Ukraine» [23], which, among
other things, stipulated that the amount of expenditures for
financing the security and defense sector should be at least
5 percent of the planned gross domestic product, of which
at least 3 percent should be for financing the defense forces,
but full funding for defense needs began to work only with
the beginning of russia's full-scale invasion of Ukraine and
amounted to ten percent of the total. This was the main
factor in the significant improvement of the situation in the
Ukrainian defense industry.

The second extremely important factor was the rapid
growth of national consciousness and the volunteer
movement, which supplied the troops with a huge amount
of personal protective equipment, drones, cars, medicines,
warm clothes and much, much more.

The combination of a new level of national consciousness
and a huge increase in defense funding led to the explosive
growth of the private defense industry, which began to fill
the gaps in the supply of the Ukrainian Defense Forces
with a segment that allowed to some extent to compensate
for the aggressor's huge advantage in personnel, weapons,
military equipment and ammunition. During this period,
this allowed for an asymmetric response, primarily due to
the mass production of unmanned aerial vehicles (UAVs),
electronic warfare equipment, etc.

The state concern «Ukroboronprom», having transformed
into JSC «Ukrainian Defense Industry», also began to
actively organize the production of munitions and ammu-
nition, both directly at participating enterprises and in
cooperation with Western defense companies.

Ukraine is gradually becoming one of the world's leading
arms producers and the defense industry is developing
rapidly. Thus, in the first half of 2024, domestic gunsmiths
produced 25 times more ammunition for artillery and mortars
than in the whole of 2022. As one of the latest examples, it
can be noted that during the second International Defense
Industries Forum, which took place on October 1, 2024 and
was attended by representatives of about 300 companies
from over 30 countries, JSC «Ukrainian Defense Industry»
reached agreements on cooperation with four Western arms
companies from the USA, France and Poland. This concerns
interaction in the fields of ammunition and special chemicals,
unmanned systems, as well as electronic reconnaissance and
electronic warfare [24].

In September 2024, the Minister of Defense of Ukraine
Rustem Umerov stated that today every second ammunition
on the front is Ukrainian-made and in 2024 alone, the
Ministry of Defense contracted drones for more than UAH
21 billion and ammunition for another UAH 9 billion, and
together with the State Special Communications Service,
more than a million drones were purchased for the army [25].

The situation with the production of domestic weapons
and ammunition is beginning to improve, although the
advantage of russian troops in these components remains
significant.

Possible directions for the development of the

Ukrainian defense industry

Let's try to determine what the main promising areas are
worth paying attention to when developing a new outline of
the Ukrainian defense industry.

The role and place of the private component in the
Ukrainian defense industry needs to be reconsidered.
The experience of the war with russia has shown that
private defense companies respond more flexibly to the
needs of the front. During the forum «Innovations in the
Defense Industrial Complex» within the framework of the
XIII International Festival of Innovation Projects «Sikorsky
Challenge 2024: Innovations for Peace and Security of
Ukraine», which took place in Kyiv from October 29 to
November 1, 2024, representatives of private companies
noted that they promptly respond to the needs of the front,
comments and suggestions of the military, and the average
time from receiving information about the needs to their
implementation has been reduced to several months.

It is necessary to work out and ensure the implementation
of a strategy for personnel renewal of employees of the
defense industry enterprises of Ukraine. As was noted at
the aforementioned forum «Innovations in the Defense
Industrial Complex», experience shows that increasingly,
success in designing the most modern models of munitions is
achieved by young engineers and yesterday's students, who
have an unbiased view and are armed with modern design
tools and achieving a combination of their capabilities with
the existing design experience of engineering workers is one
of the strategic objectives.

It is important to scale up the activities of Ukrainian
platforms such as Bravel and create an effective vertical
management system for the implementation of innovative
technological solutions in the defense sector.

An increasing number of Ukrainian and Western experts
and institutions suggest paying increased attention to the
opportunities that the implementation of the principle of pur-
chasing Ukrainian weapons from Ukrainian manufacturers
for the needs of the Ukrainian Defense Forces at the expense
of Western partners can provide. For example, Ukraine can
produce up to 4 million drones annually, of which only one
and a half million are contracted in 2024 [26]. This practice
can be effective and useful for both the Ukrainian defense
industry and the Ukrainian Defense Forces.

Despite certain successes of both the public and private
defense industries of Ukraine, it is believed that it is im-
possible to achieve a leapfrog increase in the production
of modern (primarily complex and high-cost) weapons and
military equipment for the needs of the Ukrainian Defense
Forces without the direct participation of the Western
defense industry in its various forms. Possible main forms
of such cooperation are shown in Fig. 1.

Among these forms, one of the most acceptable is
the localization of Western munitions and ammunition
production on the territory of Ukraine. Among the main goals
that can be achieved when implementing mass localization
of Western munitions production, one can identify:

— ensuring stable supply to the Ukrainian Defense Forces

of modern, high-tech, effective and proven samples of
munitions and ammunition;
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Main forms of cooperation between the Ukrainian defense
industry and the defense industry of partner countries

L e

N T

Localization of repair and
production of munitions
and ammunition of partner
countries on the territory

Independent construction
by defense companies
of partner countries of

enterprises for the repair

of Ukraine and production of military
(licensed production, equipment
production and ammunition on the
franchising, etc.) territory of Ukraine

Creation of joint
ventures (clusters) with
defense companies of
partner countries for the
development, production
and repair of munitions
and ammunition on the
territory of Ukraine

Creation of joint
ventures (clusters) with
defense companies of
partner countries for the
development, production
and repair of munitions
and ammunition on the
territory of partner countries

Fig. 1. Main forms of cooperation between the Ukrainian defense industry and the defense industry of partner countries

— rapid increase in the technological level of the Ukrai-
nian defense industry through the introduction of high
technologies;

— acquisition by employees of the Ukrainian defense
industry of competencies in the field of high defense
technologies and experience in working with them,
which will be useful in the development and production
of its own defense products;

— integration into the defense industry of NATO and EU
countries;

— the possibility of transferring modern technologies to
the civilian sectors of the state economy;

— increasing the overall technological level of Ukrainian
industry, etc.

Localization can be both a part of offset schemes for the
purchase of munitions and weapons and an independent
process, the terms of which are discussed in the process
of negotiations with leading defense companies of partner
countries and be carried out in stages from large-scale
and small-scale assembly to mastering the independent
production of defense products from Ukrainian materials,
parts and components.

Another form may be the construction of factories on the
territory of Ukraine by large Western defense companies,
which will remain the property of these companies, but will
be worked on by Ukrainian citizens. Such an approach can
even more quickly ensure an increase in the production of
munitions and weapons for the needs of the Defense Forces,
as well as train Ukrainian personnel to work with modern
industrial technologies and influence the increase in the
gross domestic product and therefore the welfare of the
Ukrainian population.

A striking example of the implementation of this form
can be the German arms concern Rheinmetall, which is
building four plants in Ukraine, and the first of them is
already operating. According to the director of the concern
Armin Papperger, by the end of 2024 the first plant will
already produce the first ultra-modern Lynx infantry fighting
vehicle in Ukraine, adding that the company owns 51 %
of the shares of this enterprise. Papperger also noted that
Rheinmetall is on the way to building a gunpowder plant,
an ammunition manufacturing plant in Ukraine and also
plans to establish the production of air defense systems [27].

Another effective form of increasing the production of
munitions and establishing strong ties with the defense

industry of partner countries is the creation of joint weapons
production (including in the form of clusters as a modern
form of quasi-integration associations). The prospects for the
creation of joint Ukrainian-French production in our country
were announced by the President of Ukraine Volodymyr
Zelensky on October 12, 2024. The main advantage of such
a form is, of course, the integration of Ukrainian defense
industry enterprises into the European defense industry [28].

The introduction of another form of cooperation between
Western and Ukrainian defense enterprises was announced
by the Minister of Economy of Lithuania Aushrini Armo-
naite. She reported that a Ukrainian company will begin
construction of a new generation explosives plant in Lithuania
in 2025 and added that as a result, the defense potential of
Ukraine and Europe will grow, both in terms of weapons and
ammunition and in terms of advanced defense and security
technologies. Certainly, the key advantage of this form of
cooperation is the ability to ensure the safety of ammunition
production from bombings and missile attacks [29].

As reported on the platform «Informative Resistance»
[30], the defense company Summa Defense is opening a
drone production plant in Finland, which will be carried out
jointly with Ukrainian partners. The purpose of opening a
new enterprise is to quickly increase the production capacity
of drones used in combat operations in Ukraine. «The drones
will be supplied not only to Ukraine, but also to the countries
of the European Union and NATO», said the executive
director of Summa Defense Jussi Holopainen.

For the systematic and targeted use of internal budget
resources, resources of assistance from partner states and
others to create advanced defense technologies and scientific
research in the field of high-tech weapons, it is advisable
to consider the issue of creating a «Fund for Defense
Technologies and Scientific Research in the Field of High-
Tech Weapons» [31].

The strategic goals of the Fund's work should be:

— ensuring a change in the level of defense industry
technologies from the post-Soviet level to the level of
technologies of advanced countries;

— developing and implementing in the practice of
building the defense industry of Ukraine criteria-based
approaches to choosing priority technologies of the
present and the future;

— ensuring scientific research in breakthrough areas of
creating weapons and advanced technologies;
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— creating a system of checks and balances to minimize
corruption risks when financing projects and programs
from the Fund.

The sources of financial resources of the Fund should be:

— funds from international financial assistance resources;

— funds from the alienation of illegally obtained material
and financial resources;

— part of funds from the assets of the russian federation to
compensate for the damage caused by the robbery and
destruction of the Ukrainian defense industry during
the war (reparations);

— budget funds;

— voluntary (charitable) contributions from organizations
and individuals — citizens of Ukraine and foreigners.

The fund should include a Supervisory Board, a Scientific
and Technical Council and a full-time expert group to select
specific works and the main topics of breakthrough research
areas. For interdepartmental coordination, it is considered
appropriate to restore the position of Vice Prime Minister
for Defense Industry.

The implementation of all these and many other projects
should be a guarantee of the growth of the industrial and
defense capabilities of Ukraine, its Defense Forces, to ensure
the repulsion of russian aggression.

CONCLUSIONS

Based on the results of the analysis of the experience
of successful post-war recovery and construction of the
economy of different countries of the world and at different
times based on the latest technologies, general approaches
to building a model of a new economic policy of Ukraine
and the creation of a powerful defense-industrial complex
of the state are proposed.

It is noted that one cannot neglect the opportunities
that can be given to Ukraine by using the approaches
tested by other countries, but modernized, to build a new,
strong economically and politically successful state. The
conclusion is made about the need to use all possible forms
of cooperation with the defense industry of NATO and EU
countries to build a powerful, modern Ukrainian defense-
industrial complex, capable of providing the Defense
Forces of Ukraine with highly effective weapons and
military equipment. The authors also express confidence
that a powerful defense industry can be built only on a solid
foundation of a modern, effective and integrated into global
trade chains of the national economy.

In the next article on this topic, the authors plan to
investigate in detail the economic mechanisms of dependence
and influence of the national economy on building the
capabilities of the defense-industrial complex, aimed at
providing the Defense Forces of Ukraine with modern and
highly effective weapons and military equipment.
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I'yces FO.B., JoBromonauii A.C., [lantenees C.b.,
Tomuyk B.B., Yenkos L.b.

AHAJII3 BAPIAHTIB
HOBOi EKOHOMIYHOI HOJITUKHU YKPAIHU
JIJISI HOBYOBA EKOHOMIYHO MOTYKHOI
JTEPKABH
1] YAC POCIMCHKO-YKPATHCHKOI BINHU
TA Y IOBOEHHUM MEPIO/,
SIK IEPEJIYMOBH 1151 PO3BUTKY
OBOPOHHO-ITPOMUCJIOBOI'O KOMIIJIEKCY

Y cmammi nposedeno ananiz 00cgidy ycniunozo
npoeederHHss eKOHOMIYHUX pepopm ma 3a0e3neuenns
CMPIMKO20 3pOCMANHS eKOHOMIKU PIZHUX KPAiH C8imy),
3anponoHo8ani 3a2anvii nioxoou 00 noby0osu NoBOEHHOL
MOOeIi HOBOI eKOHOMIUHOT notimuKku Yxpainu ma nobyoosu,
IPYHMYIOYUCL HA MOACTUBOCNAX EKOHOMIKU, NOMYIHCHO20
oboponno-npomuciosozo komniekcy (OIIK) depocasu,
30amnoeo 3abeznewumu nompeou Cun oboponu Ykpainu y
CYUACHOMY | BUCOKOeDEKMUBHOMY 030POEHHI MA GILICbKOBII
mexniyi (OBT) i 6oenpunacax.

3pobreno suchosok, wjo came 3abe3neuents ymos 0is
MACOB8020 HAOXOOICEHHS NPUBAMHUX IHeecmuyitl 8 Yipainy
€ 20/106H0I0 NEPeOYMOB0I0 OJsl BIOHOGNICHHSL A MOOEPHIZAYil
eKOHOMIKU YKpainu.

Brasyemuca, wo nessasxcarouu na ycniwiHuil po3gumox
OCMAHHIM YACOM AK 0epiucasHol, makK i Npueamuoi
06oponnoi npomucioeocmi Ykpainu, docsenymu
CMpUOKONOOIOH020 HAPOWYBAHHS BUPOOHUYMBA CYUACHUX
(nepedycim cknadnux i enuxo sapmichux) spaskie OBT
oast nompe6 Cun oboponu Yrpainu nemodwciuso 6es
be3nocepednvoi yuacmi 3axioHoi 0OOPOHHOL BPOMUCTIOBOCE
y it pisnomanimuux gopmax. Hasedena xapakmepucmuka
mooicausux gopm cnisnpayi ykpaincoexoeo OIIK ma
oboponnoi npomucnosocmi HATO ma €C, susnaueni
nepesazu KO#CHOI 3 HUX.

3 memoio 3ab6e3neuenns cucmemHozo i Yiibogozo
BUKOPUCIAHHS 6HYMPIUWHIX DI0OAICEMHUX PecypPCis, pecypcie
donomozu depoicas-napmuepie ma iHwux oxcepen 0Jis
CMBOPEHHsL NEPed08UX 0O0OPOHHUX MEXHONO2I MA HAYKOBUX
docniddcenv y chepi 6UCOKOMEXHON02IUHO20 030POEHHSL
3anpPONOHOBAHO PO32IAHYMU NUMANHs cmeoperts Donoy
000POHHUX MEXHONO2I MA HAYKOBUX OOCHIONCEHb V chepi
BUCOKOMEXHONOTUHO20 030POEHHSL.

Braszyemocs na neobxionicme ma moxciusicmes nooy-
dosu nomyacnozo OIIK nuwe na miyHomy niorpynmi
CYHACHOI, edhekmusHoi ma inmezposanol’ y ceimosi mopeosi
JNAHYI0AHCKU HAYIOHATIbHOI eKOHOMIKU.

Knrwwuosi cnosa: 060porHo-npomuciosuil KOMNiexc,
HO8A eKOHOMIYHA noaimuxka Yxkpainu, ceimosuil 00ceio
NOBOEHHO20 eKOHOMIYH020 3pocmanns, nian Mapwanna,
Gopmu inmeepayii ykpaincoexozo OIIK 3 obopounoio
npomucnogicmio HATO ma €C.
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THE APPROACHES TO STRATEGIC
MANAGEMENT OF DEFENSE
RESOURCES: THE US EXPERIENCE

The article argues that for effective management of
defense resources, it is necessary to coordinate strategic
priorities with the general system of defense resource
management and public finances. Attention is focused on
the fact that in the USA several levels of such coordination
are distinguished: the initial, level of direct regulation and
control, the level of structural regulation and efficiency
assessment. It is revealed that the process of reforming
public finance management in the USA faces a number of
problems, in particular, coordination of goals, responsible
parties, adjustment of the public finance management
process itself and, if necessary, its alignment. Therefore,
it is the defense strategy and action planning that allows
achieving the desired results. The article examines that it
is strategic resource management that makes it possible
to form a plan to achieve goals, ensure comparison of
goals and desired results, assess all priorities and risks and
also establish responsibility. Regarding defense planning,
it is noted that it is important to bridge the gap between
resources and planners who develop a joint strategy for the
future capabilities of the armed forces and state financial
authorities, which should allow translating this plan into
reality. Enhanced coordination of relationships and different
views on resource provision processes is possible through
decentralization, i.e. thetransferof some powers (authorities)
to lower organizational levels, in particular by fiscal and
administrative methods. The main areas of improvement
of strategic resource provision are identified, among which
the following can be distinguished: development of better
models for: assessment and management of risks, design of
necessary capabilities / results to support them, assessment
ofnecessaryinputresources andtheircostand measurement
of the effectiveness of results. In addition, attention is

focused on what needs to be continued orimproved: search
for the most effective ways (cost of input resources used to
produce a finished ship) to provide capabilities, monitoring
of productivity, flexibility of «<solutions», connection of data
and systems to provide information.

Keywords: management of defense resources, strategic
priorities, public finance resources.

INTRODUCTION

The international system frames the forces and trends
in the global environment; it also frames the workspace of
national security policy and strategy makers. As they work
through the formulation process, with an understanding
for the interests and objectives of any actors in a given
situation, those involved in the business of policy and
strategy making must be able to account for the associated
state and nonstate actors present in the international system.
In addition, it has become particularly important that they
be able to assess the competing values associated with the
global actors, both state and nonstate, especially in relation
to the Global War on Terror. Also, given the criticality of
being able to call upon other nation states and international
or multinational organizations for support, the strategist
or policymaker must know which alliances and coalitions
are stakeholders in the issue in question. The international
system also affords the strategy or policymaker numerous
opportunities for advantage. If a nation-state can come to the
assistance of another nation-state or region in time of need
like a natural disaster or failing economy, the opportunity
exists to demonstrate concern and ultimately gain some level
of influence with the entity in need. The same may be true
when cooperating with other states as they transition toward
democratic forms of government or market economies,
or when accepting an international regime like an arms
control treaty. In all cases, these are opportunities to gain
acceptance and influence through and with other actors in
the international system.

RESEARCH RESULTS
For effective management of defense resources, it
is first necessary to align strategic priorities with public
finance management [4]. In the USA, several levels of
such coordination are distinguished: initial, regulation and
control, structured discipline and efficiency and Effectiveness
(aspirational). Let's consider each of them in more detail.
Level 0: Opaque, Unreliable, Unaccountable characte-
rized by:
— no transparency to decision making;
— limited accountability for public funds;
no or limited audit of expenditures;
— plans and budgets are of poor quality;
— budget is informal and unreliable.
Level 1: Regulation and Control is being evaluated:
— focus is on regulation and control of expenditures;
— disciplined and reliable expenditure information due to
increased accountability and transparency;
— little attention to the quality of expenditures;
— budget is formal and reliable but lacks strategic focus.
Level 2: Structured Discipline based on:
— focus on improving links between strategic plans and
public expenditures;
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— mixture of ex-ante and ex-post controls on use of public
resources;

— introduction of multi-year focus and separation of
operating and capital budgets;

— internal controls, audit and monitoring mechanisms in
place but centralized;

— budget is formal, reliable, multi-year and strategic
plans influence the allocation of some resources.

Level 3: Efficiency and Effectiveness (aspirational) cha-
racterized by:

— focus on improving performance of spending units;

— budget users accountable for impact on outcomes
through contracting with central ministries;

— multi-year budgets reflecting strategic plans are
classified by program;

— accounting and reporting on modified accrual basis
with strong focus on transparencys;

— budget is formal, reliable, multi-year and strategic in
focus with performance information influencing the
future allocation of resources.

It is worth noting that the process of reforming public
financial management in the United States is not as comp-
licated as it seems. However, it faces a number of problems
such as goal alignment, role alignment, alignment and
different, perspectives on processes and terms, system or
process alignment [2]. Defense strategy and planning: to
guide action that will help achieve desired outcomes. In
addition, it enables: provide plans to achieve goals, provide
cascading and measurable goals (desired outcomes), create
a method for knowing priorities and making risk/tradeoff
decisions, create an accountability framework.

Regarding the US Public Financial Management System
(PFMS), it makes it possible to control the distribution of
all resources in particular:

1. Support all financial operations.

2. Collect accurate, timely, complete, reliable and

consistent information on public financial events.

3. Provide adequate management reporting.

Strategic Guidance
NSS/NDS/NMS, DPG, GEF

Threats/Conditions

Joint Operating Environment

Force Elements

Readiness Reporting

Global Force DOTmLPF-P Acquisition
Management (Non-Mareriel) (Materiel)
Exercises/Wargaming Organize, Train and Equip Das Process

4. Support government-wide and agency policy deci-

sions.

5. Produce auditable financial statements [3].

Let's take a closer look at Role Alignment. One of the
great difficulties in defense planning and resources is
bridging the divide between planners who develop a joint
strategy for the current and future capabilities of the armed
forces and the budgeters who must translate this plan
into actual inputs purchased [1]. Alignment and different
perspectives on resourcing processes and terms are shown
on Fig. 1.

Acquisition
Process

*PPBE
Process

**JCIDS
Process

Fig. l. Alignment and different perspectives on
resourcing processes and terms
* PPBE — Planing, Programming, Budgeting and Execution;
** JCIDS - Joint Capabilities Integretion and Development
System

Extended interconnection alignment and different
perspectives on resourcing processes and terms are shown
on Fig. 2.

Expanded coordination of relationships and different
views on resource provision processes is possible through
decentralization, i.e. devolution of some authorities (powers)
to lower organizational levels:

e Fiscal: more fiscal decision-making authority and eco-

nomic resources.

Threats/Conditions

Joint Operating Environment

Capability Requirements
JCIDS Process

Resources/Investment

PPBE Process

Fig. 2. Extended interconnection alignment and different perspectives on resourcing processes and terms
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¢ Administrative: more administrative decision-making
authority [5].
Effects of centralized or decentralized decision authorit
will show in the Table 1.

Table 1. Effects of centralized or decentralized
decision authority

Centralization Decentralization

Decisions often made
by personnel closest to
situation

Decisions made at senior level,
which has authority to direct
major change

Decisions consistent with
strategic objectives

Engages personnel and
promotes initiatives

Can reduce duplication of
activities and risk of making
wrong decisions at lower levels

May enable more
flexible response to rapid
environmental change

Promotes better
accountability

May be more consistent in terms
of dealing with all stakeholders

Discourages initiative among
personnel

Puts organization at risk for
bad decision making and
favoritism

In the early development of PPBS, one of several (arguab-
ly) critical opportunities may have been missed:

e The Office of the Secretary of Defense (OSD) did
not change the existing budgetary system, which
allowed the military departments largely to retain their
budgetary independence.

¢ The military departments had to adopt similar processes
and structures to feed into new OSD processes, but
they were able to protect their respective identities,
preferred weapons systems and relevance.

Alignment is achieved through: planning, management

and control of the resource system in government, namely:

1. Planning, programming and budgeting (PPB, PPBS,
PPBES, PPBEAS, etc.).

2. Program budgeting.

. Management by objectives (MBO).

. Zero-based budgeting (ZBB).

. Target-based budgeting.

. Management information systems.

. Performance measurement, reporting and monitoring.
. Balanced Scorecard.

. Quality circles (extended to Baldrige, etc.).

10. Performance-based budgeting.

11. Output budgeting.

12. Total quality management/leadership (TQM/TQL).

13. Program analysis (prior to program approval).

14. Program evaluation (after program approval).

15. Forward year projection of expenditures and revenues.

16. Results-based leadership (results-based budgets,
outcome-based budgets).

17. Values-based leadership.

18. Capabilities-based planning (not a resources
management system) [6].

For public sector organizations, there is often a drive
to adapt tools, techniques, processes, systems, etc., from
the private sector in a quest to meet strategic goals and
improve efficiency without first asking whether they will

3
4
5
6
7
8

Ne)

help the organization achieve its strategic goals or manage
resources better.
The main recommendations are:
 Supports resource allocation activities and processes to
best achieve strategy.
* Documents and justifies programs to our governments
for appropriating.
Linking Planning to Budgets are shown on Fig. 3.
Analysis and decision-making will always depend on a
concrete appreciation for the way capabilities are instantia-
ted by programs (Fig. 4).

Planning system Budgets

Goals are achieved with the
units, weapons, & systems
that provide capability:
THE PROGRAMS

Linking Planning to Budgets
Threats < Strategies <> Forces <> Budget

Fig. 3. Alignment and different perspectives on
resourcing processes and terms

AN cﬁd
5> : oo
Qﬂ%\\) < Q\\o‘\&@\ ﬂ\‘z;\i\\e
Fe S T
TS L S5 >
R RS °
1. Strategic forces 2
2. General Purpose Forces %
3. Command, Control, Commo, &
Intelligence & Space 8
=i
2 4. Mobility Forces <
gn 5. Guard and Reserve Forces A
E 6. Research and Development g
2| (R&D) s
=
2| 7. Central Supply and Maintenance E
.E; 8. Training, Medical and Personnel
S| Activities >
9. Administration and Associated z
Activities
10. Support of Other Nations >
11. Special Operations Forces g

12. National Security Space
Fig. 4. FYDP Structure

Five Elements of a PPB-Type System:

1. A program structure — a classification of the courses of
action open to an organization for attaining its objectives.

2. An approved program document that includes precise,
quantitative data on needs, resource inputs and program
outputs extending a number of years into the future.
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3. A decisionmaking process that establishes the
functions, rules and timetables for the actions required by
the system.

4. An analysis process for measuring effectiveness and
for weighing alternatives.

5. An information system that supplies the data required
to implement the system.

PPB-type system includes such kinds of issues:

1. Added bureaucracy.

2. Organizational «mistakes» or issues.

3. Allocating «fairly».

4. Inertia.

5. Politics.

CONCLUSION

There is a growing view that American foreign policy
has tended to be more assertively unilateral in recent
years. America's refusal to join the international ban on
antipersonnel land mines, its rejections of the Kyoto
treaty on global warming, an inspection and verification
protocol for the Biological Weapons Convention and its
withdrawal from the International Criminal Court and the
Anti-Ballistic Missile Treaty are offered as evidence of a
policy of avoiding international commitments that might
constrain America's freedom of action. Critics argue that the
United States pursues its own international agenda without
regard for the interests, views or concerns of the rest of
the world. The response is that the United States is acting,
as all states should and must, in its own self-interests. The
main areas of improvement strategic resourcing are develop
better models to: assess and manage risks, project needed
capabilities/outputs to support them, estimate inputs needed
and their costs and measure effectiveness of the outputs.
Also need continue or improve: finding most efficient ways
(cost of inputs used to produce the output of a ready ship)
to provide capability, monitoring performance, flexibility
in «solutions», connect data and systems to provide
information.
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Cotnuk B.B., Cornuk B.B., Kynak C.B.,
Hixoaaiiuyk O.P.

MIAXOAMN JO CTPATETTYHOT O YIPABJITHHS
OBOPOHHHMH PECYPCAMU:
JOCBIJ, CIIA

Y emammi o6rpynmosHo, wo ona egpexmusroeo 30itic-
HeHHSI YNPaeaAiHHs 000POHHUMU Pecypcamu Nompiono
V32000/Ccy8amu cmpame2iuti npiopumemu i3 3a2aibHO0
cucmemoro YnpasiiHHAM 000pOHHUMU pecypcamu ma oep-
JicasHumMU pinancamu. AKYeHmoB8aHo yeazy Ha momy, ujo 6
CIIIA suoxkpemnioroms OeKilbKa PiHI68 MAKO20 Y3200H4CeH-
HSL: NOYAMKOBUL, pi6eHb De3n0CcepedHbO20 Pecyno8aH s |
KOHMPOTIO, PiBeHb CIPYKIYPHO20 Pe2Yio8aHHs A OYIHKU
epexkmusnocmi. Busieneno, uo npoyec pedpopmysanis
ynpasninus oepacasHumu Qinancamu 6 CLIIA cmuxacmbcs
3 HU3KOI0 NPOOIIeM, 30KpeMa Y3200CeHts yinetl, i0no-
BI0AILHUX BUKOHABYIB, HANALOONCEHHS CAMO20 NPOYECy
VNPABNIHHA 0epHCABHUMU QiHancamu ma y pasi HeooXio-
Hocmi tioeo supisniosannst. Tomy came cmpamezis 000poHU
ma naanyeanHs Oiti 00360JA€ 00CAMU OANCAHUX pe3Yiib-
mamie. B cmammi oocnidoiceno, wo came cmpameeiune
VAPABIIHHA Pecypcamu 0a€ MOACIUBICIb cihopmyeamu
naian 0ocsieHenus yinet, 3abe3neyumu NOpiGHAHN yitell
ma Oa)scanux pe3yromamis, OYiHumu 6ci npiopumemu ma
PUBUKU, a MAaKodc 3akpinumu eionogioanvuicms. Ll[ooo
000POHH020 NIANYBAHHS 3A3HAYEHO, WO BAINCTUBO NOOO-
Jamu po3pus Migic pecypcamu, wo sUOLIAIOMbCs, NPOEK-
MYBANLHUKAMU, AKI PO3POOAAIOMb CRINbHY cmMpameziio 0is
MAtOymHix MO*CIUBOCIEN 30POUHUX CUT A OEPHCABHUMU
Qinancosumi opeanamu, AKi NOBUHHI 003801UMU Nepe-
secmu yeul niau 6 peanbHicmo. Pozwupene y3200cens
83A€MO038 'A3KI8 | PI3HI N021A0U HA NPOYecu pecypCcHO20
3a6e3nedents MOJNCIUBL ULTAXOM NPOBEOECHHSL OeyeHmpa-
Ji3ayii, mobmo nepeoayi 0esaKuUx NOBHOBANCEHb HA HUICHL
opeanizayiini pieHi 3 BUKOPUCTAHHAM (PICKATbHUX MA
AOMIHICMPAmMueHUX IHecmpymenmie. Buokpemneno ocnog-
HI HANPAMU B00CKOHANIEHHS CMPAMe2iuH020 pecypcHO20
3abe3neuens, cepeo sIKUX MOICHA GUOLTUMU. PO3POOKY
Kpauwjux mooeneti 05l OYIHKU Mda YNPAGIIHHA PUSUKAMU,
NPOEKMYBAHHS HEOOXIOHUX MONCIUBOCTIEU / PE3YIbmaAmie
015 IX NIOMPUMKU, OYIHKU HeOOXIOHUX 8XIOHUX pecypcCie
ma ix eapmocmi ma 8UMIpO8AHHS eqheKMUBHOCTI pe3Yilb-
mamis.

Kntouogi cnosa: ynpasninna oboponHumu pecypcamii,
cmpame2iuni npiopumemu, 060POHHE NIAHYEAHHS, Oep-
JicasHi PiHaHCco8I pecypcl.
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CONCEPTUAL AND
METHODOLOGICAL ASPECTS

OF MANAGEMENT OF THE
DEVELOPMENT PROCESS OF THE
ARMS SYSTEM OF THE STATE'S
ARMED FORCES WITH DYNAMIC
CHANGES IN EXTERNAL AND
INTERNAL FACTORS

IN CONDITIONS OF UNCERTAINTY
OF THE SITUATION AND THE
MANIFESTATION OF RISK
FACTORS

The article considers the basic provisions of managing the
development of the state's armed forces' armament system
in modern conditions at the conceptual and methodological
level. It is proposed to use a management technology that
combines methods of program-targeted planning of the
development of weapons and military equipment (WME)
and methods of situational analysis in the process of
implementing programs for this development in the presence
of factors of uncertainty and the manifestation of risk signs.

Keywords: problem situation, uncertainty and risk
factors, situational analysis, situational task, resource
reserve, automated control technology, control system.

INTRODUCTION

The potential capabilities of the armed forces of a state
to perform their tasks are largely determined by the level
of their technical equipment, which is embodied in the
weapons system as the material and technical basis for the

combat power of the armed forces and support of troops
(forces) in a combat-ready and combat-capable state.

As it is known [1], the armament system of the armed
forces can be considered as a reasonably organized, subor-
dinate to their tasks and structure set of mutually agreed
and complementary in terms of functions and combat
(functional) capabilities of samples (complexes, systems)
of weapons and military equipment of various types and
purposes (combat vehicles, combat control equipment,
combat and logistical support) designed to provide technical
support for the effective conduct of operations (combat
actions) by armed forces (groups of troops, forces) under
a unified command and operational control in wartime
and to perform their tasks in the context of daily activities,
peacekeeping and other operations.

Thus, the armament system of the armed forces can be
considered as a unified complex dynamic organizational
and technical system of defense purpose, which is focused
on ensuring the effective performance of tasks by the armed
forces, and which is the object of management in the process
of its development.

Substantiation of the concept of development of the state
armed forces weapons system in the program period and in
a somewhat longer perspective, operational and strategic,
tactical and system technical requirements for it and its
structural components, as well as shaping and determining
its parameters are key tasks that are solved in the period
before the program-targeted planning of the development
of WME, preparation of the draft of the relevant state target
program aimed at ensuring the fulfillment of the tasks of
comprehensive technical equipment armed forces.

Solving the problem of acquiring defense products to
re-equip the armed forces with new and advanced models
of weapons and military equipment is currently one of the
priority areas of activity in the military-technical sector of
the defense sector [2].

This necessitates the urgent implementation of balanced,
more effective and purposeful activities and works supported
by the organizational structures of state and military
administration in the program-targeted planning of the
development and acquisition of WME for the comprehensive
and sustainable equipping of the armed forces in the program
period and in a somewhat longer perspective when signs of
uncertainty in the internal and external situation and risk
factors appear.

The object of consideration and management in this case
should be the process of sustainable formation, placement
and execution of orders, procurement and supply of combat
and support equipment necessary for state defense needs.
The key principle of building such a system of activities
should be the principle of integration (unity), which implies
the use of the feature of balanced integration of activities
and works in managing the development of complex
technical systems for military purposes. Such a requirement
can be effective in the conditions of stable manifestation
of geopolitical, military-strategic, scientific, technical,
economic and other forecast factors of the expected external
situation over time.

The classical methodology of program-targeted planning
(PTP) is quite effective in conditions of predictability and
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stability of the internal and external situation, when long-
term forecasts are possible, containing the necessary initial
data for quantitative research in the presence of reliable
operational and strategic scenarios with the necessary
levels of solving the main tasks of implementing programs
and plans for the development of weapons and military
equipment.

In today's conditions, this requirement turns out to be
very difficult to fulfill or even, in some situations, practically
impossible. The main reason for this is the instability and
volatility of geopolitical, military, economic, social and
other conditions, the expansion of the range of uncertainty
and risk factors, the growing dynamics of change and the
nonlinear nature of the processes taking place. As a result,
there is incompleteness, inaccuracy, fragmentation and
contradictions in the technical and economic input data
used in planning.

As a result, these circumstances lead to relatively low
reliability of forecasts of the conditions for the implemen-
tation of programs for the development of the WME and
to decrease in the sustainability of the planning documents
being formed, even in the short term.

Thus, it can be argued that there is a contradiction in
practice between the depth of reliable forecasts of macro
indicators of programs for the development of WME and
the conditions for their implementation, which are set by the
planning time interval in accordance with the requirements
of the legislation governing the process of classical planning
and management of WME development.

This was the objective reason for finding new ways
to solve it and improve the efficiency of managing the
development of WME in general. At the same time, WME
development management remains an integral part of
capacity development programming [3] and it is considered
expedient to preserve all the main methodological compo-
nents and principles of the program-targeted approach
to solving WME development problems (planning from
needs to tasks, end-to-end planning for the entire life cycle

of WME samples, planning from tasks to resources, the
criterion «effect — resource costs», program slippage in time,
etc. [2], supplementing them with software and tools within
the WME development management system, adequate to the
new conditions of activity in the military-technical sector of
the defense industry.

The question arises as to what these tools should be
in order to obtain the desired positive effect from their
application. However, the principles of the PPP contribute
to the purposefulness, reality, expediency and adaptability
of plans to the fullest extent only in conditions of internal
and external stability of the situation, but do not provide
a sufficiently tangible positive effect in the real and
rapidly changing conditions of today, although their use
in managing the development of WME should not be
completely rejected.

The purpose of the article is to substantiate the need
(expediency) of introducing a situational approach to
the process of managing the implementation of WME
development programs in the presence of uncertainty and
risk factors and to determine its role and place in preventing
the development and solving emerging problem situations.

RESEARCH RESULTS

Planning for the development of weapons and military
equipment is a system of measures, works and targeted
actions to develop programs and plans for achieving certain
capabilities [3], focused on the coordinated development
of the weapons system in terms of goals, resources, time
and technical direction and ensuring the required level of
comprehensive technical equipment of the armed forces in
accordance with their tasks.

The main stages of strategic planning for the development
of weapons and military equipment are shown in Fig. 1.

The WME development management system, like
any management system, includes a managed subsystem
(management object) and a control subsystem (management
object, management subject) (Fig. 2) [4].

( Development of the output data system: operational-strategic, military-technical, technical-economic J IJ—‘

Assessment of the state of the weapons system: staffing, technical readiness, remaining 5
technical resource, equipment, need for repairs and various types of maintenance

J

proportions of funding of types and types of WME

Synthesis of requirements for the weapon system: formation of a system
of goals for the development of weapons and military equipment, their 3
decomposition into the tasks of military-technical systems, determination of

s

resource intensity and resource availability of tasks

Determination of ways to implement requirements: formation of the initial set
of samples of WME proposed for inclusion in the strategic plan for assessing the |4 ———

A

evaluation of the effectiveness of planning decisions

Formation of several variants of the plan for different amounts of financing and

J—
J

Formation and selection of rational plan options under the specified amount of funding, 6
their military-economic and technical-economic evaluation

J

( Formation of the final draft of the plan and final assessment of the possibility of its implementation J 7

Fig. 1. Stages of strategic planning of WME development
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Fig.2. Scheme of program and situational management of WME development

The above-mentioned contradiction in the practice of
managing the development of WME can be achieved by
supplementing the existing methods of solving management
problems based on situational analysis to ensure timely
resolution of problem situations in the process of
implementing programs for the development of WME
and supplementing program management with situational
elements that provide information, organizational and
technological capabilities to solve a set of emerging problem
situations [5]. At the same time, the main methodological
components and principles of the program-targeted approach
to solving the problems of WME development should be
preserved.

When substantiating and formulating WME development
plans, various types of risks that may arise in the process
of their implementation should be investigated and,
accordingly, the development of planning documents should
be based on the mandatory consideration of uncertainty and
risk factors.

At the same time, in order to effectively manage the
development of weapons and military equipment in modern
conditions, it is necessary to carry out:

— continuous control and monitoring of changes in the

level of a particular type of risk;

— analysis and synthesis of different scenarios of a particu-
lar situation and assessment of its impact on the state of
all objects involved in the process of WME development;

— assessment of potential alternative opportunities to
prevent negative changes in the situation;

— formulating a real-time solution to the problem situa-
tion that will minimize possible damage.

The qualitative solution of these tasks clearly requires the
use of scientifically based methods and models of situational
analysis and the application of advanced information
technologies for data processing.

Based on the above provisions, we can conclude that
there is a contradiction between practice and theory,
which is the objective need for situational analysis in the
process of implementing programs for the development of
weapons and military equipment and the lack of appropriate
methodological and technological support.

The contradictions in practice and between practice
and theory indicate the relevance and necessity of solving
the scientific problem, which is to develop methods for
conducting situational analysis and solving problem
situations for the purpose of reasoned solution of situatio-
nal tasks in the process of implementing programs for the
development of weapons and military equipment. Within
the framework of this problem, the object of research is
the technology of managing the process of WME develop-
ment — a set of scientifically based methods and techniques
for processing management information in order to make
and implement management decisions, ordered by the time
of execution.

The subject of the study is the methods of analysis, fore-
casting and solving problem situations in the process of
implementing programs for the development of weapons
and military equipment.

At the same time, the purpose of the research may be to
increase the validity and efficiency of decision-making on
solving problem situations in solving situational tasks in
the process of implementing programs for the development
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of weapons and military equipment based on situational
analysis.

As a means of achieving this goal, the concept of situa-
tional analysis can be proposed and used for this purpose,
which consists in:

— continuous control and monitoring of the dynamics of
changes in the current situation, disclosure of patterns
and trends in its development;

— timely identification of risk factors that cause proble-
matic situations and a combination of events that
increase the risk of their realization and development;

— synthesizing and analyzing alternative scenarios of
the situation development (including problematic
situations that have already occurred) as a result of the
risk factors implementation;

— assessing the potential danger of a problematic situation
for each risk factor and their various combinations, as
well as possible damage as a result of its occurrence
and development;

— identification of preventive management decisions
under various scenarios of changes in the situation to
prevent its occurrence and negative development (loss
prevention);

— formulating management decisions to address an
existing problem situation (minimizing damage).

In the development management system, it is necessary

to implement a comprehensive information technology — a

regulated information process that determines the procedure
for information circulation, its transformation, analysis and
decision-making. When substantiating proposals for the
annual plan for procurement of goods, works and services for
defense purposes, it is necessary to form a set of plan options
that best meet the intention of achieving medium-term and
long-term goals and that provide different values of aggre-
gate indicators for different projected amounts of allocations.

A rational version of the annual procurement plan for
defense goods, works and services (Fig. 3) should be
developed based on the results of the forecast and analysis
of the consequences of its implementation and the nature of
its impact on the state of the armed forces' weapons system
and the defense industry.

In the process of implementing the developed planning
documents, deviations from the planned results inevitably
occur due to unforeseen influences. Therefore, when these
deviations occur, it is necessary to make prompt decisions on
their elimination (reduction). The main goal of operational
management of the implementation of programs for
the development of WME should include ensuring the
achievement of the goals of WME development, defined
in the strategic planning and specified in the process of
implementing the strategic plan through the formation of
defense procurement plans.

Crisis phenomena are usually the cause of a problem
situation in the process of operational management, i.e. a

Equipment Task Priorities of Requirements for the
level list and directions of preservation of unique
requirements priorities | budget allocations enterprises
I I I I
L] v L] L] Methodology for choosing a
Equipment Tasks of Directions | State of WME, defense industry, rational option of the defense
of the Armed | the Armed of budget operational and repair base, procurement
Forces Forces allocations and industrial readiness
Detection and alignment of the structure of factors determining the options for
defense procurement based on the expenditure directions of allocations y
5 Selection of rational options for
Formation of defense defense procurement by spending
procurement options areas generated on the basis of
Generation Generation of the agreed principles
of R&D defense procurement

options for options for
the defense

procurement

procurement of WME,
operation and overhaul

4
Refinement of rational
procurement plans based on
the analysis of contributions of
weapon samples to solving tasks.

The principle of optimality in
Preliminary examination of Analysis of the dynamics defense procurement of WME
Allocation of works planned for inclusion of changes in the number
appropriations in the defense procurement, of serviceable WME and T
by spending in order to exclude obsolete the formation of defense The principle of
areas ones, coordinate existing ones | | procurement options by arecas optimal defense
and include new ones of spending appropriations procurement
f f x
Appropriation List of merged rela‘Fed Dynamics of losses of v
limits gnd P qrallel works. List of serviceable WME
discontinued and new works Defense procurement

Fig. 3. Formation of a rational option for defense procurement of weapons and military equipment
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situation in the state of the object of management in which
there is a discrepancy between the required and realized
values of target indicators. Tasks that have to be performed
to resolve a problem situation are situational tasks.

The introduction of elements of situational management
can allow to move from the technology of program mana-
gement of WME development to the combined technology
of program and situational management, which most
adequately meets modern conditions, since it provides a
prompt response of the management system and its timely
adaptation to changing conditions in the implementation of
programs for the development of WME [5].

A problem situation that has arisen or is predicted in the
process of implementing programs for the development of
WME can be considered resolved only if the formulation
and implementation of management decisions that eliminate
the state of the object of management associated with the
problem situation is carried out.

Situational analysis, which is carried out in the process
of managing the development of weapons and military
equipment, can be presented in the form of performing the
necessary set of actions to scenario model the development
of the situation, assessing the possibility and potential
danger of a problem situation due to the implementation of
risk factors and the level of expected damage, determining
the available and required resource reserves and making
management decisions on their basis to resolve the problem
situation to prevent possible damage or minimize the level
of damage already caused.

A scenario, as a means of describing the development of
a situation, should reflect the processes of events and the
relationship between them depending on time.

The most adequate apparatus for realization of forecasting
the development of the situation can be attributed to the
appropriate modeling on a computer. To this end, it is
necessary to develop a mathematical model of the process,
which should be based on the structure of a real functioning
system of management of the development of weapons and
military equipment. After linking the model to a real process,
it can be used for the purposes of forecasting and simulating
management, making decisions on solving a problem situation
in the process of managing the development of WME.

This model should include such separate models as the
model of the management object and models of all objects
that define the problem situation. It should be aimed at
solving research situational tasks and be adequate to them.

In general, it can be concluded that at present there is a
significant difference in the achieved and required results in
the field of WME development management. To eliminate
it, it is necessary to conduct intensive research, both in
practical and theoretical terms, taking into account the
dynamic nature of operations (combat operations) [6].

Solving this scientific problem should be implemented
taking into account the role and place of the situational
approach in the overall technology of managing the
development of WME. To do this, it is advisable to be
guided, based on the peculiarities of the current conditions
for the implementation of programs for the development of
WME, by the following basic principles of the situational
approach in operational management:

— scenario approach — development of a scenario for
forecasting the development of the situation, deter-
mining the patterns and trends of its development;

— dynamism of the control cycle — correction of the
control program in accordance with the forecast of a
problem situation;

— redundancy — compensation of impacts based on the
prompt formation of a reserve of resources at the ex-
pense of internal resources of the life cycle of a sample
of weapons and military equipment;

— preventive — the use of pre-prepared options for solving
a problem situation;

— efficiency — solving a problem situation before or in the
process of its occurrence and development on the basis
of automation of solving situational tasks.

When determining the role and place of the situational
approach in the overall management technology, the process
of managing the development of WME can be presented as a
set of interdependent coordinated actions (events and works)
aimed at achieving a well-defined goal: timely equipping
the armed forces with the necessary WME models and
ensuring the improvement of their tactical and technical
characteristics, provided that the funds allocated by the state
for defense needs are spent efficiently.

Conducting a situational analysis should include a set of
steps shown in Fig. 4.

This sequence of stages of situational analysis and their
main content allows us to build an appropriate information
and logical scheme for conducting situational analysis in
the process of implementing programs for the development
of WME (Fig. 5).

This scheme is structured in 4 blocks:

— formation of scenarios and forecasting the development

of the situation;

— assessment and recognition of the problem situation;

— selection of a strategy for solving a problem situation;

— formulation of a management scenario to resolve the
problem situation.

For the qualitative solution of situational tasks, the
methodological support should include the following me-
thods: determination of situational factors characterizing
the dynamics of the situation and risk factors; assessment of
the degree of risk of a problem situation and the amount of
possible damage; formation of specific solutions to prevent
or resolve a problem situation based on the synthesis of the
relevant management scenario.

The methods for solving problem situations in the process
of implementing programs for the development of WME
should also include methods for determining the required
amount of resource reserve to compensate for uncertainty
factors, assessing the internal resource reserves of the
plan, determining the required amount of additional funds
to eliminate temporary and quantitative and qualitative
deviations and rational redistribution of funds between the
plan's activities based on the internal resource reserve.

Resources include the supporting components of the
activity, including performers, energy, power, materials,
equipment, etc.

The reserve of resources is the stock of resources, which
is defined as the difference between the required and
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| Stage 1 | Analysis of information and selection of the type of problem situation model |
Y

| Stage 2 | Development of scenarios for the development of the situation (forecasting) |
Y

| Stage 3 | Identification of risk factors and possible danger of a problem situation |
v

| Stage 4 | Choosing a strategy and method for solving a problem situation |
v

| Stage 5 | Synthesis of a management scenario to prevent or resolve a problem situation |
v

| Stage 6 | Evaluating the management scenario and making recommendations |

Fig. 4. Stages of situational analysis and their content

actual volume of activity components in the process of
managing the development of WME. Taking into account
the hierarchical structure of the WME development
management system, the following hierarchy of resource
reserves can be proposed by management levels:

— level of state administration — reserve of the current
state budget;

— the level of the Ministry of Defense — a reserve by
the level of solving strategic tasks, by the items of
financing the development of the armed forces and their
weapons system in the planning period, etc.;

— the level of general customers — reserve by tasks (ope-
rational, tactical, tactical), by programs (program
sections in the part related to this customer), by types of
WME, by complex-targeted programs, by cooperation.

Resource reserves can be defined as key factors for ensuring
the sustainability of WME development management (plan
sustainability).

Management of resource reserves consists in the imple-
mentation of a set of measures to determine the required
volume, timely replenishment and use at the right time of the
implementation of programs for the development of WME.
The analysis of significantly changed conditions and the
difficult predictability of their dynamics indicate the need to
put forward new, more stringent requirements for the system
of automated management of the development of weapons
and military equipment. To implement them, appropriate
software and tools for situational analysis and modeling are
needed (Fig. 6).

The main task that arises during the development of
software tools is the need to unite and combine in a single
system such disparate elements as non-formalized human
activity, mathematical models and formalized algorithms.

As requirements for the organization of modeling
for decision-making on solving problem situations, the
following can be considered:

— organization of iterative procedures with the possibility

of step-by-step adjustment of initial data and decisions;

— use of information in convenient formats and volumes
at each iteration;

— the possibility of making a clear, meaningful interp-
retation of each cycle of iterations and its result;

— the possibility of choosing a different degree of
automation of operations in each iteration;

— convergence of the iterative procedure to the best so-
lution for an acceptable number of iterations;

— natural calculation rhythm (response time, including
input and output of data) when solving tasks;

— obtaining a decision in the required time, taking into
account the real organization of the structure, the
real capabilities of technical means for obtaining and
processing information.

The general requirements that determine the viability of
software and instrumental means of situational analysis are
to ensure the ability to:

— obtaining rational solutions to prevent or resolve
problematic situations while reducing labor and time
costs;

— development, operational modernization and adaptation
in the process of operation (expansion of the list of
tasks, data, improvement and replacement of algorithms
for calculating the values of indicators of the state of
typical objects with more perfect ones, etc.).

In order to meet the listed requirements, software tools
for situational analysis and modeling should serve as the
basis of automated technology that implements a regulated
iterative process of processing input information into output
management decisions to solve a problem situation. When
building this technology, it is advisable to use a package
approach — forming a set of modules that cover the subject
area of situational analysis and modeling in the process
of managing the implementation of programs for the
development of WME. The step-by-step iterative nature of
the task-solving procedure for solving the problem situation
is determined by the need for consistent adjustment of goals,
means and methods of influence in solving the problem
situation.

When choosing solutions, it is necessary to focus on
their validity, compliance of the solution with the set
goal, completeness of consideration of limitations. When
developing software tools, it is necessary to be guided
by such principles as purposefulness, reasonableness,
iterability, content of information, control, etc. The basic
stage of development of software tools should be the stage
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Fig. 5. Information and logic diagram of the situational analysis
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Fig. 6. Structural diagram of software and tools for situational analysis and modeling

of building models of typical objects that participate in the
process of development of WME and influence this process
and their implementation based on the use of software tools
of situational analysis.

CONCLUSIONS

Management of the process of development of weapons
and military equipment should be carried out by a mana-
gement system consisting of a hierarchical structure of
management bodies; systems of typical documents of
different forecast depth; measures for substantiation, for-
mation, control of implementation and adjustment of
planning decisions; methods of scientific substantiation
of management functions on the basis of their formation;
information and legal space, mathematical and software
tools, a program-situational approach to the implementation
of programs for the development of weapons and military
equipment within the framework of a single process of
comprehensive technical equipment of the armed forces
based on capabilities, taking into account the manifestation
of uncertainty and risk factors, the dynamics of their change.

The methodical provision of situational analysis in the
process of managing the development of WME should

include methods that allow: to determine the factors that
characterize the dynamics of the development of the situation
(situational factors); assess the risk of a problematic situation
when they change, recognize problematic, unfavorable and
critical situations; to produce specific decisions regarding
their solution.

Also, the scientific and methodological apparatus for
solving problem situations in the process of implementing
programs for the development of WME should include
methods for determining the required amount of resource
reserves to compensate for uncertainty and risk factors,
evaluating the internal reserves of plan resources, deter-
mining the required amount of additional means to eliminate
deviations that have arisen, rational redistribution of funds
between the works of the plan based on the internal reserve
of resources.

Software-instrumental means of situational analysis
should form the basis of automated technology that imp-
lements a regulated process of processing input infor-
mation into output management decisions for solving
problem situations. When implementing this technology, it
is necessary to include: a system-wide data and knowledge
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repository as part of an operational and analytical
information database, a situation database and a knowledge
database. As a basic component of software tools, models of
typical objects that participate in the development of WME
and influence this process should be defined.
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Heminos B.0., Beauuko O.®., bopucenko M.B.,
IManTenees C.b.

KOHIENTYAJIBHO-METOJIUYHI ACIIEKTH
YHPABJIIHHSA ITPOLECOM PO3BUTKY
CUCTEMH O3BPOEHHA 3BPOMHUX CHUJT
JEPKABM ITPA IMHAMIYHIN 3MIHI
3OBHIIIHIX I BHYTPIIIHIX ®AKTOPIB
B YMOBAX HEBU3HAYEHOCTI OBCTAHOBKH
TA ITPOSABY ®AKTOPIB PUBUKY

Y emammi na konyenmyanono-memoouunomy pieni po3-
2NA0AI0MbCSL OCHOBHT NONONCEHHSL YNPAGIIHHS POZGUMKOM
cucmemu 030pOEHHA 30POUHUX CUL 0epHCABU 8 CYUACHUX
ymogax. IlIpononyemovcs 6uKOpUCmMo8y8amu mexHo102io
VNPABAIHHA, WO NOEOHYE MEMOOU NPOCPAMHO-YINbOBO2O
NIAHYBAHHS PO3GUMKY 030POEHHS MaA BIUCHKOBOI MEXHIKU
ma mMemoou CumyayitiHo2o anaiizy y npoyeci peanizayii
npozpam ybo2o po36UMKY 8 YMOBAX HAAEHOCMI (haKmopis
HeGU3HAYeHOCMI Ma NPOAGY O3HAK PUSUKY.

Cmeepoocyemubcs, wjo mae micye npomupivis 8 npax-
muyi Migie 2IUOUHOI0 OOCMOBIPHO20 NPOSHO3Y MAKPONOKA3-
Huxie npozpam pozsumky OBT ma ymoe ix peanizayii, axi
OUPEKMUBHO 3A0AI0MbCA YACOBUM THINEPBATIOM NIAHYEAHHS
8I0N0BIOHO 00 BUMO2 3AKOHOOABCMEA, AKe PeclAMEeHMyE
npoyec KiacuyHo20 NAaHy8anHs ma ynpasiinHs po3eUumkom
OBT.

Buoineno ocroeni emanu nposedenns cumyayitiHo2o ana-
i3y ma posxpumo ix amicm. Hasedeno cxnao npoepamno-in-
CIMPYMEHMANbHUX 3aC0016 CUMYayiliHO20 AHATI3Y Ma MOOeo-
6aHH3, OPIEHMOBAHUX HA BUPIUEHHS NPOOIEMHUX cumyayill,
AKI BUHUKAIOMb Y npoyeci peanizayii npozpam po3eumky
030poenna ma giticokogoi mexuixu (OBT). Bioobpadxceno
NOJI0JICeHHs NPO me, WO Yi NPOSPAMHO-IHCIMPYMEHMANbHI
3acobuU Marms CK1a0amu 0OCHO8Y AgmMoMamu308aHoi mex-
Hono2Il nepepobku inhopmayii, wo Hadxooums, 6 ynpae-
JIHCHKI PileH s Wo00 BUPIUEHHS NPOOIeMHUX CUMYayill.

Baoicnuse 3snauenns nadaemoca popmysantio pezepsy
pecypcis 0 3anodieanisl Yu BUPIUEHHIO NPOOTIEMHUX CUMY-
ayiu. Pozensanymo inghopmayitino-n02iuny cxemy npogedeHHs
cumyayitiHo2o ananizy 8 npoyeci peanizayii npoepam ma
nnanie poseumky OBT.

Knwuosi cnosa: npodonemna cumyayis, gpaxmopu
HeGU3HAYeHOCMI ma PU3UKY, CUMYAYIUHUL aHAli3, CU-
myayiline 3a60aHHs, pe3eps pecypcie, asmomamu308and
MexXHOoN02ia YNPABAIHHSA, CUCTNEMA YNPAGITHHA.
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ORGANIZATIONAL ASPECTS

OF THE SYSTEM OF TECHNICAL
INTELLIGENCE OF WEAPONRY
AND MILITARY TECHNOLOGIES IN
NATO COUNTRIES

The study and scientific-technical analysis of samples
(fragments) of the enemy's military equipment (ME) is an
integral part of maintaining the defense capability of the
state and is critically important for effective defense and
deterrence in modern conditions.

The article discusses the organization of scientific-
technical and technical intelligence systems, as well as the
technical operation of NATO countries. It shows the purpose
of each of these processes, their components and the results
to be achieved.

A typical list and content of reports formed as a result of
the relevant studies are provided.

It is determined that, in modern conditions, the effective
implementation of NATO approaches to scientific-technical
analysis of samples (fragments) of the enemy's ME in Ukraine
requires the development of an appropriate scientific-
methodological framework for conducting research.

Keywords: scientific-technical intelligence (S&TI), tech-
nical intelligence (TECHINT), technical operation (TO),
weaponry and military equipment.

Modern armed conflicts are characterized by the rapid
development of technologies that constantly alter the
balance of power on the battlefield.

The military aggression of the russian federation
against Ukraine further demonstrates the high relevance of
conducting scientific research on captured enemy weaponry
(fragments left after their use). The results of these studies
not only allow for the assessment of the enemy’s technical
capabilities but also help to identify their vulnerabilities,
develop effective countermeasures and improve domestic
military technologies.

The purpose of this article is to analyze approaches to
conducting such research in NATO countries, determine
their impact on military science and practice and justify
the necessity of developing an appropriate scientific-
methodological framework for the technical analysis of
enemy weaponry and military equipment (ME) samples.

Modern weapon systems, such as UAVs, ballistic and
cruise missiles and electronic warfare tools, which are
actively used by the russian federation against Ukraine,
highlight the exceptionally high pace of military technology
development and the creation of new threats to Ukraine's
defense forces in repelling armed aggression.

Consequently, the study and scientific-technical analysis
of enemy ME samples (fragments) create opportunities for:

— identifying new technologies before they become wi-
despread, enabling quick adaptation to changes on the
battlefield while maintaining a technological advantage
and more effectively countering new challenges;

— the evaluation of the combat effectiveness of enemy
weaponry samples involves determining their actual
technical characteristics (ATH), which may differ from
those officially published;

— the development of effective methods for neutralizing
enemy weaponry and countermeasures based on data
regarding identified weaknesses in applied designs or
technologies, as well as data on suboptimal technical
decisions made by developers during the design of
weaponry samples, is also crucial;

— moreover, the development and improvement of
domestic weaponry can be achieved by integrating
elements of enemy technologies into domestic systems;

— this process facilitates the operational decision-ma-
king of command on force deployment, strategy deve-
lopment and operation planning based on more accurate
assessments of the enemy’s intentions and strategies;

— furthermore, the identification of sources and supply
channels of weaponry and its components to the enemy
and the implementation of corresponding sanctions
policies are also key outcomes of such studies;

— the evaluation of the technological potential of an
enemy state and forecasting its further development, as
well as identifying technological capabilities, such as
the level of weaponry development, applied materials
and components, as well as innovative solutions, are
integral parts of these analyses;

— new tactical approaches in response to the capabilities
of the enemy can also be formulated and collective
security can be strengthened by pooling resources
for conducting expertise and exchanging information
between NATO countries and partner states, which
ensures collective readiness to respond to new threats;

— the fight against the proliferation of dangerous tech-
nologies is another outcome, based on information about
discovered technologies and materials that may pose a
threat (such as chemical, biological, or nuclear weapons).

Thus, the study of weaponry samples (fragments) of
the enemy is an essential part of maintaining the defense
capability of the state and their relevance lies in ensuring
technological, informational and strategic advantages, which
are critically important for effective defense and deterrence
in modern conditions.

In NATO, scientific research on captured enemy weaponry
samples (fragments left after their use) is conducted within
the framework of the existing intelligence system.

This is due to the fact that intelligence operations provide
a comprehensive assessment of current and future threats,
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a systematic approach to analyzing samples by integrating
data from various sources and ensure a thorough analysis
and maximum effectiveness of using the obtained data to
achieve NATO's strategic and tactical objectives.

According to the provisions of the Joint Intelligence,
Counterintelligence and Security Doctrine [1], the
components of this system (Fig. 1), within which the study
of enemy weaponry samples (fragments) is carried out,
include Scientific and Technical Intelligence (S&TI) and
Technical Intelligence (TECHINT).

One component of TECHINT is Technical Exploitation
(TE).

S&TI (strategic level of research) examines foreign
developments in the field of fundamental and applied
sciences, materials and technologies that may potentially be
used for military purposes, specifically to improve weapon
systems. S&TI is a critical component of national security,
as the dynamic nature of modern warfare and the continuous
evolution of threats require weapon systems to be adaptable
to these threats and scalable [2, 3].

Within the S&TI process, based on the assessment,
analysis and interpretation of foreign scientific-technical
information, the characteristics of weapon systems, their
capabilities, vulnerabilities, limitations, effectiveness and
the industrial potential of countries are studied. R&D results,
within which certain weapon systems and technologies for
their production are developed, are also examined.

This area of intelligence also involves evaluating the
scientific and technical achievements of the enemy and their
potential for the development or improvement of domestic
strategic technologies.

In addition, within the framework of S&TI, the creation
of prototypes and their testing is carried out to accelerate
the implementation of new technologies or capabilities
into prospective weapon systems (WS). Examples of S&TI
products include the characteristics of weapon systems, their
capabilities, vulnerabilities, effectiveness and limitations
regarding their use [4].

Thus, the results of S&TI are used to provide early
warnings about foreign technological developments and
capabilities, as well as to consider them when conducting
domestic R&D for the development of weapon systems.
TECHINT is a broad field of intelligence activity, encom-
passing the collection, analysis, forecasting, use and
dissemination of information on technical devices, systems
and equipment.

The Joint Publication 1-02 [5] defines TECHINT as
intelligence data obtained through the collection, processing,
analysis and use of information concerning foreign
equipment and material means to prevent technological
surprise, assess foreign scientific-technical capabilities
and develop countermeasures to neutralize the enemy’s
technological advantages.

Another definition of TECHINT is given in AAP-06
(NATO GLOSSARY OF TERMS AND DEFINITIONS
(ENGLISH AND FRENCH)), which states: «Technical
Intelligence — intelligence information regarding foreign
technological developments, the effectiveness and ope-
rational capabilities of foreign material means, which have
or may have practical military applications» [6].

| Disciplines and intelligence data to be collected |

—| Intelligence collection systems |
—| Acoustic Intelligence (ACINT) |
—I Human Intelligence (HUMINT) |
—I Imagery Intelligence (IMINT) |

Measurement and Signature
Intelligence (MASINT)

—I Open Source Intelligence (OSINT) |
—I Signals Intelligence (SIGINT) |

Communications Intelligence (COMINT) |

Electronic Intelligence (ELINT) |

—| Intelligence Products |

—| Armed Forces Intelligence |

| | Chemical, biological, radiological and
nuclear (CBRN) Intelligence

—| Forensic and Biometric Intelligence |

—I Geospatial Intelligence |

—| Medical Intelligence |

—| Scientific and Technical Intelligence (S&TI) |

—| Technical Intelligence (TECHINT) |
I_‘ Technical Exploitation (TE) |

% Security Intelligence |

—| Targeting Intelligence |

—| Geospatial Information |

—| Sociological and Cultural Information |

Fig. 1. Main components of the intelligence system of
NATO countries

The Joint Publication on Joint Intelligence JP 2-0 [7]
defines TECHINT as intelligence data obtained through
the use of foreign materials for strategic, operational and
tactical level command. Accordingly, the aim of TECHINT
is to assess the enemy's potential and vulnerabilities in their
technology, as well as to provide baseline data for long-term
planning and forecasting.

The mission of TECHINT involves [8]:

— preventing the unpredictable development of enemy
technologies and maintaining a technological advantage
over them;

— providing intelligence data to the command to improve
awareness of the enemy and develop protective mea-
sures for own forces;

— developing and applying effective measures to target
the enemy's weapon systems;

— ensuring individual, timely and precise TECHINT
support for personnel throughout the entire spectrum
of military operations;
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— conducting technical intelligence and assessing the

technical capabilities of the enemy.

During combat operations, the TECHINT mission also
involves the exploitation of captured or transferred enemy
weaponry and accompanying documentation. TECHINT is a
valuable tool for supporting the actions of unit commanders,
as it enables early identification of the enemy's technical
capabilities, vulnerabilities and intentions and facilitates the
rapid development of countermeasures.

Since the enemy may temporarily achieve technological
parity or superiority by acquiring modern weapon systems
or acquiring certain capabilities, a coordinated TECHINT
program is crucial to ensure the rapid and effective neut-
ralization of this parity or advantage within the scientific-
research process.

TECHINT includes the evacuation, identification, col-
lection, evaluation and use of captured enemy equipment in
accordance with technical intelligence requirements.

The process of executing TECHINT operations in a mul-
tidomain environment begins at the service level. Ground
forces and the Air Force have specialized TECHINT units
to support weapon system capture operations and analysis.
Additionally, each service has TECHINT personnel who
provide support and expertise on matters related to activities
in this field.

Unified teams play an important role in impleme-
nting TECHINT tasks. Each joint command must have
an officer within the intelligence staff (J-2) responsible
for planning TECHINT and coordinating activities with
national intelligence analysis centers and the joint
staff.

NATO has a clearly structured approach to studying cap-
tured enemy weaponry samples. This process encompasses
several key stages that help gather valuable information on
enemy military technologies. Fig. 2 presents the TECHINT
process algorithm.

units),;
of the samples for further research);

of information);

Sample collection and transportation
— sample capture (removal of munitions samples from the battlefield by specialized

— initial on-site inspection (expert assessment of the condition and potential value
— cataloguing (registration and description of each sample in order to avoid loss

— packaging and transportation to specialized laboratories or NATO intelligence
centers for further analysis, observing strict security measures

Initial Assessment

— preliminary examination of samp-
les to determine their condition,
Sfunctionality and potential value
for research,

— determination of the basic cha-
racteristics, type and possible
origin of the sample

v

impact resistance and potential weaknesses;

reverse engineering:

physical analysis.:

functional analysis:
conditions that simulate real-world conditions;
electronic analysis:

communications and other electronic components);

Detailed physical and technical analysis
— materials studies including chemical studies of the materials from which the sample is made to determine its strength,

— mechanical analysis (study of the structure, moving parts and working mechanisms of the sample);

— disassembly of the sample to create detailed drawings, technical diagrams and models; analysis of innovations that
can be used to create or modernize your own samples of EW;

— a thorough examination of the physical aspects of the sample (materials, mechanisms, size, weight, etc.),
— spectral analysis, radiography, electron microscopy to identify the materials used and production processes,

— (testing samples for operability, which may include testing individual components (e.g., engines, electronics) in
— studying the tactical capabilities and effectiveness of samples,
— studying the software and electronic systems that can be integrated into the sample (radar systems, sensors,

— analysis of codes, network protocols and possible vulnerabilities for their further use or suppression;
— cybersecurity assessment (possible vulnerabilities that can be used to neutralize enemy systems)

v

Data analysis and interpretation
— comparative analysis of the studied
sample with those available in NATO
databases;
— analysis of the obtained data regarding
the impact on NATO military strategies

— compiling a report with conclusions on the technical and tactical
characteristics of the sample, its strengths and weaknesses;

— developing recommendations for improving its own technologies or
creating new weapons systems,

— substantiating measures to counter specific types of weapons

Generation of reports and recommendations

v

technology,

Information exchange
— the transfer of information to strategic and operational units, which use it to plan operations and improve military

— the transfer of research results to NATO and allied command through centralized data exchange systems

Fig.2. TECHINT algorithm
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A variety of approaches are used in the TECHINT
process, each of which is aimed at the most effective
collection, analysis and use of technical information. The
main ones are shown in Fig. 3.

The movement of captured weapons samples between
institutions and military command bodies in NATO countries
is carried out according to a strictly regulated procedure.
This process includes several stages and ensures the most
effective use of the obtained data for operational, technical
and strategic purposes.

Thus, at the first stage, after the capture of a weapon
sample by military units or specialized teams, its iden-
tification (determination of the type and condition of the
sample, assessment of its value), documentation (pho-
tography, description of technical characteristics and re-
gistration) and marking for transportation are carried out.

Next, the samples are transported to operational analysis
centers (national intelligence centers) for initial technical
analysis (checking for hidden explosive devices and means
of self-destruction, obtaining initial data on the functioning
of the system, analysis of software and data that may be
stored in the system).

At the next stage, the samples are transferred to spe-
cialized laboratories or research institutions for detailed
scientific and technical analysis. The direct process of
moving TECHINT data from the teams that captured
EW samples to national intelligence centers is shown in
Fig. 4.

The result of TECHINT can be strategic reports, analy-
tical assessments, forecasts or recommendations.

Reports on the results of the analysis are provided to
national intelligence centers. If the sample is of strategic
importance, then for coordination with other NATO mem-
ber states, the results of the analysis are transmitted to
the general structures of the Alliance, in particular the
NATO Intelligence Fusion Centre (NIFC), the NATO
Communications and Information Agency (NCIA) and the
Science and Technology Organization (STO).

During combat operations, the operation of captured or
transferred enemy weapons and accompanying documen-
tation is added to the TECHINT mission. Priority in the
evacuation of captured munitions is given to radio-electronic
systems and means of communication, ammunition and
explosives, technical documentation (firing tables, logbooks,

| Approaches to the study of captured enemy munitions used by NATO |

—| Multidisciplinary approach (integration of different types of intelligence) |

Phased approach:

inspection and assessment of threat or value);
— in-depth analysis;

— collection and initial assessment phase (detection and recovery of samples on the battlefield, initial

— testing phase (testing samples in conditions simulating real combat situations);
— reporting and data sharing phase (compiling analytical reports and disseminating results to allies)

Reverse engineering:

— disassembling a sample into components to study their design, operating principles and materials;
— creating accurate technical models to identify strengths and weaknesses;
— using the data obtained to develop or upgrade your own weapons

Materials and manufacturing technology analysis:

— study of the materials from which the sample is made to identify unique alloys or manufacturing
technologies and assess the enemy's industrial potential;

— materials analysis to identify technologies that can be applied to improve one's own samples

Functional analysis and modeling:

— studying the functioning of the sample in real conditions;
— modeling and simulation (using digital models to test the effectiveness of the sample in various scenarios
and determine tactical advantages and disadvantages)

Comparative analysis:

| — comparison of samples with known weapons samples available in NATO databases;
— analysis of innovations used in samples compared to existing analogues

Threat assessment and development of countermeasures:

— based on the analysis of possible threats to NATO forces;

— development of recommendations for improving protection against this type of weapon and using the
vulnerabilities of the model to neutralize its effectiveness

International information sharing:

—— — dissemination of research results through NATO data sharing networks;
— allowing Allies to quickly integrate the knowledge gained into their defense strategies

Fig. 3. Approaches to the study of captured enemy munitions samples
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Identification of EW samples by

SALUTE Report | Conducting an assessment of the value of captured

tactical units or TECHINT teams

Transfer of munitions samples to specific

> munitions and the need for further analysis

!

Collection and inventory of all identified items,

Captured Material Analysis Centers

!

Analysis of military equipment samples to

Analysis results report

marking for transportation

Reporting to national intelligence

determine their technical properties

»> centers

Fig. 4. The process of moving TECHINT data from teams that captured EW samples to national intelligence centers

technical descriptions and operating instructions for mu-
nitions).

Data obtained through TECHINT is an important
component of Joint Intelligence, Surveillance, and
Reconnaissance (JISR). Within NATO, this concept involves
the integration of different sources and types of intelligence
to obtain a complete understanding of the battlefield situa-
tion and support decision-making at the operational and
strategic levels.

TECHINT complements other types of intelligence,
such as SIGINT (signals intelligence), IMINT (imaging
intelligence), HUMINT (human intelligence) and provi-
des deeper technical analysis, which increases the ove-
rall effectiveness of JISR and the speed of response to
threats.

Data obtained through TECHINT also contribute to the
formation of tactical and strategic lessons that are taken
into account during exercises and operations, which is an
integral part of the Lessons Learned processes. TECHINT
results allow for the improvement of tactical techniques and
the introduction of innovations in weapons models, which
provides NATO with the ability to adapt to rapidly changing
technological challenges [9, 10].

TECHINT is also linked to NATO's defense planning
processes (NATO Defense Planning Process, NDPP), in
particular:

TECHINT provides critical information for identifying
technological threats that may arise from potential
adversaries, which is taken into account in the NDPP when
developing requirements for new weapons systems or
modernizing existing ones;

data obtained through TECHINT is used in developing
capability requirements, namely when determining the
technological needs of the NATO defense system to
effectively counter new threats.

Thus, TECHINT is integrated into numerous NATO
processes, which allows the alliance to quickly adapt to
new technological challenges. According to the above
algorithm, various institutions and bodies are involved in
S&TI, TECHINT and TE in NATO countries, in particular:

in the USA:

Defense Intelligence Agency (DIA) — conducting S&TI
and TECHINT on the latest weapons and technologies of
the enemy;

National Security Agency (NSA) — TECHINT related to
electronic communications;

Central Intelligence Agency (CIA) — S&TI on assessing
the scientific and technical capabilities of other states;

National Ground Intelligence Center (NGIC) — research
on ground weapons (armored vehicles, air defense systems,
artillery);

Naval Surface Warfare Center (NSWC) — research
on naval weapons, captured ships, submarines and their
systems;

Air Force National Air and Space Intelligence Center
(NASIC) — research on aviation equipment, captured
aircraft, drones and air defense systems;

in the UK:

Defense Intelligence (DI) — organization of military
intelligence, including S&TI and TECHINT;

Government Communications Headquarters (GCHQ) —
provision of technical intelligence in the field of cyber-
security and electronic intelligence;

Defense Science and Technology Laboratory (DSTL) —
research on the technological complexity of captured
weapons samples;

Intelligence, Surveillance and Reconnaissance (ISR) —
implementation of TECHINT of captured equipment and
its electronic systems;

Defense Equipment & Support (DE&S) — coordination
of technical analysis of captured weapons;

In Germany:

Bundesnachrichtendienst (BND) — performance of S&TI
tasks, in particular in the field of industrial and technological
intelligence;

Amt fiir den Militdrischen Abschirmdienst (MAD) —
TECHINT;

Bundeswehr Technical Center (Wehrtechnische
Dienststellen, WTD) — TECHINT;

Bundeswehr Geoinformation Center — study of navigation
and communication systems of captured equipment;

In France:

Direction Générale de la Sécurité Extérieure (DGSE) —
conduct of external intelligence, including S&TT;

Direction du Renseignement Militaire (DRM) — perfor-
ming military intelligence tasks, including TECHINT;

Direction Générale de I'Armement (DGA) — conducting
TE of captured weapons, their technological and combat
capabilities;

Centre de Recherche et d'Etudes en Aérospatiale et
Défense (CREAD) — research into aerospace systems and
air defense;

in Canada:

Canadian Security Intelligence Service (CSIS) — con-
ducting scientific and technical intelligence in the context
of threats to national security;
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Communications Security Establishment (CSE) —
TECHINT in the field of information security;

Defense Research and Development Canada (DRDC) —
research into captured equipment for the adaptation of new
technologies;

Canadian Forces Intelligence Command (CFINTCOM) —
S&TI of captured weapons systems.

A narrower and more practical TECHINT process focu-
sed on obtaining and using materials and technologies for
further exploitation is Technical Exploitation [11, 12].

The term TE is used as a universal one, reflecting the full
complexity of the approach and covering [12]:

analysis and assessment of the technical characteristics
of EW samples;

development of countermeasures;

integration of results into future military operations;

potential use of captured samples in one’s own interests.

The process of technical analysis involves the application
of scientific methods to gain additional knowledge and un-
derstanding of information about material assets, which
allows commanders and staffs to obtain reliable data about
the operational environment. Material assets can include
documents, electronic components and media, weapons,
explosives and other relevant materials [12].

The main principles of technical analysis are as follows
[11]:

clear, consolidated process management and control
through the Joint Intelligence Staff (CJ2), coordination of
technical operations activities with other personnel elements
and units;

preservation of personnel lives (awareness of risks and
weighing them against the value of information that can be
obtained from operations activities);

preservation of material assets (using optimal documen-
tation methods and procedures that are least invasive and
destructive);

high-speed technical operation processes that allow for
rapid dissemination of critical information and materials;

introduction of a methodology and system for sorting and
prioritizing material assets based on their importance and
the safety of personnel;

management of the organization’s information resour-
ces by processing knowledge obtained by one or many
different individuals and institutions for the purpose of
exchanging information with NATO and other partners,
archiving data.

Technical analysis is carried out at three levels [11, 12]:

field/tactical level, considered in [12];

theater level (operational);

strategic level (outside theater level).

TE tasks within the framework of defined capabilities at
the strategic level are reflected in [11].

Thus, the S&TI, TECHINT and TE processes are deter-
mined by different tasks of military technical intelligence,
in particular:

S&TTI focuses on the analysis of scientific and technical
aspects of potential threats, which includes the study of
technologies, scientific research, engineering developments
and technical capabilities of the enemy and covers the
processing of a wide range of scientific and technical

information and the analysis of scientific and technical
innovations that are important for national security;

TECHINT includes various aspects of technical inte-
lligence, from the study of technological systems to
innovations, with a special emphasis on military and
strategic applications in order to assess the potential and
vulnerability of enemy technologies, as well as develop
countermeasures strategies;

TE focuses on the in-depth analysis of specific physical
objects or materials in order to obtain detailed technical
information about them for operational and strategic
use [12]. An important task that is solved in the course
of S&TI, TECHINT and TE is the formation of relevant
reports based on the results of research. At the moment,
there is no standard document in NATO that would regulate
the structure of reports developed based on the results of
research [12].

However, a typical list of technical intelligence reports
and their content can be presented as follows [8]:

1. SALUTE (size, activity, location, unit/uniform, time
and equipment) report.

This report is compiled by tactical units or TECHINT
teams and is used to quickly report on the capture of enemy
materials.

The SALUTE report contains data on:

the number and type of captured enemy EW samples;

the circumstances of the capture;

the location (coordinates) of the capture;

the presence of camouflage, tactical signs, markings,
inventory number and series on the sample;

the unit that captured the EW sample;

the date and time the EW sample was discovered;

additional equipment and ammunition that was captured
together with the EW sample.

2. Preliminary technical report (PRETECHREP) — a
preliminary technical report.

PRETECHRERP contains the following data:

the type of captured equipment and its quantity;

date and time of capture;

location (coordinates) of capture;

unit that carried out the capture and circumstances of
capture;

enemy formation from which it was captured;

brief description of the captured munitions with serial
numbers;

important technical characteristics and photographs;

time of sending the Report;

current location of the captured munitions.

Also, when forming PRETECHREP, the report must
include data on all radio frequencies of communication
equipment, serial markings of equipment and combat
damage caused by the captured munitions.

3. Complementary technical intelligence report
(COMTECHREP) — Additional technical intelligence
report.

COMTECHREP contains a more detailed description of
the captured munitions than PRETECHREP and informs
Research Centers and tactical units about the significant
detailed technical information received.

Thus, the Report contains data on:
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the design of the sample (dimensions, materials, pro-
duction technology), key components, schemes or dra-
wings;

unique or innovative technical solutions;

comparison with similar systems of our own production
or samples of allies;

evaluations of functional characteristics obtained from
test results;

evaluations of the effectiveness of the sample in combat
conditions;

identified vulnerabilities and shortcomings;

the potential for using the enemy's technologies in our
own defense sector;

proposals for creating our own technologies based on
captured ones, or improving existing ones;

analysis of the enemy's technological base;

possibilities for creating countermeasures or using
technologies to modernize our own systems.

4. Multi-service complementary technical intelligence
report (MULTI-SERVICE COMTECHREP) — multi-service
additional technical intelligence report.

This report is submitted as soon as possible and is used to
report on all items that are not related to explosive ordnance.

The following is an example of a multi-service COM-
TECHREP:

date and location of the sample (map coordinates);

type of equipment captured and its quantity;

origin of the sample;

description of the sample with external features;

condition of the equipment;

technical characteristics of immediate tactical significance
(additional details);

recommendations for disposal;

nameplates with photographs;

other information;

tasks of the TECHINT collection group performing this
initial analysis;

time of sending the report.

5. Complementary technical intelligence report — type B
(COMTECHREP - TYPE B) — Complementary technical
intelligence report — type B.

COMTECHREP - type B is used to report on detected
explosive ordnance. This report should be as complete and
detailed as possible.

The table of contents should include the following
elements:

date and location of capture;

country of manufacture, designations and identification
marks;

description;

overall length including fuse and dimensions of tail,
blades, control surfaces and fittings measured in various
states;

maximum diameter of each element;

description of shape, design and internal configuration
(streamlines);

span of blades and control surfaces;

number, relative position and dimensions (width, length)
of control surfaces;

thickness of hull (nose, skids, main body);

type and materials of hull and control surfaces;

color and marking (nose, main body, tail and blades;

weight (with fuel and empty);

nature of filling, e.g. submunitions or solid charge;

method of application, e.g. spray or airburst;

description of warhead (if any), material and its geometric
dimensions;

type of missile guidance system and methods of its
stabilization in flight;

values of frequencies used for targeting;

description of non-contact detonator (if any);

electronic countermeasure system and equipment for
scattering dipole reflectors (if any);

description of seeker and its design;

diameter of fairing and dimensions of secker antenna
(if any);

dimensions (internal and external) of waveguides in the
homing head, as well as waveguides and/or antennas in the
wings or hull, description of the technology used;

shape and dimensions of the torpedo, method of
movement and propeller data;

system detonation, fuze system (nose, tail or cross) and
details of the triggering mechanism;

type of suspension, with details of devices used, such as
electrically operated shrouds or release mechanisms;

other information (including an estimate of the time re-
quired to prepare the object for shipment to a technical intel-
ligence center or designated industrial facility for detailed
analysis);

name of the officer in charge of the technical team
conducting the investigation;

time of notification;

time required to complete the investigation;

preliminary set of photographs to be sent with the report.

6. Nine line unexploded ordnance/improvised explo-
sive device spot report — Nine line report on the detection
of explosive objects (unexploded ordnance / improvised
explosive devices).

In the event of the detection of mines, explosives or other
explosive objects, a report must be made to the tactical
operations center in the following format:

date and time of detection of the object;

reporting organization (unit identification code) and
location of the detected object;

means of communication (radio frequency, call sign,
contact person and telephone number);

type of munition (dropped, launched, installed or
thrown), dimensions of the danger area (if known), number
of objects, details of size, shape, color and condition (intact
or damaged);

presence of chemical, biological, radiological or nuclear
contamination;

equipment, facilities or other assets that are at risk in the
event of an explosive object being detonated;

description of the current tactical situation (the impact of
the presence of an explosive object on the task);

description of the measures taken to protect personnel
and equipment;

recommended priority for the response of demining
technicians or engineers.
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7. Detailed technical report (DETECHREP) — detailed
technical report.

Information about the structure of the report is not
available in open publications, since it is usually classified.
However, in the USA, such a report is prepared at the
Center for Military Equipment Operations (CMEC) with
the assistance of scientific and technical information (S&TI)
analysis personnel and is sent to the units responsible for
organizing the examination (S&TI) and its abbreviated
version — to the units directly conducting combat operations.

8. Technical intelligence summary — a summary report of
technical intelligence.

This report is formed on the basis of the results of the
analysis of several captured samples of munitions that affect
tactical operations within a certain theater of operations.
Information for the report comes from preliminary technical
reports (PRETECHREPs) and technical communication
reports (COMTECHREPs), which are collected over
a period of time or from a large technical information
collection facility.

9. Technical intelligence report (TIR) — Technical
intelligence report.

A TIR is a critically important report that is sent to
the highest levels of the intelligence hierarchy and is
always classified. The report is based on information from
preliminary technical reports (PRETECHREPs), additional
reports (COMTECHREPs) and detailed technical reports
(DETECHREDPs).

Thus, it can be stated that the results of S&TI, TECHINT
and TE are of critical importance for ensuring national
security, technological leadership and competitiveness of the
state, as well as for adapting to rapidly changing challenges.

The main areas of use of these results include:

assessment of threats and potential of the enemy (analysis
of military technologies, weapons, tactics and strategies of
the enemy);

integration of identified modern technologies into
promising weapons;

creation of technologies for protection against enemy
weapons;

determination of priorities for the development of new
weapons systems and technologies;

assessment of technical achievements of other countries
to predict the development of critical technologies in the
world and the formation of key directions of technological
development of the state.

Given the content of the reports, it can be concluded
that their formation requires the use of an interdisciplinary
approach, in particular, the involvement of specialists
from various fields: engineers, analysts, cryptographers,
electronics specialists and others. Also, the reports should
integrate data from various sources: intelligence, technical
tests, open sources (OSINT), etc.

Currently, research is being conducted to improve the
structure of S&TI, TECHINT and TE reports, in particular,
in [12] the structure of a TE report at the strategic level is
proposed.

It should be noted that Ukraine has not yet created an
effective system of intelligence agencies and research
institutions, like the leading NATO countries, which

complicates the conduct of S&TI, TECHINT and TE in the
conditions of armed aggression of the russian federation
against Ukraine.

At the same time, the key factor influencing the
effectiveness of S&TI, TECHINT and TE tasks is the
coordination of actions of personnel, teams and units.

Thus, during the Martial Vision exercises, it was estab-
lished that the absence of a coordination group with TE
(Technical Exploitation Coordination Cell) creates an
«information vacuumy regarding technical exploitation
within J2, which requires the formation of a command and
control (C2) system for technical exploitation with support
for all relevant processes [13].

The specified system should provide [13]:

coordination and centralized management of all stages
of technical exploitation, starting from the collection and
identification of collected materials suitable for analysis and
ending with the analysis of the obtained results;

effective interaction between different units and perfor-
mers;

rapid dissemination and coordination of information;

adoption of coordinated decisions and ensuring optimal
allocation of resources;

processing of results in accordance with the priority of
tasks and established security protocols;

increasing the reliability of the classification of collected
materials;

reducing the risks of duplication of efforts or loss of
important data (all participants have access to up-to-date
information and commanders and analysts can quickly
respond to changes in the situation).

Such centralized management should be implemented
within a single information space. At the same time, the
integration of all source data used in conducting S&TI,
TECHINT and TE is proposed to be implemented by using
network-centric cognitive IT tools built on the principles
of ontology engineering. The ontology structure will allow
reflecting specific aspects of the specified information
environment by creating information descriptions based on
an object-oriented formalization procedure and descriptions
of interpretative functions that control the process of
supplying an information resource and will also simplify
information processing [14].

Also, effective implementation of tasks for conducting
scientific and technical expertise of enemy weapons
(weapon fragments) is possible through the use of large
language models [12] and ontological engineering metho-
dology [15]. At the same time, to ensure the efficiency,
reliability and standardization of the analysis process within
the framework of S&TI, TECHINT and TE, there is a need
to develop an appropriate scientific and methodological
apparatus (SMA) for the technical analysis of enemy
munitions samples.

The specified SMA should ensure:

unification of processes, in particular the use of unified
approaches to data collection, processing and interpretation;

increasing the reliability of research by minimizing errors
in the process of data collection and analysis;

implementing transdisciplinary approaches to processing
the results of munitions analysis [16];
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increasing the efficiency of research by prioritizing tasks
and optimizing the expenditure of time, human and material
resources.

It is precisely on the development and implementation
of the specified SMA that further scientific research will
be directed.
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OPTAHIBALITHI ACHEKTH CUCTEMHA
TEXHIYHOI PO3BLIKH O35PO€EHb
I BINCHbKOBUX TEXHOJIOTTHN Y KPATHAX HATO

Busuenns ma nayxogo-mexuiuHuil anaiiz 3pasKis
(ppacmenmis) 036poeHHs Ma BIICLKOBOI MEXHIKU NPO-
MUBHUKA € HeBi0 '€EMHOI YaCMUHOK NIOMPUMKU 000-
DPOHO30AMHOCIT 0epHCaA8U MA € KPUTNUUHO BANCTIUBUM
o0ns echekmueHoi 0OOPOHU | CMPUMYBAHHS 8 CYUACHUX
ymosax. B cmammi posenanymo opeaunizayiro cucmem
HAYKOBO-MEXHIUHOT ma MexXHIUHOI pO36I00K, MeXHIUHOT
excnayamayii kpain HATO, a makodc nposedeno auanis
nioxo0ieé 00 nposedeHHs maxkux 0ocaioxcens. Ilokazano
Menty KOJNCHO20 3 NPoYecis, iX CKIadosi ma pe3yibmanmi,
AKI Maromv Oymu ompumani.

Bcemanosneno, wo knovosum axmopom, axuil 6naueae
Ha eghexmusHicmov gukonanua 3asoanv S&TI, TECHINT i
TE, € koopounayis Oill nepcoHany, epyn i niopo3oinie, ujo
nompebye (opmysanHs cucmemu YAPAGIiHHA MEXHIYHOT
excnyamayii 3 niOmpumKoro 6cix 8ionosionux npoyecis. Ha-
6€0€eHO MUNOBULL NepeiiKk ma 3micm 36imis, ki popmyomscs
3a pe3ynbmamamus npo8edeH s 8i0N08IOHUX O0CNIOHCEHD.

Busnaueno, wo 6 cyuacnux ymoeax eghpexmuene énpoea-
oorcents 6 Vipaini nioxooie HATO 0o naykoeo-mexHiunoeo
ananizy 3pasxie (ppaemenmis) OBT npomusnuxa nompebye
PO3POOKU BIONOBIOHO20 HAYKOBO-MEMOOUUHO20 Anapamy
nposedents docaiodcennv. Ilokasano, wo pesyromamu 00-
COMNCEHD MAIOMb KPUMUYHE 3HAYEHHsL 0I5l 3a0e3nedeHHs.
HayioHAIbHOI be3nexuy, MexHON02IYHO20 Ni0epcmea ma KoH-
KYPEHMOCNPOMONCHOCI 0epacasit, a maxodic Oist a0anma-
Yii' 00 WBUOKO 3MIHIOBAHUX GUKIUKIE.

Knrwouoei cnosa: nayxoso-mexuiuna poszsioka (S&TI),
mexniuna possioka (TECHINT), mexuiuna excniyamauyis
(TE), 0306poeHna ma 8iticbko8a mexHika

O3BPOEHHA TA BINCbKOBA TEXHIKA ¢ 1(45)/2025 37



MILITARY TECHNICAL POLICY

ISSN 2663-5550 (online)

Bioomocmi npo aemopis:

TonoBin OJiexciii OJsiekcanapoBuy

JIOKTOP TEXHITHUX HAYK

CTapIIui HAYKOBHH CIiBPOOITHHK

3acTynHUK HadanpHKUKa LleHTpansHoro
HayKOBO-IOCJIIZTHOTO IHCTUTYTY 030pO€HHS Ta BilICHKOBOT
TexHiku 30poiiHux Cui Ykpainu

M. KuiB, Ykpaina

https://orcid.org/0000-0003-4662-4559

e-mail: a_a_golovin@ukr.net

IMauniii Bitaumiit JIro6omupoBuy

CTapIIMii HAYKOBUH CIIBPOOITHUK HAyKOBO-/OCIIiTHOTO
BIZUIUTY PO3BUTKY 3€HITHUX CHCTEM Ta KOMILJICKCIB
HayKOBO-JOCIIITHOTO YIPABIiHHS PO3BUTKY 030pO€HHS
Ta BilficbkoBOi TexHikH [ToBiTpssaux Cun LleHTpansHOTO
HayKOBO-IOCJIITHOTO IHCTUTYTY 030pO€HHS Ta BilICHKOBOT
TexHikH 30poiHnx Cuin Ykpainu

M. KuiB, Vkpaina

https://orcid.org/0009-0008-0458-3289

e-mail: azov0474@gmail.com

Information about the authors:

Holovin Oleksii

Doctor of Technical Sciences, Senior Research

Deputy Chief of Central Scientific Research Institute of
Armament and Military Equipment of Armed Forces of
Ukraine

Kyiv, Ukraine

https://orcid.org/0000-0003-4662-4559

e-mail: a_a_golovin@ukr.net

Palii Vitalii

Senior Fellow at the Central Scientific Research Institute
of Armament and Military Equipment of Armed Forces of
Ukraine

Kyiv, Ukraine

https://orcid.org/0009-0008-0458-3289

e-mail: azov0474@gmail.com

The article was received by the editorial board on 15.01.2025.

38 1(45)/2025 - WEAPONS AND MILITARY EQUIPMENT



ISSN 2414-0651 (apyk)

O3BPOEHHA TA OBNAOHAHHA NITAJIIbBHUNX AINMAPATIB

YK 623.746-519
DOI: https://doi.org/1034169/2414-0651.2025.1(45).39-44

B. I. CUTKOB, kaHOuOam mexHiyHux Hayk, 0oyeHm
https://orcid.org/0000-0003-4446-212X

M. M. MITPAXOBWY, dokmop mexHiuyHux Hayk,

npocgpecop
https.//orcid.org/0000-0001-7656-1371

A. 1. 3IPKA, kaHOudam mexHi4HUx HayK
cmapwiuti 00CiOHUK
https://orcid.org/0000-0001-5304-2894
(4ermpaneHuli Haykogo-00c1ioHUl iHcmumym
036pO€EHHA Ma 8ilicbkosoi mexHiku 36potiHux Cus
Ykpainu, m. Kuis)

METOAUKA PO3PAXYHKY
AAJIbHOCTI NOJIbOTY BOMBM,
WO ObJIAAHAHA KPUJIOM

1 ABUTYHOM

Y cmammi suknadeHa mMemoouka po3paxyHKy 0dsb-
Hocmi nosbomy 60M6U, AKa OCHaweHa Kpusaom i myp6o-
peakmugHUM 08U2YHOM. 3aNnpONOHOBAHO PO3PAXyHKO8I
3anexHocmi 051 po3paxyHKy 0asibHOCMi noaLomy 6oméu
3 Ypaxye8aHHAM nid8UWEeHHA aepoOUHami4HoOT AKocmi 3a
PAaxXyHOK OCHAWEHHA i Kpu/IOM ma 6CMAHOB/IEHHA Map-
wo08020 08U2YHd.

MokazaHo, ujo 8cMaHo8IeHHA 08U2YHA O0380/IAE€ 3MeH-
wumu Kym Haxusly mpaekmopii nnaHepysaHHa 6omou Ha
8e/IUYUHY, KA nponopuiliHa 8iOHOWeEHHI msau 00 Cusu
MaAXiHHA 6omou.

3a donomozoio eHepeeMu4YHO20 Memody OOKA3aHO, U0
HalmeHwa sumpama nanuea 078 OMPUMAHHA OOHO20
i moeo x imnysbcy mazu 08u2yH 00UiNIbHO 3anyckamu Ha
nouyamkoasitli 0inaHYi Nosibomy, a niaHepysaHHa 6omMbu Ha
MAKCcuMasbHy 0asabHiCMe BUKOHY8amu HA HalguzioHituil
npunadositi weuokocmi.

Knruoei cnoea: asiauitina 6omb6a, nnaHepy8aHHA
6ombU, mMpaekmopia nonbomy, aepoOUHAMIYHA AKICMb,
0aneHicms nosbomy, mypbopeakmusHuli 08u2yH.

BCTYII

Ykpaino-pociiicbka BiifHa BiIpi3HAETHCS BiJl MOMEPEIHIX
30pOHHUX KOH(IIKTIB OS3MPeIeIeCHTHUM MaCOBHM 3aCTO-
CyBaHHsIM 0€3MiJIOTHUX JiTanbHux anapatiB (briJIA) i ke-
pOBaHUX aBialiifHUX O00MO. YHiKaIbHI OOHOBI BIaCTUBOCTI
BrJIA mns BupimeHHS 3a71a4 pO3BIIKH, a 3TOIOM Y SKOCTI
yAapHUX 3ac00iB, JOCUTH JOKJIAJHO ITPOAHAI30BaHO Bild-
CHKOBUMH (paxiBIsIMH y OaraTbox ImyOImiKaIlisx.

Ha nanwuii wac pasom 3 briJIA Bce OunbIr mmupokoro 3a-
CTOCYBaHHsI HaOyBalOTh MMOPIBHSUILHO HOBI Ooenpumnacu —
kpunari aBianiitai 6om6u (KAB). Lle oOymoBieno asoma
MIPUYMHAMU: CYTTEBHUM ITiIBUIIEHHSM OOHOBHX BIACTHBOC-
teit 3aco0iB 11O Ta HeZOCTaTHROIO AANBHICTIO TTOIBOTY
BiJIbHOMIAIar0uuX OOMO y 1TaTHid KoHGiryparii [1, 4].

MopnepHizartist 110 301UTBIIIEHHEO JaTbHOCTI ITOJIBOTY HEKe-
poBaHux 60MO 37ilCHIOBaIACs 32 HACTYHUMH HaIPSIMaMu:

— yCTaHOBKa Ha OOMOY HEBEJIMKOTO KpHJIa JUIs I11/IBH-
IICHHS 11 aepOAMHAMIYHOT SKOCTI;

— ycTaHOBKa Ha O0MOY J10/JaTKOBOTO JIBUI'YH&;

— ycTaHOBKa Ha O60MOY pyJIbOBHX OpraHiB yHpaBIiHHS
1 yHIBEpCaJIbHOTO MOAYJIS IUTAaHEPYBAHHS 1 KOPEKIii
(YMIIK).

YMIIK nHagaBanuck QyHKLIT ynpaBiiHHS TPAEKTOPIEO
nonboTy KADB 3 BUKOPHCTaHHSAM CyIyTHUKOBOTO 3B’S3KY,
a Takox (DYHKIIT cTabimi3amil i 3a/1a4i MOKPAIICHHS CTili-
KOCTi KepOBaHOCTI OoMOu. Takum YrHOM, 3BUYaiiHa OomMOa
repeTBoproBajacs y O0e3MijJoTHUH KepoBaHWUH JITaIbHUI
amapar [2, 3].

Posyminns ocobnmBocteit ¢pynkuionysanns KAB no3so-
JUTH OOIPYHTOBAHO BU3HAYATH TEXHIYHI BUMOTH JIO TAKOTO
3aco0y ypaskeHHSI.

MeTo10 poGOTH € BimpanioBaHHs poOOYOro HayKOBO-
METOJMYHOTO arapary 3 OLiHIOBaHHS aepoAMHAMIYHUX Xa-
PaKTEepUCTHK IUIaHEepyIou0i OOMOH, 10 OCHAILEHA, Y TOMY
YHCITl MapIIOBUM TypOOpPEaKTHBHUM JABHI'YHOM Ta BHOOPY
ONTUMAaJIbHUX 3HAaU€Hb MapaMeTpiB MOJIbOTY MIiCIIs Bii-
JICHHS BiJ] HOCISI.

PE3VJIBTATH JOCJIAKEHDb

Jo KAD BuUCyBalOThCsS OCHOBHI BUMOTH: yIapHa Millb,
TOYHICTh BITyYaHHS 1 TAJTbHICTh IJIAHCPYBAHHS. YIapHa Millb
KAB OIliHIOETBCS BEIMYMHOK TPOTUIIOBOTO CKBIBaJICHTA,
JANTBHICTB MOJILOTY — aCPOTUHAMIYHOIO SKICTHO, a S(DEKTHB-
HICTB 3aCTOCYBaHHS — TOYHICTIO BIy4aHHS.

3amac eHeprii 6oM0a OTpUMY€E BiJ JIiTaKa-HOCIS B MO-
MeHT 11 ckunanns. Llei 3anac HeoOXiTHO MEPEeTBOPUTH Y
JAIBHICTB MONBOTY. SIK 1€ 3poOUTH, HAETHCS y JaHOMY
marepiai.

HekepoBaHi aBiaiiiiHi 60MOU monepeaHix MOKoJIiHb
Malli MOPIBHSIHO HEBEJUKY JalbHICTh MOJbOTY. [Ipn
HEBEJIUKUX NATBHOCTSIX IMITYpMaHy Oyi0 CKJIAJHO 3.iHcC-
HUTH HABCJICHHS JIiTaKa | TOUYHE MPUIIITIOBAHHS Ha ILJIb.
3 po3BHUTKOM 3aco0iB HaBiramii Ta NPUIUIBHUX CHCTEM
JAJTBHICTD BiJ] MICI[sI CKUIAHHS 0 1111 Oe3mepepBHO 3011b-
IIyBayacs, a BACOTa MOJILOTY HOCIS ITijl Yac CKU/IaHHs CTaja
BU3HAYATUCS OCOOIMBUM KOPHIOPOM. J[J1s1 yHEMOXKIIMBIICH-
HsI BXOJTy JliTaKa-HOCIs B 30HY aii 3aco0iB [1I10 mporrBHuKa
BOHa Ma€ OyTH 200 rpaHMYHO Moo, a00 HE HIKYOIO 3a
JIesIKy BETTHKY BUCOTY [4].

3BuyaiiHa aBiaiiitHa 00oM0a BiIPI3HIETHCS HEBEIUKOO
BEJIMYMHOIO aepOJMHAMIUHOT SKOCTI (3a3BHYall y Mekax
1...2 omuuup). [i 36ibIIEHHS 32 PAXYHOK BIOCKOHATIEHHS
aepoJUHaMIKH KOpIrycy O0MOM MOBHICTIO cebe BuUepma-
J70. 3aJMIIAETHCS OIHA MOXKIIUBICTD — OCHAIIEHHS OOMOM
KPHJIIOM.

MiK THM, MOXKIIMBOCTI KpHJIa OOMEXeHi. Y CKIIaJIeHOMY
TI0JIOKEHH] BOHO TOBUHHO BITUCYBATHCS Y rabaputu 6omMou,
TOMY pO3Max Kpuia He TIOBUHHUI IepEBUIILYBATH JIOBXKH-
Hy Kopnycy 6oMOu. Xop/Ja Kpujia TakoX 0OMeXyeTbes:
MPY 3HAYHIN XOpJi KPUJIO BUCTYIAE 3a 0OBOIM KOPITYCY,
MOPYUIYETHCS HOTO MPOdiIb 1 301IBIIYETHCS MiJIeNb, 110
NpUBEJE 10 POCTY JIOOOBOTO OMopy 60MOM Ta 3HMKEHHIO
i aepoAMHAMIiUHOI SKOCTI. Beil 1 HeJ0MIKU BUMArarTh
MONIYKY 1HIIMX BapiaHTIB.
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AJbTepHaTHBHUM BapiaHTOM KPHJIy € yCTaHOBKA Ha KOp-
myc 60MOM peakTUBHOTO IBWTYHA 3 MaJUBHUM OakoM. B
JIeSIKMX BUITJIKaX 3aCTOCOBYETHCSI KOMIUIEKCHUH BapiaHT —
KpUJIO+ABUI'YH.

Takum unHOM, cydacHa KADB — 1ie HOBITHI# 1 eekTHB-
HHH 3pa30K 030pO€HHS, SIKMI HEOOX1JTHO TEPMIHOBO BITPOBa-
JUKYBATH 1 BIOCKOHATIOBATH. PO3MIstHEMO O1TBIN TOKITATHO
O3HaueHI BapiaHTH.

BusnaueHHs JaJBHOCTI MOJIBOTY GOMOM

VY cranomy rutanepyBanai KAb no6osuii omip X, BpiB-
HOB&)XY€THCS CKIIaJOBOIO CHIIM TsDKIHHS Gsind, a mpsiMorti-
HilHICTh pyXy 3a0e31e4y€eThCsl PIBHICTIO MiJHOMHOT CHIIH
Y, 1 cxitagoBoro Geos (puc. 1, a):

X, =- Gsind,
(1)
Ya= GGcoso,

ne 6 — KyT TIaHyBaHHS OomMOu, G = gm — CHJIa TSOKIHHS
6omOn.

HA Vi

aH

Puc. 1. Cxema cui, 1o Iit0Th Ha 60MOY
Y BePTHUKAJIbHINA TUTOIIHHI

[Insxom maineHHs qaHux piBHIHG (1) oHOTO Ha ApyTe ofep-
KUMO:

X
go=—a_ G 1 ©)
Ya Cya K

TakuM YMHOM, KyT IUTAHYBaHHS @ BU3HAYAETHCS OHO-
3HAYHO aepoAuHamivHoIo sikicTio JIA K. Halimenmmii kyt
BIZIITOBITa€ MAKCUMAJIBHIN SAKOCTI.

3 IPUBEACHOTO PUCYHKA MOYKHA OTPUMATH 3B'I30K MIXkK
BHCOTOIO 1 IaJIbHICTIO TUIAHYBaHHS:

A go=—1 ago AL-KAH, 3)
AL K

ne AH — BuTpadeHa BHCOTA 3a 4ac IUIaHEPyBaHHS.

3 popmynu (3) ciinye, 1110 MAKCHMaITbHY JTAITbHICTh MOJK-
Ha OZlepyKaTh IMPH MaKCUMAITBHIN aepOIuHAMIYHIA SKOCTI.

Binomo, mo Ky BinoBigae HaBUT1AHIIIOMY KOC(]i-
nienTy nigiomuil e Cyye [S, 6]. HaliBurigninma msum-
KIiCTh, Y CBOIO 4epry, TAaKOX BIAMOBIIA€ HANHBHUTIAHIIIOMY
koedinienty nigiomuiit cuim Cyns. [Ipy nboMy NIBUAKICTD
Moke OyTH iICTHHHOIO V/, iIHIUKaTOpHOIO V; a00 MPHIIaT0BOIO
Vap.

LIBUAKICTE MOIBOTY OTPUMAEMO 3 JAPYTOTO PiBHSHHS
cucremu (1) CyqpV'2S/2 = Geosh. 3incu

2gm

- “)
Cyl-m ,00 S

Vip=

VY dopmyni (4) mpuitaaTo cosd = | sSK A58 Manoro Kyrta
HaXMITy TPAeKTOPIi.

Criz 3ayBakUTH, IO TIPUIIAI0BA IIBUIKICTD BiIPi3HAETH-
Cs1 BiJl IHIMKATOPHOT TUTBKU BEJIMYMHOO TIOMPABOK JIISI KOH-
KPETHOI CHCTEeMU BUMIPIOBAHHSI IBUIKOCTI Vyp = Vi — 8V,
Jie 8V — moMuIIKa BUMIpPIOBaHHS IIBUIKOCTI. Haramgaemo, 1o
IH/IMKaTOpHA IIBUJIKICTh OJTHO3HAYHO 3B’s13aHa 3 IIBHJIKIiC-
HuM HanopoM g = po(V;)?/2. Y cuy manocti monpasok &V
Ha MPaKTHIi BUKOPHCTOBYIOTH PiBHICTE VIIp = Vi .

[TepeBaroro iHAMKATOPHOI 1 MPHJIIAI0BOI MIBUAKOCTEH € iX
HE3JISKHICTD BiJ] BUCOTH nonboTy [6]. TIpu ix obuncien-
Hi IIIJIBHICT MOBITPSI IPUIMAETHCS IS HYJTbOBIH BUCOTI
(po= 1,225 xr/m3).

Sxmo Vyp = const, To MBUAKICHUN Harip 30epiraeTbes
HE3MIHHUM. AJIe TIpU PO3paxyHKY AaBbHOCTI MOIBOTY HE-
00XiIHO BUKOPHCTOBYBAaTH ICTUHHY MIBUAKICTH (BIIIHOCHO
3eMJli) Ta WIbHICTh pealbHoi aTMochepu 0. 3B’ 130K MK
ICTMHHOIO Ta MPWJIAI0BOIO NIBUAKOCTSIMH MOYKHA 3aITUCATH
y BUi:

V=Vi/lNA, Vi=Vyuy+5V. 5)

BinHomenHs po/py 3BUYAItHO MO3HAYAIOTH Uepes A, a
OV — cymapHa morpaBka J1o OKa3HUKa MBHIKOCTI [6]. [lpu
3HIDKEHHI 00MOU 3 MOCTIHHOIO MPHIIaOBOO MIBUAKICTIO
ICTMHHA IIBHJKICTH Oyne 3MeHIIyBaTucs i Ha Bucoti H=0
BOHU CTAalOTh PiBHUMH.

BusHaueHHs MaKCMMAJILHOI aepOAUHAMIYHOY AKOCTI
KAB

I3 hopmynu (3) BUAHO, 0 BU3HAYAIEHUM ITapaMeTPOM
nanbHocTi noiboty KABD e if aepogunamiuna sikicts. Ha
MIPAKTHUIIl BUKOPHCTOBYIOTH JIEKiJTbKa CIIOCOOIB OIIHKH ae-
POAMHAMIYHOT SIKOCTI:

— npoxyskoro mozeni KAB B aepoanHamiuHiit TpyoOi,

— pO3paxyHKOM 3a JIFOYMMU MCTOTUKAMH;

— ILOTHUM eKcriepuMeHToM HatypHoi KAB.

Po3ristHeMO 0cOOIMBOCTI KOJKHOTO 13 IaHMX METOIIB.

Jlis mpoztyBKH B TpyOi po3poOIIsIOTH IPOAYBOYHY MO-
nenb KAB. Bora nmoBuHHa OyTH F€OMETPHYHO TOIIOHOI0
CBOEMY aHAJIOTY.

Moens poayBaroTh y TpyOi 1 BU3HAYAIOTH JIIFOYH CHIIH
1 MOMEHTH B 3aJIS)KHOCTI BiJl KyTa araku. 3a CHIaMH 1 Mo-
MEHTaMH PO3PaxXOBYIOTh BIINOBI/IHI KOS(ILIEHTH JTaHUX CHIT
i MoMmeHTIB Cy(a), Cy(a). i 3anesxHOCTI MOZIE 1 1T aHaIOTy
MOBUHHI OyTH OJHAKOBUMH. BOHN TakoX J03BOJISIOTH I10-
oynysaru niossipy  Cx(Cy).

[pukax Takoi 3aIeKHOCTI HABEACHUH Ha puc. 2.

[Tonsipa 3aCTOCOBY€THCS ISl PO3pPaxyHKy OaraThox JIbOT-
HUX XapaKTEpUCTHK 1, TIEPII 3a Bce, JIOOOBOTO OIMOpy Ta
aepoANHAMIYHOT SIKOCTI. Y OyIb-sIKiii TOYII MOJISIPH MOKHA
BU3HAYUTH BigHOMEHHS Cyy/ Cyy, TOOTO acpoguHaMiuHy
AKICTh. MaKkCHMallbHY SIKICTh MOYKHA BU3HAYUTH TAHTCHCOM
KyTa HaxWjly JOTHYHOT JIiHiT, 110 ITPOBEJIeHA 3 TOYaTKy KO-
opauHat 10 KpuBoi Cy,(Cxq). ToUuKa TOpKaHHS BIAMOBIIAE
HalBUTiAHIIIOMY KOoe(ilieHTy MiIHOMHOI CHJIH, a came i
MaKCHUMaJIbHiH sikocTi [6].

OCHOBHOIO TIPOOJIEMOIO TAHOTO METOY € BUKOPHUCTAHHS
JIOCUTB JOPOTOl aepoAMHAMIYHOI TPyOH.
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Puc. 2. Ilpuknan nonapu KAb

Po3paxyHKOBI METOAUKH BHCOKOTO PiBHSI 3 BU3HAYCHHS
aepOIMHAMIYHOT SIKOCTI BUMararoTh 3aCTOCYBaHHS KOMII 10~
TEPHOI TEXHIKH Ta CKJIAJaHHs CKJIAaJHUX rnporpaM. Haii-
OLTBII TOCTYIHUM 1 TOYHHM METOIOM BH3HAUYCHHS aepo-
JIMHAMIYHUX XapaKTEPUCTHUK € JIbOTHUI EKCIIEPUMEHT. Y
HBOMY B SIKOCTI MOZIeJIi MOKe OyTH BHKOpHCTaHHN Oe3ro-
cepeiHbo caM 00’ exT nocuipkyBanus — KADB 31 mtarHum
BUMIPIOBAJIbHUM O0JIaIHAHHSIM, 10 103BOJISIE PEECTPYBATU
TOPHU30HTAJIbHY Vx Ta BEPTUKAJIBHY V) IIBUAKOCTI IOIBOTY,
TEOMETPUYHY BUCOTY, KyTH KPEHY, KypCy.

3a/1auer0 eKCIePUMEHTY € BUKOHAHHS «IUIOLIAI0K» 3
MOCTITHUM KyTOM 3HM)KEHHS 1 BATPUMYBAHHSIM MOCTIHHOT
mBuaKocTi npotsrom 10...20 c.

BukoHaBIIM Taku «IJIOMIAAKI HA IMBUAKOCTIX Viin, V1,
V2,... Vinax, OyRyIOTb 3a1€XKHOCTI BiJ mBHAKOCTL: 0, V), K 3a
bopmynamu:

ﬁz—tg9=i abo Vy=&z1. (6)
Vy K K K

I3 puc. 1, 6 BUIHO, 110 CITIBBITHOIICHHS BEPTHKAIBHOI 1
TOPU30HTAJIBHOI MIBUAKOCTEHM TaKOK MOYKHA 3HANTH uepes
ACPOTUHAMIYHY SIKICTb.

HabmmkeHa piBHICT CBIAYHUTD MPO T€, 10 TOPHU3OHTAb-
Ha CKJIAJI0Ba MBHUIKOCTI Vy € ONIU3BKOIO [0 MIBUAKOCTI 110
TPAEKTOPIl V' B CHITy MaJIOCTI KyTa 3HIXKEHHS & Mi’K BEKTOpa-
MU mBuakocti. Le f1ae migcraBy cTBEpIKYBaTH, IO B TIPSsi-
MOJIIHIHHOMY CTaJIOMy 3HIIKEHHI BEpPTHKAJIbHA HIBUJIKICTh Y
K pasiB MeHIIIa TPAEKTOPHOT MBUIKOCTI. BUukoprcToByoum
1[I0 BJIACTUBICTh, MOJKHA MOOYAYBATH MOJSIPY MIBUAKOCTEH
(puc. 1, 6). JJlornuHa 10 Hel BUSHAYUTH MIHIMAJIbHIN KyT
SHUKCHHS 1 HAWBUT1THIIIIH PEKUM OJIBOTY. 3BIICH BEPTH-
KaJIbHY IIBUJIKICTh MOKHA 3HAUTH 5K V), =V/ K.

MaxkcumaiabHa aepoArMHaMIYHa SIKICTh OOMOH 3 KPUIIOM
JTO3BOJIsIE BUBHAYUTH ii MAKCUMAIIbHY JaJIbHICTD MOJIBOTY.

OuiHka BIUIMBY TATY ABUTYHA HA JAJBHICTH NOJIBOTY
6omMoOn

[Ipu HassBHOCTI IBUTYHA Ha OOMOY Ji€ 101aTKoOBa cuia P
Ta oxarkoBa cuina AG., — CHiIa TSDKIHHS CHJIOBOT YCTaHOBKH
i manuBa s ABuryHa [7]. ToOTo cuiia TsDKiHHS O0MOH 3
IOBUTYHOM 3pocte 10 Gog = G + AG.,. Toni nepie piBHAHHS
cuctemi (1) mpuitmae BU;

Xo= P — Gyesinbps, 7

Ie Gy — KT 3HIDKSHHSI OOMOH 3 TIPAIFOIOYNM JIBUTYHOM.

PiBHsiHHS (2) Ticisl yCTAaHOBKY JIBUI'YHA NPUIME BHI:
Ya=Gos €08 Ope. ®)
[Moxinusmu (7) Ha (8), ogep:kuMo

1 P—Gyssin By P
—— o 0 = — tggag. (9)
K Goe €OS Oy Gog €OS Opg

3 mopiBHsHASA (9) 1 (2) IPUXOAMMO 10 BUCHOBKY, IIIO CH-
JIOBa YCTAQHOBKA IMiJBUIILY€ AaJBbHICTh OJIILOTY OOMOU uepes
3MEeHUEeHH s KYma NIAAHePyEaHHsL.

HA

D
¥

>
I

Las L2 L

L — > >

D >ie >

Puc. 3. Tpaextopis muranepyBaHHs 60MOU

Cutiz 3ayBaXkUTH, 110 3MiHa KOH(Irypamii 6omMOu 3a paxy-
HOK BJIACHO JIBUT'YHA Ta MAIMBHOTO OaKa JAEKiIbKA ITiIBUIIYE
11 1000BUI OIip 1 3MEHIIIye MaKCUMaJIbHY aepOJHMHAMIUHY
aKicTh OomOu. IlmanyBaHHS BUKOHY€ETHCS Ha HEBEITHUKHUX
KyTax, TOMY MOKHA IPUHHSTH JOIMYIIEHHS, 110 COSAbGy, = 1
i 3ammcatu piBHSHHSA (9) v BHII:

1 P
180y =—| —— . 10
&% (K Gz)(fj ( )

[To ananorii 3 popmysoro (3) AaabHICTH MOILOTY OOMON
3 IPALOIOYHNM JIBUT'YHOM MOXKHA 3aITUCATH Y BUJI:

Log =220 (11)

ne AH — BuTpara BUCOTH 3a Yac MpaloBaHHs ABuryHa. [Ipu
MaJuX KyTax AOIYyCTHMO 3aMiHIOBATH /g6 CaMHUM KyTOM
y panianax. Toxi MoxHa 3anucary (g6ps = G = 0 — ABpe =
=1/K— P/ Gye. IlopiBHsroun mro pizHUINO 3 hopmyroro (8),
OZICPIKHMO:

AbOss = P/ Gos pan=57,3 P/ Gys Tpan. (12)

Tpupicm TaibHOCTI MOJBOTY 32 PAXYHOK TIPAITFOFOTOTO
JIBUTYHA JIOPIBHIOE:

AH  AH

ALy = -——=
tgAbys 12l

1 1
AH| ——-———|.  (13)
tgAbys tgAO
JIBUTYH 3a 3armacoMm mannBa Mae oOMeKeHHi gac poboTn
1 BCTa€ NUTaHHs, Ha SIKiif YaCTHHI TPAEKTOPii HOro MoTpiOHO
BKITIOUATH: Opa3y Iicisd CKUIAHHA O0oMOU a00 HAITPUKIHIII?
[HIIMMH CITOBaMHU, Jie BiH Mpuaae 60MO1 HaHOLTBIIY eHEprito?
3aranbHa eHepris 00MOM OLIHIOETHCS BETMYHNHOIO

2
He=H+—, (14)

2g
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ne H, — 3arampHa eHepris 1 kr Barm 6oMOu abo Tak 3BaHa
«CHEPreTUYHa BUCOTay, IO CKIANAEThCS 3 MOTECHLIHHOT (H)
i kinetnunoi (V?%/2g) enepriii.
[pupicT eneprii 3a paxyHOK TATH JIBUTYHA MOXHA OITi-
HUTH y BU:
_dH,

AH, =—=At. 15
0 (15)

oximny dH./dt Bu3HaunMO AHQEpeHIiIOBaHHSIM PiB-
HsHHsA (15):
dH. dH Vadv

di — di g odr

(16)

Bona ckiagaeTbes 3 CyMH MOXIJIHUX T€OMETPUYHOI BU-
COTH (BEpPTUKAJILHOT MIBUAKOCTI) 1 3 TAHTCHIIAJILHOTO NPH-
CKOpPEHHSI.

[Moxinny dH / dt Bu3HauMmo 4epes napamerpu 6oMOu.
JIJis 1bOTrO HAMMIIEMO JIBa BiIOMHUX PiBHSHHS JHHAMIKH
MOJIBOTY JUISI BUCOTH 1 HIBUIKOCTI:

C;—I;I:Vsint%g,d—lt/=g(nx—sin6’og). (17)

BuznaunMo 3 ipyroro piBHSHHS Sinfye

sin By, = gny _Ldr . (18)
g dt

Ta MiICTaBUMO HOro y mepuie piBHAHHIL. OTpuMaeMo:

Myl gy L4V, (19)
dt g dt

[MincraBumo noxinny dH/ dt B (16) Ta onepxumo:

dH, —Vn, :VP—Xa
dt G

(20)

3a 3HaKoM noxinHoi dH./ dt MOXXHA BU3HAUYUTH 3MIHY
¢dyskuii (y ganoMy pasi ¢pyHkii H.(f)): SKII0 TOXigHa 10-
JaTHa (a e MoxuBo nipu P > X,), To (yHKIis 3pocTaro-
ya — eHepris O0MOM 301TBITYETHCA 32 YaCOM HE3aJIeKHO
BiJl MAHEBDY, 1[0 BUKOHY€e O0oMOa. | HaBmakm — Ko TaTa
MEHIIIa 3a I0OOBOTO OTIOPY, 3aTraTbHa EHEePris 3MEHITYEThCS
32 4acOM.

V¥ Hamomy BUnaziky 38BU4aiHo P < X,, ToMy Tsra JBUTyHa
TUIBKH 3MeHIIye noxinny dH./ dt, ane He 3MiHIO€E 11 3HaK.
[HIIUMu coBamy, i 3 TATOKO JBUTYHA €HEprist 00MOU mpo-
JIOBXKY€E 3MEHIITYBATHCSI, aJIe He TaK MIBUJIKO SIK O€3 IBUT'YHA.

JlaJbHICTh ONBOTY MPH HASBHOCTI IBUTYHA BH3HAda-
€TBCA PIBHAHHAM:

d—L: V cos Ops- 21)
dt

[NominuBm nane piBHAHHS Ha piBHSHHES (20), Onep>KUMO:

L s
d _cos & . 22)
dH. Ny
nsxom iHTerpyBaHHs (20) 0epKUMO:
He
L =j 1 C0860s iy 23)
He Ny

2 2

vV dopmyni (21) He = Hi + ——, Hey = Hy +—— i€
2g 2g

1H/IEKC «1»— BIIMOBIIA€ TTOIHOTY OOMON Y MOMEHT BKIJIFOUCH-

HS IIBUTYHA, 1HIEKC «2»— MOMEHTY 3aKiHUCHHS HOTO pOOOTH.
BBaxkaemo, 1110 BKJIIOYECHHS JIBUTYHA 3MIHIOE TUIBKH KyT
HAXUITy TPAEKTOPIi 1 BEIMYMHY TaHTCHIIAIBHOTO TIePeBaHTa-
JKEHHS Bil 61 ny 10 3HAYIHD Oy 1 yos. IX MOCTIIHICTS 103BO-
JIsi€ 3arMcaTy pilleHHs inTerpany (21) y HacTynmHOMY BHI:

Low =059 (pry ). (24)
Hxos

Takum 4MHOM, YaCTHHA TPAEKTOPIT MOJBLOTY OOMOH 3
MPAIIOI0YHUM IBUTYHOM OOYMOBJIEHA JIBOMA MapaMeTpaMu:
G0 1 Nxps TA IPUPOCTOM CHEPTII.

I3 popmymu (18) BumHO, 0 IpHpICT eHeprii OOMOU TiNTb-
KU 32 PaxyHOK TSTH JBUTYHA OyJie 3aJiesKaT BiJl BENUYNHH
Tsaru P, yacy po0oTu ABUryHa Af, a TAKOX BiJ IIBUKOCTI
MOJIBOTY:

AHos = %At. (25)

Panime Oys0 nokasaHo, 1110 3HMKEHHS OOMOM JIOLiJb-
HO BHUKOHYBAaTH Ha MOCTIHHIN npunadosiil MBUIKOCTI, sSKa
3a0e3redye MakCHMaJIbHY aepoJHaMIuHY sKicTh [3]. Mix
TUM IIpUpicT eHeprii B ¢popmyi (23) BU3HAYAETHCS icmuH-
Horo mBUAKICTIO. LI mBHIKOCTI OB’ s13aH1 MK cO00F0 YMO-
BOIO Vanpx/X , TOOTO ITpY IUTaHEepyBaHHI OOMOM 3 MOCTIH-
HOIO TIPHIIAJ0BOIO IBUKICTIO iCTHHHA IIBUIKICTB 1 TIPHPICT
eHeprii Oy/lyTh 3MEHIIIYBAaTHCS 1O Mipi 3MEHILICHHS BUCOTH.

Tax, Ha Bucoti H = 12 000 m MaemMo JA = 0,5, Ha BUCOTI
H=8000M VA = 0,65, na Bucoti H = 5000 M BiH A0OpiBHIOE
JA= 0,77, 6inst 3emMiti JA =1.

3BifcH cigye BUCHOBOK: BKITIOUCHHS JBUTYHA JTOIITb-
HO BUKOHYBATH Ha MOYATKy TPAEKTOPIl IMJIaHYBaHHS, KOJIU
ICTHHHA ITBUKICTH HAWOLIbIA, a ABUTYH 3a0e31edye Haii-
OLBIIIN MPHUPICT HadbHOCTI. Pyx OOMOM micis cKuIaHHs
Oyzie 3ajexxary BiJ 3aKOHY ynpasiliHHs 6omOu. HaiiOinbm
palioHabHUM, Ha HAIITY JYMKY, € 3aKOH YIPaBIIIHHS HIBU/I-
KicTI0. BUTpuMyBaHHS MpHiIa0BO1 IBUIKOCTI HAWBUT1I-
HIIICI0 3a0€3MeUnTh 3HIKCHHSI 00MOU 3 MaKCUMAaJIbHOIO
ACPOIMHAMIYHOKO SIKICTIO 1, OTXKE, HAWOUIBIITY 1aIbHICTh.

Tomy nepen ckuganHsM OOMOU Pyl MOBHHHI OyTH BCTa-
HOBJICHI B MTOJIOKEHHSI, IO BiAMOBiNa€e iX OanaHCyBalbHIN
BEJIMYMHI HA HAWBUTIAHIIIN IBUAKOCTI 1 BUCOTI, a TAKOXK
3 BKITIOUCHHUM ABUTYHOM. Tozi 6oMOa miciis BiaaineHHs Bix
JiiTaka y nmepexiHoMy mpoiieci Oy/ie HamMaratucs nepeitu
Ha HaBUTITHINTY IIBUIKICTE 1 30aTaHCYBaTHCS IO MOMCH-
Tax Ta CHjax.

Taxk, s oTpuMaHHs HaWOIIBIIOT JATBHOCTI TOIBOTY
CKHZaHHs 0a)kaHO BUKOHYBATH SKOMOTa Ha OUTBIIIN IIBUI-
KOCTI 1 BUCOTI, 100 OoMOa Halyna HalOIIbITy SHEPTi0
(bopmymna 14), sKy MOKITUBO MEPETBOPUTH B JATHHICTE.
VY upoMy BUMAIKy CUCTEMa KEPyBaHHs Oyle HaMaratucs
3MEHIIUTH MIBUIKICTH IIIIXOM 3MEHIICHHS KyTa 3HIKCHHS
60oMOu abo mepesony ii B peskuM Habopy Bucotu [8]. Ha
JTAHOMY CTalli BKJIFOYA€ThCS IBUTYH.

[Ticnst mocsITHEHHS HAWBUTIAHIMIO! IIBUAKOCTI CHUCTEMA
KepyBaHHs repeBejic 00MOy B PEKUM CTajIOro 3HMKCHHS
(Touka B Ha puc. 3). [licnsg BUTpaTH maauBa IBUTYH 3Y-
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MTUHSAETHCS, O0MOA NMEePeXonTh Ha OUIBIIIN KyT 3HMKSHHS
(Touka C).

TakuM yUHOM, 3arajibHa JaIbHICTh MOJIBOTY OOMOU Oy/Ie
piBHOO:

L=Li+ Lo+ Lo, (26)

ne L1 — MUTsiHKa TObOTY BiJl MOYATKY CKHIAHHS JI0 JOCST-
HEHHs HAWBUT1THIIIO] MIBUAKOCTI, Lys —TUTSTHKA TTOTBOTY 3
MPALIOKYUM JBUTYHOM, Ly — MIJISTHKA MOJBOTY MICHIS BU-
KITFOUYCHHS TBUTYHA.

BUCHOBKH

[IpoBeneno anamni3 3MiHM TpaeKkTOpii MOJALOTY OOMOM 3a
paxyHOK poOOTH peaKkTHUBHOrO ABHUTryHa. [loka3aHo poib
JBUTYHA Y 3a0€3MEUCHHI 3MEHIIICHHS KyTa HaAXUJIy TPa€eK-
TOpil IIaHepyBaHHS OOMOU.

[TokazaHo, 10 ONTHMAJIBHUM PEKUMOM MOJBOTY SIK 3
BKITIOUCHHM, TaK i 3 BUKJIFOYHUM JIBUTYHOM € HAWBHTIIHIIIA
TIPHUJIAI0BA IIBUIKICTb.

3a JI0TIOMOT0I0 €HEPTeTUYHOTO METO/1a TUHAMIKH T10-
JIbOTY BCTAHOBJICHO, [0 BKJIIOUEHHS BUT'YHA JOIIIBHO
BUKOHYBAaTH OJIpa3y Miclisi CKUIAHHS Iepejl BUXOJOM Ha
PEXKHUM CTaJIOTO IIaHePYBaHHS.

Busnaueni ymoBu 3a6e31eueHHS MAKCHMAIIBHOI JAJIBHO-
cti nonsoty KAB.
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METHODOLOGY FOR CALCULATING THE
FLIGHT RANGE OF A BOMB EQUIPPED WITH
WINGS AND AN ENGINE

The article presents a methodology for calculating the
maximum flight range of a bomb equipped with wings
and a turbojet engine. Working formulas are derived for
calculating the bomb's flight range, taking into account
the improvement of its aerodynamic efficiency due to the
addition of a gliding module and the installation of a cruise
engine.

A methodology is proposed for determining the main
aerodynamic characteristics of a gliding bomb and
constructing its polar diagram based on the results of a
flight experiment with a model. An assessment is made of the
impact of engine thrust on the bomb's flight range. It is shown
that installing an engine reduces the gliding trajectory angle
of the bomb by a value proportional to the ratio of thrust to
the bomb s weight. Calculation dependencies are proposed
to determine the optimal moment for starting the cruise
engine after the bomb is released from the carrier.

Using the energy method, it is proven that the lowest
fuel consumption for obtaining the same thrust impulse is
achieved when the engine is started at the initial phase of the
flight, while the bomb's gliding for maximum range should
be performed at the most advantageous indicated airspeed.
The conditions for achieving the maximum flight range of
the bomb are determined. Calculation dependencies are
provided for determining the maximum range, taking into
account all phases of the bomb's flight.

Keywords: aerial bomb, bomb gliding, flight trajectory,
aerodynamic efficiency, flight range, turbojet engine.
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DESIGN AND FUNCTIONAL
FEATURES OF THE SMALL-SIZED
ANTENNA ARRAY «COMETA-M»

In the article, the results of research on the design and
functional characteristics of «Cometa-M» are presented.
It is a compact adaptive antenna array with an integrated
satellite navigation receiver, which is actively used by
the enemy against Ukraine as a key component of the
navigation system for unmanned aerial vehicles and other
aerial attack means.

The technical specifications and operational features of
«Cometa-M» have been investigated. During the research,
the construction structure and the purpose of its key
components were determined. Based on the research results,
a structural diagram was compiled and the operating
principles of «<Cometa-M» were described.

Keywords: DAA, antenna array, anti-iamming, beam
pattern, navigation system, CRPA, GNSS, Cometa-M, UAV.

INTRODUCTION

A key element of various types of UAVs, ballistic and
cruise missiles, which are widely used in the armies of many
countries, are satellite navigation systems (SNS). It should
be noted that special systems for protecting the respective
GNSS from active interference have recently been created
exclusively on the basis of digital antenna arrays (DAA) with
the implementation of adaptive signal reception algorithms
[1]. The main feature of DAA, as is known [1—13], is that
they are able to actively change the shape of their radiation
pattern to reduce the impact of interference from electronic
warfare (EW). Due to digital signal processing, such an
antenna array can adaptively reduce the level of interfering
signals, which makes it effective for operation in complex
electromagnetic environments.

Given the small number of antenna elements, the
interference immunity of the DAA in on-board SNS largely
depends on their technical characteristics and functional
capabilities to counteract interference while maintaining the
required quality of reception of useful signals.

The russian federation pays great attention to the deve-
lopment of electronic countermeasures against interference

with on-board satellite navigation systems «Cometa-M»,
which use small-sized DAAs. This approach has been
implemented in the Orlan-10 UAV, Shahed-136 (Geran-2)
strike UAVs, and the UMPK (Universal Module Planning
and Correction) of guided aerial bombs.

The purpose of the article is to perform a detailed
analysis of the technical design and functional features of
the «Cometa-M» SNA modules for further determination of
their properties and interference resistance.

ANALYSIS OF KEY RESEARCH

AND PUBLICATIONS

The analysis of the main publications on the study of
designs and features of the use of digital charting technology
to ensure the interference immunity of satellite navigation
systems, given in [1], was a pioneering work in this area in
the former USSR. Over the past 10 years, there has been a
widespread introduction of DAAs into satellite navigation
systems, accompanied by a significant number of scientific
papers and publications of foreign origin on the practical
implementation of SNS signal processing in such antenna
arrays. In addition to those mentioned in [1], we can
mention, for example, articles [14—16]. The term CRPA
(Controlled Reception Pattern Antenna) is most often used
in the context of using DAA for navigation systems, which
was introduced by developers solely as a marketing step
to create the illusion of having something original in their
developments. In fact, CRPA is a typical receiving DAA,
which uses long-known methods of signal processing and
formation of zeros in the directional pattern in the directions
of interference. Such CRPAs have become widespread
in radar, hydroacoustics, ultrasound diagnostics and
communication systems [2—13]. For example, at Stanford
University, a DAA with the ability to direct the beam and
adaptively generate zeros was considered as a CRPA, which
is presented in [14]. Studies have been conducted on the
impact of GPS receiver architecture on the operation of
CRPAs. The impact of different receiver architectures on
signal quality and interference suppression efficiency was
assessed. The influence of the sequence of operations for
generating the signal pattern and correlation, the number
of quantisation levels and the dynamic range of ADCs
(analogue-to-digital converters) was analysed.

Taking into account the different features of carriers in
onboard SNSs, both 4 and more antenna elements are used
to create a CRPA. Paper [15] presents the development and
testing of a 7-element controlled radiation pattern antenna
(S-CRPA) with a diameter of 7 inches. An approach using
special materials was applied, which allows reducing the
physical dimensions of the antenna system without losing
phase characteristics. The article presents test results that
demonstrate the effectiveness of the corresponding CRPA
in suppressing interference and ensuring reliable reception
of GPS signals.

Considerable attention is also paid to the algorithms
and methods used to process GPS, GLONASS, Galileo,
Beidou signals in the DAA SNS. Article [16] discusses
methods of forming «zeros» and «rays» of the radiation
pattern of the antenna array of navigation equipment. These
methods are aimed at suppressing signals from powerful
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point sources of interference and increasing the sensitivity
of receiving equipment. Additional methods of filtering
and suppression of in-band narrowband interference are
also considered [17].

According to the results of the analysis of publications,
it should be noted that they consider new methods and
approaches to the creation of various types of DAA/CRPA,
improvement of GNSS receivers' performance characteristics
aimed at ensuring the SNS interference protection.

RESEARCH RESULTS

The analysis of the structure and design features of
the «Cometa-M» product indicates its high constructive
manufacturability. It should be noted that with rather small
dimensions of 100 mm x 100 mm x 30 mm (LxWxH), the
product managed to implement a 4-channel DAA, which
is capable of adaptively changing the antenna pattern
depending on the existing interference. At the same time, the
«Cometa-M» module contains a GNSS receiver integrated
into its design. That is, this product provides a solution
to the navigation task of determining the location with
an accuracy that depends on the GNSS receiver used and
spatial-frequency filtering of interference signals.

Let's consider the design and main elements that make up
a typical version of the «Cometa-M» device used in 2022 as
part of the Orlan-10 UAV. The appearance of the main signal
processing board with the designation of the main elements
is shown in Figs. 1, 2.

Structurally, all elements of the «Cometa-M», except
for the patch antennas, are placed on a single board with
a high density of filling on both sides. On one side, there
are Altera Cyclone V FPGAs [18], a PRO-04 navigation
receiver [19], LTC5541 RF mixers [20] and ADL5561
differential amplifiers [21], LTC2174 UKG-14 14-bit
4-channel analogue-to-digital converter (ADC) [22],
ADO9517-4ABCPZ clock generator with 12 outputs [23],

MAATSS0018 10dB digital attenuators [24], and ADT7310
16-bit precision temperature sensor.

The backside of the board contains an 8 Mbyte EPCQ64A
flash memory [25], an integrated frequency synthesiser and
an ADF4360-4 oscillator [26], a high-speed single-channel
TxDAC AD9755 [27] with two multiplexed 14-bit ports,
an active LT5560 mixer [28], bandpass filters P4 and P14, a
low-noise DC/DC converter LTM4613V [29] with an input
voltage of 5V — 36V and current up to 8A, 3-output low-
voltage DC/DC voltage regulator LTM4615V [30].

Taking into account the complexity of the device
and the multilayer topology of the board, to determine
the capabilities and principles of functioning of this
module, an important part of the research is to determine
the characteristics of the main elements and study their
interaction. The defined technical characteristics of the main
components are shown in Table 1.

The research was hampered by a lack of information
about the characteristics of specific components that are
extremely difficult to identify, but nevertheless affect signal
processing. For example, after the signal is received from
the antenna elements, each receiving channel is frequency
selected using a bandpass filter. Since the characteristics of
the P4 and P14 filters are unknown, they were determined
by measurements using the NanoVNA portable vector
network analyser and NanoVNA Server 0.6.2 software.
The results of the measurements, namely the scattering
parameters (S-parameters S11 (reflection coefficient) and
S21 (transmission coefficient)), as well as the SWR of the
filters are shown in Figs. 3 — 6.

According to the results of the measurements, the central
frequency of the filter marked «P 4» is 1608 MHz, the
bandwidth is 74.9 MHz (-3 dB level), and the maximum
transmission coefficient is - 3.25 dB at a frequency
1609.4 MHz. For the filter marked «P 14», respectively,

Navigation Receiver PRO-04 RF Mixer LTC5541
\.\ 7
\ g ol
N § s

Temperature Sensor

ADT7310
Digital Attenuator
10dB

N\ -
i
FPGA Altera Cyclone V .
N N ; x :
X 3t Differential Amplifier
=\ 15.5dB ADL5561
14-bit ADC
| LTC2174
HHI!IHH]HH‘IIIHI-Y‘HH-!--
Qﬂ'i 1 T U T I RN TN T T R RRTNREN]
Clock Generator = ,
AD9517 rd

Fig. 1. View of the signal processing board with the main elements
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Frequency Synthesizer

Filter P4 with Generator ADF4360-4
Mixer LT5560
LIAMN AD9755
Filter P14 . Flash Memory EPCQ64A
Voltage Regulator ¥
e Voltage Regulator
LTM4613V - 0 ; s

P g LETINERETOATIER
T

Fig. 2. View of the signal processing board (back side) with the main elements marked

Table 1. Technical characteristics of the main components of the «Cometa-M»

No. Image Description

ALTERA Cyclone V SCEFA7F2317N F BBCAU2031A
TAIWAN S028MK39 314FAONOA

Programmable logic integrated circuit (PLIC)

Number of logical elements: 149,500;

number of adaptive logic modules (ALMs): 56,480;

built-in memory: 7.696 Mbit

1/O ports: 240. maximum operating frequency: 925 MHz supply voltage: 1.1B
Operating temperature: -40°C to +100°C housing: 484-ball Fine-Pitch Ball
Grid Array (FBGA)

ALTERA EPCQ64A 2106

The EPCQ64A flash memory is used to store configuration data for the FPGA
Capacity: 64 Mbit (8 Mbyte)

Interface: SPI, Dual SPI and Quad SPI

Supply voltage: 2.7 Vto 3.6 V

K1917BA014 KPNRY-030 2116

The PRO-04 GNSS receiver is a navigation device developed in russia by
«NIIMA Progress»

System support: GLONASS, GPS and Galileo

Coordinate determination time: 27 s for cold start, 25 s for warm start, 2 s for
hot start and 1 s for recapture,

Sensitivity: -145 dBmW in search mode and -161 dBmW in tracking mode.
Operating temperature: -40 °C to 85 °C

Bandpass filter P4

central frequency 1608 MHz
75 MHz bandwidth (at -3 dB level)
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Table 1. (continued)

No.

Description

Image

Bandpass filter P14

central frequency 1590 MHz
53 MHz bandwidth (at -3 dB level)

444 5541 N21662

LTC5541 radio frequency mixer

with frequency reduction for the range from 1.3 GHz to 2.3 GHz

Gain: 7.8 dB

Noise figure (NF) 16 dB for blocking signal up to +5 dB. Case type: 20pin
QFN. Operating temperature: -40 °C to 85 °C

N

Q1P #332

Differential amplifier ADL5561

Fixed gain: 6 dB, 12 dB or 15.5 dB

Low noise and distortion levels

Used as a driver for high-speed ADCs from 8 to 16 bits
Case type: LFCSP-16

Operating temperature: -40 °C to 85 °C

¥

(

3

LTC2174
UKG-14
BT320978

N

I

K
| ——m

B

1628 LTC2174 UKG-14 BT32097 e3

14-bit analogue-to-digital converter (ADC)
number of inputs for simultaneous digitisation - 4;
sample rate - up to 105 MSPS;

data interface - LVDS serial;

supply voltage 1.7V-1.9V;

operating temperature from -40 °C to +85 °C

ADT 7310 TRZ

ADT7310 precision 16-bit digital temperature sensor with SPI interface,
accuracy 0.5 °C
operating temperature: from -55 °C to +150 °C

10

AD9517-4 ABCPZ #2136 5479133.1 SINGAPORE

AD9517-4ABCPZ clock generator with 12 outputs and built-in voltage
controlled oscillator (VCO), with a frequency range from 1.45 GHz to

1.80 GHz.

One differential or two single-pole input signals.

Input: LVPECL, LVDS or CMOS signals,

Output: LVPECL with a frequency of 1.6 GHz, two pairs of 800 MHz LVDS
outputs.

Operating temperature: -40 °C to +85 °C

Case type: 48 pin LFCSP

48
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Table 1. (continued)

No.
11

Description

ADF4360-4 #1418 871542

Integrated frequency synthesiser and oscillator ADF4360-4

Provides a high level of stability and accuracy of generated signals

Output frequency range: 1450 MHz to 1750 MHz.

It has the ability to divide the output frequency by 2, which allows you to get
frequencies in the range from 725 MHz to 875 MHz.

Power supply from 3.0 V to 3.6 V. Programmable output power level and dual-
module 8/9, 16/17, 32/33 pre-divider for precise frequency selection.
Three-wire serial interface. Operating temperature from -40 °C to +85 °C

12 TxDAC AD9755 AST #1317 2605673.1

High-speed single-channel DAC with two multiplexed ports;
Bit depth —14 bits. Up to 300 MSPS update speed;

high level of signal purity;

built-in PLL to double the clock frequencys;

3.0 Vto 3.6 V power supply;

Case type: 48-pin LQFP

13 541X

MAATSS0018 10dB digital attenuator for frequencies up to 2GHz
Maximum power for 500 — 2000 MHz: +34 dBm
Operating temperature: from -40 C° to +85 C°

14 LCBX B717 108

LT5560 high performance broadband (0.01MHz to 4GHz) active mixer
Gain of 2.4 dB

Power supply: 2.7Vto 5V

Case type: 3x3mm DFN

15 LTM4613V

Vo QUITVI | iovongen .
LTM%BV gﬂtrgﬁ;vl?;t?f% A3.3V — 15V (adjustable with an external resistor); Output

“MOdUle Case type: LGA-133 (15mm x 15mm x 4.32mm)

Operating temperature: -40 °C to +125 °C
N267303 2118MY
&

16 LTM4615V

Ly L| nE AR three-output low-voltage DC/DC voltage regulator, includes overvoltage

protection, overcurrent protection, thermal shutdown, programmable soft start
L T Mu615v - function

L Input voltage: 2.375 V — 5.5 V for DC/DC converters and 1.14 V — 3.5V for
u M O d U I e i VLDOs (very low voltage drop).
Output voltage: 0.8 V-5V for two DC/DC converters, each with an output

- current of up to 4A, and 0.4 V — 2.6 V for VLDO with an output current of up
N8U1753 20u4 MY YN
ot Case type: LGA-133 (15mm x 15mm x 4.32mm)
—~ - Operating temperature: -40 °C to +125 °C
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the central frequency of 1590 MHz, the passband 53 MHz
(-3 dB level), and the maximum transmission coefficient
level - 4.9 dB at a frequency 1580 MHz were obtained.

It should be noted that according to the bandwidth
measurements, the «P4» and «P14» filters are highly specia-
lised and designed to filter signals from global navigation
systems in the L1 range of GPS, GLONASS, and Galileo.

At the same time, it is worth noting that these filters
are much less suitable for use with the Beidou navigation
system, which has a centre frequency 1561 MHz. According
to the defined frequency characteristics, the filters will
introduce additional attenuation for a signal of more
than 3 dB, since the Beidou operating band is outside the
filter's passband at -3 dB. This device has a built-in PRO-
04 GNSS receiver that does not support data acquisition
from the Beidou system, so the use of filters with these
characteristics is quite natural, but the «Cometa-M» design
is designed to be used with different GNSS receivers, given
the prepared space for mounting the receiver board on the
«Cometa-M» main board. This fact is confirmed by studies
of other «Cometa-M» samples produced later, as subsequent
versions use a wider operating range and other Beidou-
enabled receivers.

Center frequency: 1.60851GHz
Bandwidth (-3 dB): 74.9422MHz

Quality factor: 21.46

Bandwidth (-6 dB): 108.947MHz

Lower side:

Cutoff frequency: 1.57148GHz (-6.3 dB)
-6 dB point: 1.55299GHz (-9.3 dB)
-60 dB point: 707.515MHz (nan dB)
Roll-off: 136.037dB/octave
Roll-off: 451.905dB/decade
Upper side:

Cutoff frequency: 1.64642GHz (-6.3 dB)
-6 dB point: 1.66193GHz (-9.3 dB)
-60 dB point: 2.00000GHz (-inf dB)
Roll-off: 220.652dB/octave
Roll-off: 732.989dB/decade

Fig. 4. The results of the analysis of the filter parameters
marked «P 4», obtained using NanoVNA Server 0.6.2
software

S11 VSWR S11 Return Loss (dB)
25 0
CE T 3 /' yos
: N/
!"{ \ {
154 4 ]‘ i
: | i
¥
[
i1
10 6 : :
: 5 T
il
i
1]
5.8 I .b'
2.0 VSWR: 2.0
1.0 -10
1.000G 1.250G 1.500G 1.750G 2.000G 1.000G 1.250G 1.500G 1.750G 2.000G
$11 Smith Chart $21 Gain (dB)
0
// \
) / \\/
-40 /
-60 |
1.000G 1.250G 1.500G 1.750G 2.000G

Fig. 3. Measurement results of the frequency characteristics of the filter marked «P 4»
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Fig. 5. Measurement results of the filter parameters marked «P 14»

Center frequency:
Bandwidth (-3 dB):
Quality factor:

Bandwidth (-6 dB):

Lower side:
Cutoff frequency:
-6 dB point:

-60 dB point:
Roll-off:

Roll-off:

Upper side:
Cutoff frequency:
-6 dB point:

-60 dB point:
Roll-off:

Roll-off:

1.59024GHz
53.1529NMHz
29.92

70.6504MHz

1.56388GHz (-8.0 dB)
1.55761GHz (-11.1 dB)
1.33138GHz (nan dB)
646.080dB/octave
2146.233dB/decade

1.61704GHz (-8.0 dB)
1.62826GHz (-11.0 dB)
2.00000GHz (-inf dB)
515.895dB/octave
1713.767dB/decade

Fig. 6. The results of the analysis of the filter parameters
marked «P 14», obtained using NanoVNA Server 0.6.2

software

For a more detailed assessment of the frequency charac-
teristics of the SNS device, the bandwidth of the input
circuit «antenna — bandpass filter — amplifier — bandpass
filter» was measured, which directly sets the limits of
the operating range of the «Cometa-M». Fig. 7 shows
the results of the bandwidth measurements, according
to which the resulting centre frequency for the specified
circuit was 1589.59 MHz with a bandwidth 55.48 MHz
at the -3 dB level. At the centre frequency, the maximum
level of the transmission coefficient was 4.9 dB, which
indicates that the signal is amplified by the LNA (Low
Noise Amplifier).

Taking into account the topology of the signal processing
board of the «Cometa-M» device, the characteristics of
these components, their interconnections, the manufacturer's
recommendations for the use of components and the analysis
of typical approaches to building the architecture of the
DAC [1-13], a simplified block diagram of the device is
shown in Fig. 8.

According to the scheme shown in Fig. 8, the high-
frequency payload satellite signal, along with possible
interference, is received by 4 patch antennas combined
into an antenna unit on a single board. Each of the antenna
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Fig. 7. The results of the analysis of the frequency response of the receiving channel segment consisting of an antenna
element, a bandpass filter, and a frequency-selective amplifier

elements has a separate output, which is connected to a
bandpass filter via a high-frequency cable. The received
signal is then amplified using a low-noise amplifier (LNA)
and passed through a bandpass filter again. The filters
cut out unwanted frequencies and select only the desired
frequency range where the useful signal is to be found. This
eliminates noise and interference from other signals. The
ATT digital attenuators in each of the 4 receiving channels
adjust the signal level to reduce its power by 10 dB to
prevent mixer overload, but the attenuator control mode
is single-bit, i.e. the specified 10 dB attenuation can be
enabled or disabled.

The mixer converts the frequency to a much lower
frequency — the intermediate frequency (IF). The inter-
mediate frequency signal is amplified using an ADL5561
differential amplifier with a controlled gain (VGA), which
amplifies the IF signal to the required level. The signal
is then digitised using a 14-bit LTC2174 analogue-to-digital
converter and sent via a high-speed LVDS interface to an
ALTERA FPGA, which processes the digital data, performs
digital signal processing (DSP) algorithms and zeroing
when interference is detected. The processed digital signal
is fed to the AD9755 high-speed 14-bit digital-to-analog
converter, which converts the digital signal to analogue.
This component is used to generate a high-quality analogue
signal with high accuracy and linearity from the digital data
stream. The LT5560 high-frequency active mixer is used to
convert the frequency of the signal. It mixes the analogue
signal with a local oscillator (LO) signal to produce a new,
significantly higher frequency.

The ADF4360-4 integrated voltage-controlled oscillator
(VCO) frequency synthesiser is used to generate a stable
local oscillator (LO) signal. The frequency of the LO signal
can be precisely tuned using a phase locked loop (PLL),
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Y Y Y Y
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Fig. 8. Block diagram of the «Cometa-M» device
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providing high stability and accuracy. The received high-
frequency signal from the mixer is fed through a band-
pass filter (BPF) to the PRO-04 GNSS receiver, where
the satellite signal is processed and navigation messages
are demodulated. The resulting navigation solution with
defined coordinates, altitude, etc. is transferred in the form
of digital data to the FPGA (PLIC), where it can be further
processed and sent to the output connector of the device
as the resultant data.

Taking into account the components used in the
implementation of this device, their characteristics,
structural scheme, as well as the approaches used in the
formation of the adaptive radiation pattern, it can be
argued that the following algorithm is implemented in the
«Cometa-M» device.

1. The signal is received independently by each of the
patch antennas, followed by filtering and amplification
of signals in a certain frequency range.

2. The signals are digitised by a 4-channel ADC (LTC2174).

3. The ALTERA FPGA generates a correlation matrix of
signal powers.

4. To calculate the weighting coefficients, the FPGA
can use one of the adaptive algorithms for digital
beamforming with maximising the signal-to-(inter-
ference-plus-noise) ratio — SINR (Signal-to-Inter-
ference-plus-Noise Ratio). This version of the
algorithm is suitable for navigation systems, as it
takes into account both noise and interference, which
ensures reliable signal reception in conditions of
intense interference.

5. Application of calculated weighting coefficients in
FPGA to process an array of signals from the antenna
array outputs to generate an output signal with an
improved signal-to-noise ratio.

6. Continuous interference suppression is achieved by
spatial filtering in the FPGA to create «zeros» in the
directions of the interferers with dynamic adjustment
of the weighting coefficients.

CONCLUSIONS

In the course of the study of the «Cometa-M» device,
the components of which it consists were identified, their
characteristics and interrelationships were investigated,
a structural diagram and a simplified description of the
algorithms that are most likely to be used in the operation
of this device were created. The frequency characteristics
of the input stages of this device, which directly form the
operating frequency range for further signal processing,
were measured.

According to the results of the conducted research, it
should be noted the constructive manufacturability of the
«Cometa-M» device, namely, with compact dimensions,
a rather complex functionality based on the use of DSP is
implemented to minimise the impact of interference. The
wide capabilities of the ALTERA FPGA used in this device
allow implementing signal processing algorithms based on
the calculation of the correlation matrix of signal powers
from each receiving channel, the calculation of weighting
coefficients and their consideration in the formation of
«zerosy in the directions of interference signals.
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Mleaemin 3.K., Caocap B.I., Camyk C.IL.,
I'onenkoBcbka T.1.

KOHCTPYKTHUBHI TA ®YHKIIOHAJIbHI
OCOBJHUBOCTI MAJIOTABAPUTHOI AHTEHHOI
PEIIITKHA «KOMETA-M»

Y cmammi npeocmasneni pezynomamu npogedenux 0o-
CiOdICeHb KOHCMPYKMUBHUX MA (PYHKYIOHATHUX 0COONU-
socmeil anmennoi pewimku « Kowema-My». O6 exmom do-
CniddHceHb € Mano2abapumHua adanmueHa aHmenHa pewimeka
i3 60Y008AHUM CYNYMHUKOBUM HABI2AYIIHUM NPUUMAYEM,
AKA AKMUBHO 3ACHOCOBYEMBCA 80PO2OM Npomu YKpainu,
AK OCHOBHA CKA006a HAGI2aYitiHOT cucmemu Oe3ninomHux
JIMATbHUX anapamie ma iHWux 3acobié nogimpsaHo20 Ha-
naoy. [1o0ioni cucmemu nodydosani Ha 6a3i yughposux aw-
MEeHHUX PeutinoK ma 8UKOPUCMO8YOMbCsl 015k NIOBULYeHHS
cmitkocmi pobomu cynymHuKo8UX HagieayitiHux nputmMayis
6 YMOBAX 3a6a0, a0dice NPUHAUEHI Ol 3a0e3NeUerHsl npo-
cmoposoi Qinbmpayii cueHanie 8io 3asao.

Jocniooceno mexniuni xapakmepucmuky ma ocoonu-
socmi pyHKyionyeanHs anmennoi pewimxu «Komema-My.
V x00i npogedenux docnioscensv eusnaveno cmpykmypy
noOyoo08u, NPUHAUeHHs KIY08Uux komnornenmis. Haseoeno
306HIUHIL 8UTAO0, KOPOMKULL ONUC MA MEXHIUHI XapaKme-
PUCMUKU OCHOBHUX KOMIOHEHMIB. 3a 8i0CYMHOCII MONCTIU-
80Ccmi 0OHO3HAYHOI i0enmughikayii KoMnOHeHmis, BUMIPAHI
ix mexuiuni xapakmepucmuxu. Lle ocobnuso akmyaivro s
BUCOKOUACMOMHUX (DLNbMpis, SKi 3a0aroms podbouull diana-
30H 4acmom, OCKLIbKU OIANa30H 4acmom, sKull 06poouse
aHmMeHHa peulimKka, BUSHAYAE HABI2AYIUHT CUCTNEMU, CUSHATU
3 AKUX BOHA MOdHce 0OpobUmu.

3a pezynemamamu npogedeHux 00CIiONCEHb CKIA0eHA
CMPYKMYpHA cxemMa ma onucano npunyunu pooomu «Ko-
mema-My, nasedeno nocioosHicnms 00POOKU PAOiOCUSHATTY.
Xapaxmepucmuku knovosux komnonenmis, maxux sk AL,
TTIC ma LJAII, susnauaioms cnpomodchocmi yiei anmen-
HOI pewimru wo0o 06pobKU CUSHATY, OCKIIbKU ) OAHUX
cucmemax 8ax)ciu8d 8eIUYUHA POPAOHOCMI oyudpysants
CUSHATLIB.

Knrouosi cnosa: [[AP, anmenna pewimka, npomuois
3a6a0am, oiazpama CnpamMoB8anoCcmi, Hagieayilina cucmemd,
CRPA, GNSS, «Komema-M»y, bnJIA.
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EVALUATION OF AIR SHOCK WAVE
PARAMETERS AND PROTECTION
AGAINST THEM WITH BALLISTIC
FOAM CONCRETE

The parameters of the air shock wave during the
detonation of a standard charge of TNT with a mass of 1 kg
when it falls on barriers made of ballistic foam concrete
of four types and the air shock wave flow around this
barrier were studied. The thickness of the ballistic foam
concrete samples is 300 mm, the density is 600 kg/m>.
Empirical formulas of M.A. Sadovsky were used for the
calculations. A satisfactory match of the experimental data
with the parameters calculated according to the formulas
of M.A. Sadovsky was established. In the experiments, it
was shown that the amplitude of air shock wave behind
the barrier made of ballistic foam concrete decreases
by an average of 8-30 times. Approximate estimates
based on the research data of other authors (Belinsky 1.V,
Khristoforov B.D.) predict a reduction of the compression
wave that propagates through ballistic foam concrete
by no more than 5-10 times. As a result of experimental
researches, it was found that the shock waves from the
explosions turned the relatively insignificant upper layer
of the foam concrete slabs, which is the «sacrificial» layer,
into a compressed powder due to the destruction of the
interpore partitions. In the plane of the surface of the foam
concrete slabs, the «sacrificial» layer was described by an

imaginary circle, which is the projection of the explosion.
The size of the «sacrificial» layer of ballistic foam concrete
destroyed by air shock wave from the frontal side does not
exceed 20-40 mm. Spalling phenomena from the back side
of the ballistic foam concrete samples were not observed
when the air shock wave fell with amplitude of 0.4-0.6 MPa.
There are 2 types of ballistic foam concrete with the most
effective damping of the compression wave in it. It was
established that the most effective in terms of protecting
critical infrastructure facilities from the action of air shock
waves are foam concrete models of protective structures,
which are reinforced with fiber of composition «A» and «B»
with a reinforcing layer of composite material applied. It
was determined that in these models the deepest zones of
destruction of ballistic foam concrete were observed on the
front side of the protective structure.

Keywords: charge, air shock wave, protective structures,
ballistic foam concrete, critical infrastructure, «sacrificial»
layer.

INTRODUCTION

The task of assessing the main parameters of air shock
waves: excess pressure at the air shock waves front, impulse
and duration of action in the compression phase has always
been relevant in the design of explosive works [1-4]. It
acquires particular importance in wartime conditions for
assessing the impact of various means of destruction on
the environment. In addition, increasing the accuracy and
reliability of such assessments allows designing effective
structures for protecting important infrastructure facilities
and new materials for their construction. The availability of
data on the parameters of air shock waves, acoustic waves
and seismic waves allows us to accurately determine the type
of ammunition that hit a particular object in the event of a
ground or surface explosion. The main means of destroying
civilian objects outside the front-line areas are unmanned
aerial vehicles with an explosive mass of ~(20—40) kg TNT
and cruise and ballistic missiles with an explosive mass in
the warhead of =~(200—400) kg.

The purpose of the article is to analyze empirical for-
mulas for calculating the parameters of the air shock waves
during air, ground and surface explosions of charges of
different masses; experimental assessment of their reliability;
assessment of dynamic strength, destruction of samples of
new building materials — ballistic foam concrete under the
action of air shock wave of low and medium intensity.

MATERIALS AND METHODS OF RESEARCH

The research was conducted at a military training ground
on a specially created experimental stand. Fig. 1 shows a
photograph of a model of a ballistic foam concrete protective
structure and a diagram of the location of the experimental
stand, test specimens, detonation points and measuring
equipment.

The stand for installing the test specimens is a prefab-
ricated reinforced concrete structure (Fig. 1a), which is
constructed from two reinforced concrete slabs with
dimensions in plan of 2000 x 2000 mm, 300 mm thick, made
of concrete of class C16/20, installed vertically at an angle
of 90° to each other, on four foundation blocks measuring
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1000 x 1000 x 1200 mm, reinforced with a supporting metal
frame.

The ballistic foam concrete protective structure samples
consisted of the following elements:

— a slab of monolithic ballistic foam concrete, aged for

23 days;

— a slab of monolithic ballistic foam concrete, aged for
23 days with a reinforcing layer of composite material
applied.

The number of samples and the parameters of monolithic
ballistic foam concrete slabs were determined by the tasks
set in the experimental tests. The following parameters were
established:

sample No. 1: the ballistic foam concrete slab with a
density of 600 kg/m3, dimensions in plan 2000 x 1000 mm,
thickness 300 mm;

sample No. 2: the ballistic foam concrete slab with a
density of 600 kg/m?, dimensions in plan 2000 x 1000 mm,
thickness 300 mm, with a reinforcing layer of composite
material applied,;

sample No. 3: the ballistic foam concrete slab with a
density of 600 kg/m3, dimensions in plan 2000 x 1000 mm,
thickness 300 mm, reinforced with fiber of composition
«A», with a reinforcing layer of composite material applied,;

sample No. 4: the ballistic foam concrete slab with a
density of 600 kg/m3, dimensions in plan 2000 x 1000 mm,
thickness 300 mm, reinforced with fiber of composition «B»,
with an applied reinforcing layer of composite material.

In front of the ballistic foam concrete protective structure
model, a wooden mast was installed at a distance of 1.4—1.5 m
from the model, where a 1 kg TNT charge was fixed at a
height of 1 m from the ground level (Fig. 2a). Each slab on the
inside of the angle they form has two niches, which are located
at a distance of 1000 mm from the lower edge of the slabs
and at a distance of 500 mm from the side edges of the slabs,
with a distance of 1000 mm between them. The niches are
intended for installing dynamic pressure sensors and laying
plastic tubes for passing cables leading to them (Fig. 2b).

The sensors were located near the front surface of the test
specimens, as shown in Fig. 2a, as well as the front surface
of the reinforced concrete slab or on the back side of the
ballistic foam concrete slabs, as shown in Fig. 2b. During the
tests, a separate charge was detonated in front of one pair of
ballistic foam concrete (samples No. 1 and No. 2) and then
in front of the other pair (samples No. 3 and No. 4).

During the tests, the following were measured: dynamic
pressure (MPa, at) of air shock waves and dynamic
parameters (frequency (kHz), acceleration (m/s?)) of

A

Disruption N2 2

External sensor u NesS

Research sample Ne 3

External sensor Ne6

Research sample Ne 4

” Internal semsors 7.8 ][

External sensor’ Checkpoint
Ne 2

Research sample Ne 2

|J Internal sensors 34 ”

Research sample Ne 1

a)

Fig. 2. Model of the ballistic foam concrete protective structure element before the explosion: front view with the
placement of the TNT charge and pressure sensors (a) and the location of the sensors on the back side
of the concrete slab (b)
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vibrations of reinforced concrete slab structures protected
by experimental samples of ballistic foam concrete slabs
[5-7], when exposed to an air shock wave caused by the
detonation of an explosive; the thickness of the «sacrificial»
layer of ballistic foam concrete slabs (mm) formed on their
surface when damping shock waves.

The following measuring equipment was used to conduct

the tests:

— pressure sensors of the PS2300V5 type from the com-
pany «Dytran Instruments, Inc.» (USA), which record
the maximum pressure from the shock wave on the
surface of the ballistic foam concrete slab and on the
surface of the reinforced concrete slab (test stand) at
the time of the explosion (Fig. 3);

— equipment for transmitting signals from the sensors to
a computer and recording them;

— a scale ruler for measuring the thickness of the «sac-
rificial» layer of ballistic foam concrete slabs.

RESEARCH RESULTS AND DISCUSSION

According to the program and research methodology,
methods of mathematical and physical simulation of the
interaction of air shock waves with models of the ballistic
foam concrete protective structures were applied. As a result,
the results of calculations of the main parameters of the
air shock waves, the excess pressures that it creates and
the loads on the models of foam concrete structures were
obtained, as well as the acoustic-dynamic characteristics
of the air shock wave and their interaction with the surface
of the ballistic foam concrete protective structure and the
degree of reduction of the shock pressure on the structures
protected by the ballistic foam concrete structure were
measured [8—11].

Results of physical modeling (according to Sadovs-
ky M.A.)

For the explosion of charges from a 50/50 TG mixture
in air with normal initial conditions, the following formulas
were obtained for calculating the main parameters of the air

1/3

0.1sC731.0, 0.1k

kg
sz ’

> <AP<10
cm

2

where AP is the excess pressure at the front of the incident
shock wave; I is the pressure pulse; 7+ — the duration of the
pressure in the air shock wave in the compression phase.

The law of energy similarity in explosions consists
in the fact that the charge as a source of a shock wave is
characterized by energy E, which is proportional to the
mass of the charge C (E=CQ, Q — heat of explosion of
1 kg of explosive). Taking into account chemical losses in
explosions in relation to the specific heat of explosion allows
us to recalculate the coefficients in these formulas for the case
of any explosive. Since TNT was used in the experiments
(01=4185 kl/kg, C1=1 kg), and in the experiments [12] —
TG 50/50 (0>=4856 kJ/kg), the condition of energy similarity
will be the ratio Ernr=E1=C1Q1=Er6=FE>=C>0>. Whence
(C>,=0.862 kg. For C1=40 kg C,~34.5 kg; for C1=400 kg
Cr=344.7 kg.

Calculation according to formula (1) for the value of ex-
cess pressure on the air shock wave front for TNT charges
weighing 1 kg, 40 kg, 400 kg (TG 50/50 - 0.862 kg, 34.5 kg
and 344.7 kg) is given in Table 1. The notation in Table 1:
AP — value of excess pressure on the air shock wave front;
Ro — radius of the charge; R — distance from the center of
the charge in m for a charge weighing 1 kg of TNT (column
No. 3), 40 kg (column 4); 400 kg (column No. 5); duration
of pressure for a charge weighing 1 kg of TNT (column 6);
40 kg (column 7).

The pressure created by the air shock wave on the obstacle
is always greater at the front of this wave if the angle of ap-
proach of the air shock wave to the obstacle is different from
zero [12, 13].

When the air shock wave falls on a hard surface, the excess
pressure in the reflected wave usually increases. In the plane
wave approximation, the excess pressure in the reflected wave
P5 during direct reflection is determined by the formula [13]:

2kP1(Py - Po)

shock wave [12]: Py =P + , (3)
173 23 23 (k=DP1+(k+1)Po
AP=0.85 +3.0 R2 * S'OF’ 1=20 R’ where P is the pressure at the front of the incident air shock
(1)  wave; P, is the pressure at the front of the reflected air shock
wave; Po is the initial pressure in the air; k is the adiabatic
500
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Fig. 3. Dynamic pressure sensor type PS2300V5: photograph (a) and diagram (b)
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Table 1. The magnitude of the excess pressure at the air shock wave front and the corresponding distances in m for

charges of 1 kg, 40 kg and 400 kg

p1=Ap-103, Pa R/ Ry R, m R, m R, m T4, ms T4, MS
1 2 3 4 5 6 7
10,22 20 1 3.4 7,36 1,17
8,15 22 1,1 3,74 8,10 1,23
6,34 24 1,2 4,08 8,83 1,28
5.42 26 13 4.42 9.57 134
4,58 28 1.4 4,76 10,30 1,39
3,80 30 1,5 5,10 11,04 1,43 4,88
3,35 31,5 1,58 5,36 11,59 1,47
2,94 334 1,67 5,65 12,25 1,51

index of the air (k= 1.4 for an ideal gas). For a strong air
shock wave (P1>> Py), formula (3) gives P»=8P;. For
P1=0.458 MPa at R=28R (Table 1), P,=1.56 MPa.

A distinction is made between regular and irregular (Mak-
hov reflection). Makhov reflection with the formation of a
Makhov wave in addition to the incident, reflected waves is
realized when ¢ > ¢,,. The fronts of all waves converge to
a single point (triple point), which moves at an angle to the
reflection surface in a self-similar mode.

If the angle of incidence of the air shock wave on the
obstacle is taken into account, the formula for the excess
pressure in the reflected wave with regular reflection is a
different approach [13]:

P 7. 5., 1 TM; -1
—=—M “sin —_—=—; 4
P06 Po— o “4)
P 7 2 .2 1
;—=—M "sin - 5
P 6 1 P1 6 (5)
P2=01—0 (6)

where Mo=D1/Co— Mach number of the incident wave;
M= Mo/sin po — Mach number in the gas when passing
through the seal jump; Co — velocity of sound in the gas at
rest; po — angle of inclination of the seal jump relative to the
reflection surface; M1 — Mach number of the gas flow in the
reflected wave; 3 — angle of rotation of the gas flow through
the incident air shock wave; @1, g2, — angles of inclination
of the direct and reflected air shock wave.

Calculations using formulas (4-6) and others not given in
this section for determining the parameters M1, 9, ¢ 1, p> are
quite complex and can be used to solve specific problems
of the interaction of the air shock wave with elements of
structures and buildings. If the element of the structure or
building is located at a large distance from the charge, then
the curvature of the air shock wave front can be neglected
and formulas (1-3) can be used to estimate the excess pres-
sure and other parameters of the air shock wave action on

the obstacle. When flowing around (¢o=90°) M =My the
pressure does not change.

When detonating a charge on a hard surface, when an
air shock wave is formed in a half-space, it is necessary
to substitute a doubled charge mass into the formulas. If
the barrier is deformed and compressed, then part of the
energy goes to its destruction and the formation of an air
shock wave in it. Therefore, in the formulas for the air shock
wave parameters, it is necessary to substitute the equivalent
charge mass, which is equal to 25 C, where the coefficient
takes into account the fraction of the explosion energy that
is released into the air. For an absolutely hard barrier, 7 = 1.
The value of the coefficient 7 for some barrier materials ac-
cording to the data of work [13] is given in Table. 2.

Near the explosive charge, the law of attenuation of the air
shock wave will be different from that shown by formula (1)
[1]. At large distances from the charge, the propagation of
the air shock wave passes into the acoustic stage. Some data
for concentrated charges with spherical symmetry can be
found in [12, 13]. For cylindrical charges, see [14].

Irregular reflection occurs only if the reflection angle
exceeds approximately 40° and depends on the magnitude
of the excess pressure in the incident air shock wave. From
the point of view of the action of the air shock wave from an
explosion in the air on structures, the greatest interest is the
pressure ratio P1/ P». This value changes with the change in
the angle of incidence of the wave from go= 0° to po=90°
at a given intensity of the incident wave with the Mach
number Mo = const (or P/ Po= const). As already noted,
with direct reflection P>/ P is calculated by formula (3).
With an increase in ¢o, the ratio P>/ P; first decreases, and
then with the approach of ¢o to ¢, it becomes equal, and
for weak shock waves it is somewhat larger than with direct
reflection. When switching to Mach reflection, P>/ Py drops
abruptly to a certain value and then smoothly decreases to
P>/P1=1 at po=90°. A jump-like drop in P>/ P is observed
with strong shock waves with Po/ P1 <0.5. For weak air
shock waves, when transitioning to Mach reflection, there

Table 2. Values of the coefficient  for some barrier materials when detonating a charge on a hard surface

Type of obstacle Steel plate Reinforced Concretg, rocky Dense loams, Medlum. density Water
concrete slab soil clays soils
n 1 0,95 -1 0,85-0,9 0,7-0,8 0,6 — 0,65 0,55-0,6
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is a slight smooth increase and then a sharp decrease in
P>/ P1. In fact, formula (3) is universal for estimating the
excess pressure «from above» on structures during air shock
wave reflection.

RESULTS OF PHYSICAL SIMULATION

The results of physical simulation on an experimental
stand using visual studies using a high-speed video camera
and instrumental measurements of acoustic pressure on the
surface of a ballistic foam concrete protective structure, as
well as on the surface of a concrete structure protected by a
layer of ballistic foam concrete, showed the following. As
a result of video shooting, about 2 thousand video frames
were obtained, which allowed us to determine in detail the
features of the explosion formation from the process of its
formation to degeneration. The features of the formation of
an air shock wave, its time of existence and interaction with
protective structures were determined.

Instrumental measurements of dynamic pressure from an
air shock wave on the surfaces of the ballistic foam concrete
test specimens No. 1 and No. 2 from their front and back
sides are shown in Fig. 4a.

The measurement results show that the air shock
wave pressure on the front surfaces of the ballistic foam
concrete protective structure of models No. 1 and No. 2
is significantly higher (red and blue curves in Fig. 4) than
on the back surface of the ballistic foam concrete or on the
surface of the protected concrete wall model (green and
purple curves). This confirms that the ballistic foam concrete
protective layer of models No. 1 and No. 2 significantly
reduces the air shock wave pressure generated by the
detonation of a 1 kg TNT charge at a distance of 1.4-1.5 m
from the ballistic foam concrete structure model, on the
protected concrete wall by up to 10 times.

The results of measuring the dynamic pressure from
the air shock wave generated by the detonation of a 1 kg
TNT charge at a distance of 1.4—1.5 m from the model of
the ballistic foam concrete structure, on the surfaces of the

experimental ballistic foam concrete samples No. 3 and
No. 4 from its front and back sides are shown in Fig. 4b.

As in the case of ballistic foam concrete protective
structures models No. 1 and No. 2, significant decreases in
the pressure of air shock waves on the ballistic foam concrete
surface of models No. 3 and No. 4 on their front and rear
surfaces were observed, see Fig. 5. At the same time, the
pressure of the air shock wave was almost the same as in the
conditions of explosion No. 1 (near ballistic foam concrete
structure models No. 1 and No. 2), but the dynamic pressure
on the rear part of the ballistic foam concrete structure or on
the surface of the protected concrete wall became signifi-
cantly lower. This corresponds to the results of comparing
the indicators of dynamic pressure sensors on the front
surface of the ballistic foam concrete structure (red and blue
curves in Fig. 4b) and on the rear surface of the ballistic foam
concrete protective structure (green and brown curves). The
measurement results show that these ballistic foam concrete
structure models dampen the air shock wave even more and
the damping coefficient reaches several tens of times.

Comparing the results of calculations using formula (1)
(Table 1) with experimental data, we can conclude that there
is a satisfactory agreement in terms of the amplitude of the
air shock wave and a much worse agreement in terms of
the pulse duration (Table 1, Table 3). This difference can
be explained by different atmospheric conditions: in our
experiments the weather was rainy and the air humidity was
(90-100) %. This increases the air density. In experiments
[12] the humidity could be different. In addition, there were
several reflection surfaces in the experimental conditions:
sample No. 1 and No. 2, sample No. 3 and No. 4, soil, etc.
(Fig. 1, Fig. 2). The reflection surface itself is not absolutely
rigid, as for formula (3). It deforms and collapses during
the reflection process. Additional pressure peaks that
appeared after a certain period of time are associated with
the reflection of air shock wave from the soil base and from
the surrounding soil embankment (Fig. 4).
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Fig. 4. Shapes of pressure pulses on the surfaces of experimental samples of the ballistic foam concrete protective
structures models No. 1 and No. 2 (a) and No. 3 and No. 4 (b)
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Table 3. Parameters of dynamic pressure measurements during the fall and reflection of shock waves

Sensor Duration of Dvynamic Dynamic
Object / structure Measuring instruments . pulsed pressure ynam pressure drop
readings, mV - pressure, at .
fluctuations, ms (times)
Explosion No 1
) External sensor No. 1 288 5,285 19,2 8,1
Experimental sample No. 1
Internal sensor No. 3 35,42 5,285 2,36
. External sensor No. 2 421,9 5,285 28,12 11,9
Experimental sample No. 2
Internal sensor No. 4 35,47 5,285 2,37
Explosion No 2
. External sensor No. 5 388.9 3,339 25,93 24,7
Experimental sample No. 3
Internal sensor No. 7 15,78 3,339 1,05
. External sensor No. 6 309,8 3,339 20,65 29,5
Experimental sample No. 4
Internal sensor No. 8 10,49 3,339 0,70

Notes: * — dynamic pressure was calculated based on sensor calibration, 15 mV corresponds to 1 at.

After the blasting work, photo-fixation and measurement
of the effects of air shock waves on the surface of the
ballistic foam concrete protective structures samples were
carried out. The results of the study showed that the shock
waves from the explosions turned the relatively insignificant
upper layer of the ballistic foam concrete slabs, which is
the «sacrificial» layer, into compressed powder due to the
destruction of interpore partitions. In the plane of the surface
of the ballistic foam concrete slabs, the «sacrificial» layer
was described by an imaginary circle, which is the projection
of the explosion, with a diameter of about 1 m.

The thickness of the «sacrificial» layer decreased from
the center of the circle to the periphery, and in the center of
the circle was:

— (12—16) mm in test sample No. 1;

— (12—16) mm in test sample No. 2;

— (18-22) mm in test sample No. 3;

— (36-38) mm in test sample No. 4.

Fig. 5 presents photographs of the tested prototypes with
the minimum and maximum thickness of the «sacrificial»
layer.

Practical and scientific interests are the state of the entire
ballistic foam concrete sample as a result of weakening the
material throughout its depth by a direct wave of loading and
unloading waves. For this purpose, methods of ultrasonic
diagnostics of materials are used. A decrease in the velocity
of ultrasound in the material indicates the appearance of new
microcracks and cavities, which indicates a weakening of
the strength properties of the material.

Researches of the attenuation of air shock wave in
porous media were carried out quite widely, starting from
the 60—70 s of the last century. These researches were
carried out mainly with the aim of studying the effect of
underground and surface nuclear explosions on underground
structures and to study the dynamic properties of rocks
and obtain shock adiabats [15, 16]. In particular, in [15]
it is shown that the energy of the air shock waves E sy
in a camouflage explosion in porous salt (NaCl) with a
porosity of 2 %, 13.5 % and 20 % at relative distances
from the charge R / Ro= (1-5) decreases in relation to the
total energy Eo of the explosion by approximately 0.7 to
0.1 and less for highly porous salt (20 %). The patterns

Fig.5. «Sacrificial» layer of the ballistic foam concrete slabs after explosions: test sample No. 1, with minimum layer
thickness (a), test sample No. 4, with maximum layer thickness (b)
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of attenuation of flat air shock wave in salt samples of
different porosity as a result of impact with a flat aluminum
impactor with an impact velocity of 1.7 km/s are also close
to these patterns. The difference is only in the shape of the
attenuation curves, which is explained by the geometry of
the air shock wave front. According to these experimental
data, at relatively large distances ~(10—-100)A (A is the
thickness of the impactor, in our case, approximately the
width of the air shock wave in the compression phase) the
air shock wave attenuates 5-10 times depending on the
porosity (2 %—20 %).

CONCLUSIONS

1. The results of the semi-real-life experiment showed
that the parameters of the air shock wave from the explosion
of a reference TNT charge weighing 1 kg (pressure in the
reflected air wave) are in relatively satisfactory agreement
with the data of calculations with empirical formulas of
other authors.

2. It was determined that the dynamic pressure of the air
shock wave on samples of ballistic foam concrete decreases
on average by 8-30 times.

3. It was established that the dynamic shock pressure in
the compression wave propagating through ballistic foam
concrete, according to other authors, decreases by no more
than 5-10 times.

4. It was shown that the thickness of the destruction
zone of the ballistic foam concrete on the front side is not
more than 20-40 mm. Spalling phenomena on the back side
under the action of an air shock wave of low intensity (0.4-
0.6) MPa were not observed.

5. It was established that the most effective in terms of
protecting critical infrastructure facilities from the effects of
air shock waves are the ballistic foam concrete protective
structures of models No. 3 and No. 4, which are reinforced
with fiber of composition «A» and «B» with an applied
reinforcing layer of composite material, but at the same time,
the deepest zones of destruction of ballistic foam concrete
were observed on these models on the front side of the
protective structure.
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OIIIHKA ITAPAMETPIB ITOBITPAHUX
YIAPHUX XBHUJIb TA 3AXUCT
BIJI HUX BAJIICTUYHUM INTHOBETOHOM

Jocniooceno napamempu nogimpsiHoi yoapHoi xeuii
(I1VX) npu oemonayii cmanoapmuoeo 3apady TNT (mpo-
mun) macoro 1 ke npu nadinui ii Ha nepenonu iz baricmuy-

HUX ninobemonie yomupbox munie i oomixanni I1YX yici

nepenonu. Toswuna 3pasxig ninooemony — 300 ymm, wino-
nicmo — 600 k2/M3. [{na pospaxyuxis euxopucmano emnipuy-
Hi popmynu Cadoscvrozo M.A. Bcmarnogneno 3a008in1bHuil
3012 eKCnepuMenmanbHuxX OAHUX 3 NaApaMempami, po3paxo-
sanumu 3a opmynamu Caooecvrozo M.A. B excnepumen-
max 6yn0 nokaszano, wo amniimyoa I1YX 3a nepenonoio
i3 ninobemony 3meHuyemocs 6 cepeduvomy y 8—30 pasis.
Habnuoiceni oyinku 3a oanumu 00Caiodcensb iHuux asmo-
pie (beninckuii 1.B., Xpucmogopos b./[.) npoenozyioms
3MEHUIeHHS XGUIT CIMUCHEHHS, IKA PO3N0BCI00NCYEMBCS NO
ninobemomny, ne dinvwe, Hidic 6 5—10 pazis. B pezynomami
EeKCNepUMEeHMAIbHUX 00CI0NCEHb 0Y10 YCIMAHOBIEHO, WO
yoapui xeui 6i0 8ubyxie nepemsopuiu 6i0HOCHO He3HAYHUU
BEPXHILL WIAP NIHODEMOHHUX MU, WO € «ICEPMOGHUM» WA~
DOM, HA CNpeco8aHuUll NOPOUIOK, Yepe3 PYUHYBAHHS MIdHCNO-
PoBuUx nepe2opodok. Y niowuni nogepxui niHob6emoHHux
NAUM, «HCEPMOBHUILY WAP ONUCYBABCS YABHUM KOJLOM, U0
€ npoexyicio audyxy. Benuuuna «ocepmosnozo» wapy nino-
bemony, spyunosanozo I1YX 3 pponmanvroi cmoporu, He
nepesuwyye 20—40 mm. BiokonbHux asuuy 3 muibHoi cmopo-
HU Ha 3paszkax ninobemony npu nadinni [1YX amnaimyooio
0,4-0,6 MIla ne cnocmepieanocs. Budineno 2 munu 6anic-
MUYH020 NIHOOEMOHY 3 HAUOLIbUWL eHeKMUSHUM 2ACIHHAM
XUl CIMUCHEHHS 8 HbOMY. Ycmanosneno, wo Haubiibuw

egexmusHUMU 3 MOYKU 30PY 3AXUCMY 00 '€EKMI8 KPUMUUHOT

iHGhpacmpykmypu 6i0 Oil NOSIMPHUX YOAPHUX XEULb € Ni-
HOOeMOHHI MOOeIi 3aXUCHOI Cnopyou, AKI apMosari (iopoio
cknady «A» ma «B» 3 HaHeceHUM NOCUNIOIOYUM UAPOM
KOMRO3UMHO20 Mamepiany. Busnaueno, wjo npu ybomy Ha

YUx MOOEIAX CNOCMEPIeanucs Hauenuowi 30Hu 0ecmpyKyii

banicmuunoeo niHobemoHy 3 QPOHMAILHOI CMOPOHU 3a-
XUucHoi cnopyou.

Kniouosi cnosa: 3apso0, nosimpsna yoapHa Xeuss, 3d-
XUCHI cnopyou, niHobemow, KpumuyHa iHgpacmpykmypa,
«IAHCEPMOBHULLY ULAD.

Bioomocmi npo asmopis:

Boiitenko IOpiii IBanoBu4

JIOKTOp TEXHIYHUX HayK, podecop,
TIPOBITHUI HAYKOBUH CITIBPOOITHHK
IactutyT rinpomexaniku HAH Ykpaian
M. KuiB, Ykpaina

Bockooilinuk Bosiogumup AHatodtiiioBuy
JIOKTOP TEXHIYHUX HAYK

CTapIInii HAYKOBHH CIIBPOOITHUK

3aBimyBad Bigainy [HeTUTYTY rigpomexaniku HAH
VYkpainu

M. KuiB, Ykpaina
https://orcid.org/0000-0003-2161-6923

Boiiko BikTop BikTopoBnu

JIOKTOp TEXHIYHHX HayK, podecop
3aBiyBay Jaboparopii

Iactutyty rinpomexaniku HAH Ykpaian
M. KuiB, Vkpaina

Yenkos Irop bopucosnu

uneH-kopecnonneHT HAH Ykpainu

JIOKTOp TEXHIYHHUX HayK, Tpodecop

HavyalbHUK L{eHTpasbHOTO HAYKOBO-IOCIITHOTO IHCTUTYTY
030po€eHHS Ta BificbKOBOI TexHiIKN 30poitHnx Crin Ykpainu
M. KuiB, Ykpaina

https://orcid.org/0000-0002-4294-4152

Ocranuyk Exyapa CraniciiaBoBuu

HaYaJIbHUK BiAALTy [[eHTpaabHOrO HAyKOBO-I0CIIHOTO
IHCTUTYTy 030pO€EHHS Ta BIHCHKOBOT TEXHIKH

30poitHuX cua YKpaiHu

M. KuiB, Ykpaina
https://orcid.org/0000-0002-8095-0203

Hemuun Ognexcangp ®@eropoBuy

JIOKTOP TEXHIYHUX HayK, Ipodecop

MIPOBITHUI HAYKOBUH CIIBPOOITHHK

[acTutyTy Texuiunoi Teruodizukn HAH Ykpainu
M. KuiB, Ykpaina
https://orcid.org/0000-0001-9160-2768

€Bnomyk Imutpo BitaniiioBuu
TOJIOBHHH imkeHep [HeTuTy Ty
TexHigHO1 Teruodiznkn HAH Vipainu
M. KuiB, Ykpaina

Information about the authors:

Voitenko Yuriy

Doctor of Technical Sciences, Professor

Leading Researcher of the Institute of Hydromechanics
of the NAS of Ukraine

Kyiv, Ukraine

Voskoboinick Volodymyr

Doctor of Technical Sciences

Associate Professor

Head of Department of the Institute of Hydromechanics
of the NAS of Ukraine

Kyiv, Ukraine

https://orcid.org/0000-0003-2161-6923

O3BPOEHHA TA BINCbKOBA TEXHIKA ¢ 1(45)/2025 63



ENGINEERING EQUIPMENT

ISSN 2663-5550 (online)

Boyko Viktor

Doctor of Technical Sciences, Professor

Head of the Laboratory of the Institute of Hydromechanics
of the NAS of Ukraine

Kyiv, Ukraine

Chepkov Igor

Corresponding Member of the NAS of Ukraine
Doctor of Technical Sciences, Professor

Head of the Central Scientific Research Institute
of Armament and Military Equipment

of Armed Forces of Ukraine

Kyiv, Ukraine
https://orcid.org/0000-0002-4294-4152

Ostapchuk Eduard

Head of Department of the Central Scientific Research
Institute of Armament and Military Equipment of Armed
Forces of Ukraine

Kyiv, Ukraine

https://orcid.org/0000-0002-8095-0203

Nemchyn Oleksandr

Doctor of Technical Sciences, Professor

Leading Researcher of the Institute of Engineering
Thermophysics

of the NAS of Ukraine

Kyiv, Ukraine
https://orcid.org/0000-0001-9160-2768

Yevdoshchuk Dmytro

Chief Engineer of the Institute of Engineering
Thermophysics

of the NAS of Ukraine

Kyiv, Ukraine

The article was received by the editorial board on 04.03.2025.

64 1(45)/2025 - WEAPONS AND MILITARY EQUIPMENT



ISSN 2414-0651 (apyk)

3ACOBUN IHKEHEPHOIO O36POEHHA

UDC 351.862.2
DOI: https://doi.org/1034169/2414-0651.2025.1(45).65-74

R. M. ZHYVOTOVSKYI, Candidate of Technical
Sciences Senior Research
https://orcid.org/0000-0002-2717-0603

(Central Scientific Research Institute of Armament and
Military Equipment of Armed Forces of Ukraine, Kyiv)

CONCEPTUAL FOUNDATIONS
FORBUILDING A SYSTEM FOR
COMPREHENSIVE PROTECTION
OF CRITICAL INFRASTRUCTURE
FACILITIES FROM AIR TREATS

The main actions of the enemy deep in the country
are aimed at destroying critical infrastructure facilities.
Effective protection of important facilities requires a
comprehensive approach and officials must understand
the possible ways and methods of averting air threats to
ensure the survivability of protected facilities. The system
of comprehensive protection of a critical infrastructure
facility is designed to implement a set of measures to
reduce the likelihood of damage to the facility as a result
of air attack strikes. The article presents the results of the
analysis of the main characteristics of air attack weapons,
in particular the range and mass of the warhead. The
conducted set of studies showed low values of the effective
scattering surface of strike weapons in the radar range. The
results of modeling detection capabilities, including low-
altitude movement routes, are presented. For operation
in the interests of direct detection of air targets and target
designation for mobile fire groups, a comparative analysis
of the capabilities of small-sized radars was conducted. A
list of radio reconnaissance means for detecting air targets
and target designation for electronic warfare means is
proposed. A list of means of radio jamming is proposed as
part of the functional countermeasure subsystem. Means
of distorting the radar and optical portrait, as well as
means of masking objects of protection, are considered.
Variants of equipping the fire damage subsystem are
presented. To increase the detection range of low-altitude
air targets, it is proposed to install radar means on air
balloon platforms. The balloon equipment subsystem
can also be used to install optoelectronic and acoustic
detection means, means of radio reconnaissance and
electronic warfare. According to the results of the study,
the composition of the system of complex protection of
critical infrastructure objects from strikes by enemy air
attack means is proposed.

Keywords: critical infrastructure facility, protection
system, air attack means, detection, camouflage,
counteraction to air threats.

INTRODUCTION

During the fighting, the enemy changed the nature of the
armed struggle. Currently, the main efforts are focused on
the destruction of critical infrastructure facilities of Ukraine
(bridges, transport hubs, important industrial enterprises and
other important state facilities).

Approaches to ensuring the protection of critical
infrastructure (CI) facilities consist of implementing a
set of measures to prepare a regulatory framework [1-3],
formalizing the characteristics of air attack means [4],
forming a threat model [5], studying the revealing charac-
teristics of the facility and the enemy’s intelligence capa-
bilities, preparing proposals for improving the protection
of the facility [6], substantiating the rational scope
of measures and means of protection [7] and ways of
practical implementation of protection measures taking
into account existing experience and methodological
recommendations [8]. The enemy developed the corres-
ponding methodological approaches in the scientific com-
munity in advance [9]. Despite the sufficient elaboration,
in particular, of the regulatory framework for ensuring the
protection of critical infrastructure facilities, the experience
of deterring aggression from the first days showed a
sufficient level of competence of responsible officials only
in the field of control and distribution of financial resources.
Responsibility for implementing practical measures to
protect facilities was promptly transferred to other military
and paramilitary structures. At the same time, effective
protection of important facilities requires a comprehensive
approach and officials must understand possible ways and
methods of averting air threats to ensure the survivability
of protected facilities.

The OKI complex defense system is designed to imple-
ment a set of measures to reduce the probability of damage
to an object due to strikes by enemy air attack vehicles
(AAVs), namely cruise missiles and loitering munitions
(kamikaze UAVs). Thus, a pressing problem arises in
developing methodological approaches to organizing a
complex of organizational and technical measures aimed at
protecting Ukraine's critical infrastructure from enemy air
defenses in conditions of limited resources.

The purpose of the article was to analyze the charac-
teristics of the enemy's strike AAVs, world experience in
detecting and countering AAVs, as well as develop metho-
dological approaches to building a system of comprehensive
protection of critical infrastructure facilities.

RESEARCH RESULTS

Characteristics of AAVs

For long-range damage, the enemy most widely uses the

following air attack vehicles:

— land-, sea- and air-launched cruise missiles of the type
OM727/728/729 (Iskander complex), Kh-101, Kh-59,
Kh-69, Kh-22/32, Kh-35, 3M14 «Caliber», 3M22
«Zircony, 3M55 «Onyx»;

— ballistic and aeroballistic missiles of ground and air
complexes of the type 9IM723 (Iskander complex), type
9-S-7760 (Kinzhal complex);

— loitering munitions (kamikaze UAVs) like the Sha-
hed-131 («Geranium-1») or Shahed-136 («Geranium-2»)

type.
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Closer to the contact line, they are actively used:
— FAB equipped with universal planning and correction
modules;
— unified inter-service planning ammunition;
— anti-aircraft guided missiles 5V55 from the S-300 air
defense system (various modifications) and 48N6 from
the S-400 air defense system (various modifications).
Strike weapons carriers launch them, usually outside the
air defense system of the Armed Forces of Ukraine (Fig. 1).

The existing armament and military equipment of the
air (missile) defense of the Armed Forces of Ukraine are
focused on performing combat missions directly on the
line of contact with the enemy (Donetsk, Kherson, Kharkiv
directions) and on covering the main administrative and
industrial centers of Ukraine (Kyiv, Dnipro, Odesa, Kharkiv,
Mykolaiv, etc.) from air strikes. The length of the borders
with the enemy is about 2400 km, which determines the
unhindered passage of the ZPN into the territory of Ukraine.
The list of critical infrastructure facilities of Ukraine is ve-
ry large, characterized by hundreds of names. Therefore,

covering all critical infrastructure facilities of Ukraine
from strikes by existing forces and means is currently
complicated.

From the point of view of the ability to detect enemy
SPMs by national radar means, they are characterized by
indicators of radar visibility, the study of which is carried
out by specialists of the Central Scientific Research Institute
of Armament and Military Equipment of Armed Forces
of Ukraine based on the results of software modeling
on the software and hardware complex for modeling
electromagnetic aspects of the functioning of AMEs Ansys
Academic Research HF. The conducted set of studies sho-
wed (Table 1) that enemy SPMs are characterized by a low
value of the effective scattering surface in the radar range.

It should be noted that the application of promising
methods for detecting AAVs using multi-position passive
(semi-active) radars requires improving the methods for
studying the characteristics of radar visibility and expanding
the characteristics to bistatic or multistatic backscatter
diagrams. The effectiveness of the use of each AAVs is
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Fig. 1. Results of the analysis of AAVs capabilities

Table 1. Median RCS value [m?] of typical enemy AAVs (f=10 GHz)
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determined by a set of sensors from the control system, as
well as additional means that help counteract its destruction
or disruption of the trajectory of movement and the defeat
of the intended target.

Developing the most rational ways to counter enemy
AAVs requires improving the air strike threat model by taking
into account typical trajectory data, dynamic characteristics
of AAVs, target characteristics of heterogeneous sensors from
the AAVs, as well as by assessing the main consequences
of the regular operation of the AAVs warhead at different
indicators of target defeat accuracy.

AAVs detection subsystem

Radar detection. Radar devices are designed for early
detection of FPV approaching the protected object,
determination of their movement parameters, transmission
of received data about FPV to the control and information
interaction subsystem.

350
300 |boooo..._fightertypetarget RCS=3m")
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150 . o P
Cruise missile target
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Low RCS values lead to a decrease in the potential for
detecting AAVs by radar stations (Fig. 2).

In addition, the deterioration of the radar detection range
of the Cruise missile (CM) is due to the low flight altitude
of the missiles (Fig. 3).

Therefore, to improve the potential radar detection range,
one can consider installing the radar on high-altitude objects
(for example, towers) or on air carriers such as balloons.

The main requirements for radar detection means of
AAVs as part of the KI protection system are to ensure high
mobility, autonomy of operation and short time for transfer
to a combat (transport) position. The low-altitude nature of
the AAVs flight may require the installation of a radar trans-
ceiver unit at a height (on a mast, tactical tower or structural
elements of structures) to ensure the required detection range
or placement on a mobile base to quickly increase detection
capabilities in the most threatening directions, based on the
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Fig. 2. Results of the assessment of the potential detection range of Cruise missile-type targets compared to a fighter-
type target by the long-range (a), as well as medium and short-range (b) anti-aircraft missile system surveillance radar,
calculated using the basic radar equation
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Fig. 3. Results of evaluating the direct visibility range of the radar during flight for different antenna elevation heights
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air situation. To simplify installation and maintenance, AAVs
detection radars should, if possible, be non-rotating. Such
requirements are best met by using modern technologies
for constructing solid-state phased (digital) antenna arrays.
Possible variants of radars [10] are given in Table 2.

It should be noted that the experience of repelling armed
aggression has shown the appointment of radar facilities
as priority targets. This requires the development of
passive (semi-active) detection means. The current state
of development of the theory of construction of passive
(semi-active) radar facilities requires the improvement of
the scientific and methodological apparatus substantiation
of the tactical and technical characteristics of the relevant
means of detecting AAVs.

Detection by additional means. Additional means of
detecting AAVs:

— optoelectronic means;

— ER-means;

— acoustic means;

— means for detecting launches (including space-based)
and monitoring the flight of the CM from partner
countries.

The experience of using optoelectronic means of
detecting air targets has shown the need to improve optical
detection methods in the direction of increasing the speed of
space inspection and increasing optical sensitivity.

Increasing the effectiveness of the use of radio recon-
naissance means is advisable to be carried out on the basis
of the use of a priori data of the threat model. RF-means
provide additional target designation to both detection
means and electronic warfare means.

It is advisable to choose ER-means in accordance with
the importance of the object or group of objects and taking
into account the possible integration of data of the radio-
electronic environment. Possible options for radio-technical
reconnaissance means [11] are given in Table 3. It should
be noted that some of the above samples belong purely to
military equipment and can be functionally involved in the
performance of tasks of protection of the KI.

Joint use of radar, optical, radio and acoustic means of
detecting AAVs requires correct integration of coordinate
data on the air situation. To perform the tasks of classifying
targets and developing recommendations on rational
countermeasure options, it is advisable to use elements of
artificial intelligence. Thus, for early detection of CM when
approaching critical infrastructure facilities of Ukraine, it is
advisable to use:

— domestic and foreign means of radar and optical detec-

tion of CM;

— foreign means of radar and optical detection of CM

based on space (military and technical assistance of
partner countries);

Table 2. Variants of small-sized radars for equipping anti-aircraft defense units of the KI

Freq. Azimuth Detection range Coord. recogn. accuracy: Number .
Name cho(l;lrrilgii range, viewing area, | (RCS 0,01 m?), di ) (t)lf ft();rles Wilght’
GHz degrees km istance, m | azimuth, deg. exomedod g
ELM-2016NG Israel 1-2 360 € 10 30 0,5 60 b/r
PGSR-3i Beagle | Israel 8-12 6-345 @ 3 10 0,4 600 b/r
ELM-2026B Israel 8-12 360 @ 3,6 30 0,3 100 75
DAIR Israel 8-12 (1-4)Ux110 5 b/r 0,3 10000 1Ux27
RPS-42 Israel 2-4 (1-4)Ux90 5 b/r b/r b/r 1Ux30
RPS-82 Israel 2-4 (1-4)Ux90 10 b/r b/r b/r 1Ux58
Spexer 2000 Germany 8-12 (1-3)Ux120 4,3 b/r b/r b/r b/r
GO-12 Germany | 12-18 360 € 4 50 b/r 30 16
ACAR Turkey 12-18 10-360 @ 1,9 aly b/r b/r b/r
FIELDctrl Range | Poland 8-12 (1-4)Ux90 5 3 b/r b/r b/r
FIELDctrl Follow | Poland 8-12 1Ux20 10 1 b/r b/r b/r
A422 DRS Britain 15-17 (1-4)Ux90 2,7 60 0,5 b/r 1Ux25
PSTAR USA 1-1,4 360 @ b/r 200 2 b/r b/r
SR Hawk USA 16,4 360 4 10 0,2 350 b/r
GA9120 USA 3-33 3Ux120 2 10 b/r b/r 1Ux41
ARSS USA 8-12 360 @ 3 25 b/r 300 19
RDN-170 China 8-12 360 5 10 1 b/r b/r
Juc-2M Ukraine 36 360 @ 1 25 1 b/r 40
112L1 Bopcyk-A | Vipaina 36 360 0,3 25 1,5 b/r 5,5

Note: @ — rotational system; b/r — data is being refined.
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Table 3. Variants of ER-means for equipping anti-aircraft defense units of the KI

RF-station type Country Producer
Wolfpack 210 (WP210), WINGMAN-100 Denmark MyDefence
Drone Detection System DTS-2458 Estonia RANTELON OU
GES-210 Israel Elisra Group
AeroScope China DII
AARTOS X9-19 Rack Version Dron Detection System Germany Aaronia
RF-360RF Germany Dedrone
ARDRONIS-D, PR-100, Argus-M2, DDF119, FSH-20 Germany Rhode&Schwarz
MUROS-S Germany Elettronica Group — ELT GmbH
MSR-W Poland PIT
MUR-20 Poland WZE
Gunica PRP-25M, PRP-25S Poland PIT-RADWAR S.A.
TCI 803[S], 903[S] USA TCI INTERNATIONAL
AN/PRD-13 (V)3 USA L-3 Linkabit
KrakenSDR USA KrakenRF Inc
DroneFox, Scorpion USA WhiteFox Defense Technologies, Inc
Archon-S Ukraine Company
RPS-7 «Ingul», Kolchuga-MK Ukraine Company
ADMU-12 Ukraine Company
KVS-UIJS, AD-1 Ukraine Company
FRANEK, TINY SA ULTRA 2.0 Ukraine Company
TRC 6200-DF France Thales Land & Joint System
VERA-E, VERA-NG Czech ERA
SRTP Czech ERA
Sirius Compact, CRS-8000 Sweden Saab AB

— domestic and foreign means of acoustic detection of
CM (creation of a system of acoustic sensors);

— domestic and foreign means of radio reconnaissance of
CM.
In order to detect enemy radars early when approaching
critical infrastructure facilities of Ukraine, timely processing
of information and issuing information to the control points
of the unified state system of physical security of critical
infrastructure facilities of Ukraine, it is advisable to consider
the option of using domestic and foreign radar detection
means of radars on towers and/or balloons, which may be
the subject of further research.
Functional countermeasure subsystem.
Electronic warfare means. Reducing the effectiveness of
the use of AAVs can be achieved by electronic suppression
of radio equipment:
— radio altimeter receiving channels (CM of the type
Kh-101, Kh-59, 3M-14);

— receiving antennas of satellite navigation systems
(AAVs of all types);

— active seeker (missiles of the type 3M-14, 9M728/729,
3MS55, Kh-59, Kh-55, 9-S-7760).

The proposed list of electronic warfare means [12—-14]
is given in Table 4.

Individual EW means can be considered for installation
on an aerostat complex. However, the issue requires
additional research. The EW means listed in Table 4 can be

used mainly to counter AAVs. Countering cruise missile-
type anti-aircraft missiles currently requires improvement
in terms of EW.

Means of distorting the KI radar portrait. Means of
distorting the KI radar portrait are designed to create a false
situation in terms of radar. The subjects of counteraction are
space-based radar means, as well as radar-seeking systems.

The reduction in effectiveness is achieved by misleading
the enemy regarding the location of the most important
objects (the spatial structure of the KI), as well as by
disrupting the acquisition of the radar-homing seeker target
(missiles of the type 3M-14, 9M728/729, 3M55, Kh-59,
Kh-55, 9-S-7760) by the radar portrait.

It is advisable to install the appropriate means both
directly on the KI and near it to deform the general ra-
dar portrait of the area. The proposed list of simulators
of infrastructure objects in the radar range is given in
Table 5-6.

The direction of further scientific research is the substan-
tiation of methods for forming specified levels of radar
visibility (both reduction and increase), as well as methods
for forming false radar portraits of KI of various composition
and size).

Means of distorting the optical portrait of KI (in the
visible and infrared range). Means of distorting the optical
portrait of OKI are intended for forming a false situation in
optical terms in the visible and infrared ranges. The subjects
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Table 4. Variants of EW-means for equipping anti-aircraft defense units of the KI

Type of electronic warfare equipment Country Producer
DroneSentry, DroneGun Tactical, DroneNode Australia DroneShield
1360 C7/7 Austria EW Drone Passion GmbH
Sky Net Longbow, Recurve Max, Recurve Britain Kirintec Ltd.
L3 Drone Guardian Britain L-3 Communications ASA Ltd
SKYPERION Britain METIS Aerospace Ltd
Claw C-UAS Britain Enterprise Control Systems Ltd.
AUDS Britain Blighter Surveillance Systems Ltd.
NIGHTFIGHTER Britain Steel-Rock Technologies
Falcon Shield Britain Leonardo Airborne and Space Systems
GGJ-100-2-01 Estonia Rantelon
C-Guard DroneNet Israel Netline Communications Technologies
ReDrone Israel Elbit Systems
Drone Guard Israel Elta Systems Ltd.
Drone Dome Israel Rafael Advanced Defense Systems Ltd.
MP807 Israel Phantom Technologies Ltd.
ADRIAN Italy Elettronica Group - ELT Roma
Sky Sweeper Jordan Jordan Electronic Logistics Support Co.
Ancile Canada Allen-Vanguard
CT-4001PH, PH2 China R&R Group
ATJ6-120-20 China Action Technologies Co., Ltd
EDM4S-UA Lithuania NT Service
ARDRONIS-R, -P, (-D) Germany Rohde & Schwarz
HP-47 Germany H. P. Marketing & Consulting
XPELLER Germany Hensoldt Holding Germany GmbH
Guardion Germany Diehl Defence GmbH
HP 47, 3055T, 3962 H Germany H.P. Marketing & Consulting Wuest GmbH
MAD-DOS Poland MADDOS Sp. zo. o.
ApolloShiel [Portable] C-UAS, RFG Counter-Drone RF Gun USA, Israel ApolloShiel
ADEP Blade USA Systems & Processes Engineering Corporation
SkyTracker CORIAN / AWAIR / Small Form Factor USA CACI International, Inc.
Drone Tracker USA Dedrone
ICARUS USA Lockheed Martin
Silent Archer USA SRC, Inc.
Drone Defender USA Battelle
THTAR, THAVASAR Turkey ASELSAN
Enclave Ukraine Company
CEC-N1/N2, Cloud Ukraine Company
QUERTUS AD, Vepr, KRAKEN, KSVG-6 Ukraine Company
Fog, Contour-1/2/3, Nota-SV, Bukovel-AD,-PP,
Zahist-ALD, -AL, -AF Ukraine Company
AD2, AD2.E Ukraine Company
Tornado-4M Ukraine Company
Foil Ukraine Company
MOROK 3,4, 5; TOR; MOLOT Ukraine Company
HYMO XL,L, M, S Ukraine Company
Octave C, Note Ukraine Company
Volcano Ukraine Company
Galagaz Ukraine Company
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Table 4. (continued)

Type of electronic warfare equipment Country Producer
Ai-Petri SV Ukraine Company
Drone Defeater France SESP
Counter UAS France Thales Air Systems
CerbAir Stationary Unit France CerbAir
DRONE SNIPER France ITHPP
Airfence 7.0 Finland Sensofusion
RTX-2000X Switzerland Meritis

Table 5. Domestic samples of radar signal reflectors

Main characteristics

Length of the probing signal 6,66 sm Petal width
Imitation tool Maximum RCS values Maximum RCS Maximum RCS The main one is Side in
. . values for values for two- . . .
for triangular design ided desi ided desien (£ in a triangular | double-sided
(edge length 1 m) two-sided desigh s1ae .e31gn( acei design design
(edge length 1 m) | dimensions 3x6 m~)
Corner reflector «Corner» 8480 m2 19000 m2 6000000 m2 32 deg. 27 deg.

Table 6. Foreign samples of radar signal reflectors

Main characteristics

Imitation tool -
Maximum RCS values, m2 Petal width, deg.
100 120
Luneberg Lens 40 100
Reflector (USA) 4 90
0,1 90

of counteraction are space-based optical-electronic means,
as well as OE-GOS (missiles of the type 9IM723, 9-S-7760)
and OE-KENS (missiles of the type Kh-101).

It is advisable to install the corresponding means both
directly on the KI and near it to deform the general optical
portrait of the terrain. The proposed list and tactical and
technical characteristics of optical camouflage means are
given in Table 7.

The direction of further scientific research is to substan-
tiate methods for sufficient deformation of the optical
portrait based on the characteristics of optoelectronic sensors
of the AAVs.

Engineering barriers

Engineering barriers are designed to directly stop the
approach of the AAVs to the KI structures, as well as to
reduce the consequences of the detonation of the AAVs
warhead near the KI structures.

Due to the limited quantitative composition of anti-
aircraft missile systems, the direction of further research is to

Table 7. Optical masking devices

substantiate the possibilities of deploying air-based network
barriers based on aerostat systems on the approaches to
critical infrastructure facilities.

Fire damage subsystem

If necessary, the KI protection system can be situationally

(functionally) involved in the medium and short-range air
defense military means. The predominant composition of
the fire damage means of the ZPN, which is part of the OKI
protection system:

— anti-aircraft small arms (machine guns);

— short-range air defense systems of the ITEL-1 type
(FrankenSAM, USA), «KRAVEN» (Great Britain),
«Crotale» (France), «Avenger» (USA), SAM «Osa-
AKM», SAM «Stormer-HVM», etc.;

— MANPADS of the «Stinger», «Martlet», «Starstreak»,
«Mistraly», «Pioruny, «Igla» type;

— anti-aircraft self-propelled artillery installations of the
«Gepard 1A2», «Skynex», ZSU 23-4M-A1 (Shilka)
type, etc.;

Main characteristics
Type of camouflage kit Detection range by optical KIt Total area, Size of Application
reconnaissance means, m | weight, kg m?2 elements, m temperature range
Optical camouflage kit MKO _450C +
(Ukraine) 500 60 216 3%6 50°C
Deforming painting b/r b/r b/r b/r b/r
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Fig. 4. Structure of the complex KI protection system

Additional means

As noted above, increasing the detection range of low-
altitude anti-aircraft missiles can be achieved by installing
radar on air balloon platforms. The aerostat equipment
subsystem can also be used to install other means:
optoelectronic, acoustic, ER and EW. In addition to the
specified subsystems, the protection system should include
traditional and special equipment (equipment, anti-aircraft
defense, repair equipment, maintenance equipment, etc.).

The results of the study on the protection of the air
defense system from enemy air attack indicate that the main
areas of counteraction to the use of anti-aircraft missiles
should include:

— information collection and processing measures, ma-
nagement of the enemy anti-aircraft missile counter-
measure system;

— early detection of anti-aircraft missiles when approa-
ching critical infrastructure facilities of Ukraine;

— measures of engineering and radio-electronic support
of critical infrastructure facilities to protect against
anti-aircraft missile strikes;

— measures of fire destruction of anti-aircraft missiles.

Thus, based on the results of the study, the composition of
the complex protection system of the KI against enemy air
attack attacks is proposed, which is shown in Fig. 4.

The essence of the functioning of the defense system:
information about detected AAVs is summarized at the KI
control and information interaction point, its processing
and analysis are carried out, targeting is issued for means
of electronic suppression and fire damage, electronic
suppression and/or fire damage to the AAVs is carried out
and control of the execution of tasks to avert danger is
carried out. The specified cycle of work is carried out until
the threat of damage to the critical infrastructure object is
completely eliminated.

CONCLUSIONS

1. The results of the conducted research indicate that the
existing capabilities for protecting critical infrastructure
from AAVs strikes can be achieved by:

—improving the capabilities of detecting AAVs
by installing sensors on high-altitude objects or
balloons;

— increasing the quantitative composition of electronic
warfare (EW) means (domestic and foreign production);

— developing domestic means of functional destruction
of enemy cruise missiles using electromagnetic pulse
weapons.

2. Simultaneously with the above measures, it is advi-
sable to increase the level of protection of critical infra-
structure objects from means of destruction through a
complex of engineering and engineering and technical
measures (masking in the optical and radar ranges, creating
a false target environment, using initiative developments
to interfere with airborne radio-electronic means of cruise
missiles, etc.).

3. Work on arranging the positions of protection (defense)
means, their final composition, performance characteristics
and organization of interaction and information exchange
measures require study in relation to the object of protection,
taking into account its features.

4. The directions of further research can be defined as
the extension of the proposed approaches to small-sized
industrial facilities (taking into account their limited capa-
bilities), as well as the computational formalization of the
presented components and the study of the effectiveness of
complex protection systems of various compositions.
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KusoroBcbknii P.M.

KOHIEINITYAJIBHI OCHOBH ITIOBYIOBHA
CUCTEMHA KOMIIVIEKCHOI'O 3AXHUCTY
OB’€EKTIB KPUTUYHOI IHOPACTPYKTYPU
BIJI ITIOBITPAHUX 3ATPO3

OcCHOBHI Oii NPOMUBHUKA 62TUOUHI KPATHU CRPAMOBA-
HI HQ 3HUUEHH: 00 €KmMie KpumuuHoi inppacmpykmypu.
Egpexmuenuti 3axucm sadxiciusux 06 'ekmis nompeoye Komn-
JIEKCHO20 NIOX00Y, a Nocadogi 0coou NOGUHHI pO3YMImu
MONCIUBE CNOCOOU T MemOOU 8i08epHEHHs NOGIMPAHUX 3d-
2po3 011 3a0e3neyenHs JHCUBYHocmi 00 €Kmie 3axucmy.
Cucmema KOMNIEKCHO20 3axucmy 00’ €Kma KpumuyHoi
iHghpacmpyxkmypu npusnaiena 0.5 30IUCHEHHS. KOMIIIEKCY
3axX0018 U000 ZHUNCEHHSL IMOBIPHOCTI YPAdCeHHs 00 'ekma
BHACTIOOK YOapie 3aco0ie nogImpsaHo2o Hanady. Y cmammi
npeocmasieni pe3yibmamu anauizy OCHOBHUX XapaKme-
pucmux 3acodie nogIMpaAHO20 HANAoy, 30Kpema OaibHOCMI
0ii ma macu 6ouo6oi vacmunu. Ilposedenuil KOmMniexc
00Ci0JHCeHb NOKA3A8 HeGUCOKI 3HAYEeHHs eqheKmueHoi no-
8EPXHI pO3Cil08aHHs YOAPHUX 3aC00i8 Y padionoKayiuHo-
My Odianasoni. Ilpedcmasneni pe3yibmamu MoOeno8anHs
MOdHCAIUBOCIETN 3 BUABLEHH, Y MOMY YUCHI NPU MALO8U-
comuux mapwpymax pyxy. Ana excniyamayii 6 inmepecax
0e3nocepedHb020 BUABLEHHA NOGIMPAHUX Yinell ma yile-
BKA3AHHS MOOLILHUM B02HEBUM PYNAM NPOBEAEHO NOPIG-
HALBHUL ananiz modxcaugocmei manoeabapumnux PIIC.
3anpononosarno nepenix 3acobie padiomexniuHoi po3eioKu
0J171 BUABNEHHs NOGIMPAHUX Yilell ma Yile8KA3Y8aHHs 3a-
cobam padioerekmponnoi bopomvou. JJo ckaiady niocuc-
memu PyHKYIOHANIbHOL npomMuodil 3anponoHO8aAHO NEPeiK
3ac00i6 nocmanosku padionepewkod. Pozensanymo 3acobu
BUKPUBTIEHHA PAOIONOKAYIUHO20 MA ONMUYHO20 NOpMpenty,
a maxodc 3acoou mackysanms 06 ’exkmis 3axucmy. Ilpeo-
cmasneni apiaHmu OCHAWeHHs niocucmemu 802He8020
ypaosicenHsa. [{na 30invuients 0anbHOCmi UABNIEHH MAO08U-
COMHUX NOGIMPAHUX Yislell 3aNPONnoOHO8AHO 6CAHOBLEHHS
paodionoxayiunux 3acodieé Ha NOBIMPAHUX AePOCATHUX
nrameopmax. Iliocucmema aepocmamnozo cnopsiodicenis
MAKONC MOJCE BUKOPUCTOBYBAMUCS OJisL BCHIAHOG]IeHHSL
ONMUKO-eIeKMPOHHUX MA AKYCMUYHUX 3aC0016 BUABTICHHS,
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3ac00i6 padiomexHiuHol po36IOKU ma padioeleKmpOoHHOT

bopomsdU. 3a pezyibmamamiu NPoO8edeH020 O0CAIOHCEeHHS
3anpoNoHO8AHO CKAAOD CUCTEMU KOMNIEKCHO20 3aXUCTTY
00 ’exmie kpumuuHoi ingppacmpykmypu 8i0 yoapie 3acoois
nogimpaHO20 Hanaoy.

Kntwouosi cnosa: 06’exm kpumuunoi inghpacmpyxmypu,
cucmema 3axucmy, 3acoou NoGIMpsAHO20 HanNaody, BUAENEHHS,
MAcKy8amus, npomuois NOSIMPAHUM 3a2pO3aM.
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ANALYZING PLANAR ANTENNA
ARRAYS FOR PERSPECTIVE
AUTOMATED ELECTRONIC
WARFARE STATIONS OPERATING
AGAINST ON-BOARD RADAR
SYSTEMS OF AIR ASSAULT MEANS

We claim that regarding electronic warfare systems
there exists the problem of simultaneous providing large
bandwidth, required directivity, quality of spatial signal
filtering in interference background and resolution in
angular coordinates. It is shown that solving this problem in
conditions when computational resources are constrained
is possible on the basis of exploiting antenna arrays in the
form of Mills cross with Vivaldi elements and digital signal
processing, at the same time providing respectively small
weight and overall dimensions of antenna system. We
develop the field pattern model of planar antenna array
in the form of Mills cross that allow substantiating main
technical requirements for both receiving and transmitting
antenna systems of perspective electronic warfare systems
operating against on-board radars of air assault means.
We develop the simulation model of spatial signal filtering
under interference influence for planar antenna array in the
form of Mills cross with electronic control of antenna pattern
and digital signal processing, allowing us determining
characteristics of signal processing under interference
conditions.

Keywords: planar antenna array, antenna array in
the form of Mills cross, antenna array with digital signal
processing, antenna pattern, directivity, bandwidth
coefficient, Vivaldi element, radar system, electronic warfare
against air assault means.

INTRODUCTION

Warding off armed aggression of russian federation and
also the experience of local wars and armed conflicts of
last decades earnestly testify to decisive role of air assault
means (AAM) in reaching objectives of military operations
and armed conflict as a whole. Main types of both tactical
aviation planes and cruise missiles of armed forces of russian
federation exploit modern radar on-board weapon control

systems, surveillance, low height flight safety insurance and
navigation systems.

Actuality of developing perspective automated jamming
station for electronic warfare (EW) against on-board radar
systems is due to the necessity of providing air defence of
corps and objects in military operations of Armed Forces
of Ukraine, warding off both tactical aviation and cruise
missiles strikes and also decreasing the efficiency of enemy
air surveillance by means of jamming on-board radar
systems of tactical aviation and cruise missiles.

As domestic and foreign analogues of perspective
automated EW station operating against on-board
radar systems of AAM we consider such jamming
stations: SPN-40 (USSR, 1973), SPN-30 (USSR, 1975),
SPN-2 (USSR, 1988), SPN-4 (USSR, 1989), Krasuha-2,
Krasuha-4 (RF, 2012), Koral (Turkey, Aselsan, 2013), the
appearance of some of them is shown in the Fig. 1. Aperture
antennas (horn, reflector parabolic) are used as both
receiving and transmitting antennas of automated jamming
stations (AJS) SPN-40, SPN-30, Krasuha-2, Krasuha-4,
whereas AJS SPN-2, SPN-4, Koral exploit antenna arrays.

There are a lot of requirements that are raised to anten-
nas of modern electronic systems; among them three
requirements have decisive importance. The first one is
directivity, i.e. distribution of electromagnetic power in space
(or response on arrived electromagnetic field when receiving
the signals) according to some dependence. In some cases it
is desired to provide omni-directional property of antenna,
in others it is necessary to concentrate radiation or to receive
the signals within rather narrow angle sector, i.e. main lobe
of a field pattern of antenna system. The second and the
third requirements mean that either transmitting or receiving
the signals must provide maximal antenna efficiency, i.e.
antenna has possess first, low voltage standing wave ratio
(VSWR) and second, antenna radiation efficiency. As for
EW systems, unlike other electronic systems, providing
large respective bandwidth (BW) of frequency band (BW
coefficient, i.e. the ratio maximal frequency of frequency
band to minimal one) has an important significance, so that
BW coefficient takes values from 3:1 and greater.

Known EW stations are usually supplied with log-
periodic, spiral, biconical, discone and horn antennas
providing BW coefficients that take values 10:1, 4:1,
4:1, 3:1 and 2:1, respectively. However, simultaneous
providing contemporary requirements with respect to both
wide frequency band, large directivity and respectively
small weight and overall dimensions of antenna system is
considered to be rather problematic.

The possible way of this problem solution is exploiting
antenna arrays (including antenna arrays with digital signal
processing) based on other technological principles.

BIBLIOGRAPHY ANALYSIS

Wideband antenna arrays based on Vivaldi elements are
considered in works [1-7]. The approach to constructing
wideband antennas developed on the basis of exploiting
controlled coupled elements and also antenna arrays based
on current sheet are considered in works [8—10]. Wideband
antenna arrays with tightly coupled elements are considered
in works [9-11]. The works [12—14, 16] investigate the
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Fig. 1. AJS operating against on-board radar systems: a) SPN-30 (USSR); b) SPN-2 (USSR); ¢) Krasuha-4 (RF);
d) Koral (Turkey, Aselsan)

problems of developing planar antenna arrays in the form
of Mills cross, that allows sufficiently decreasing overall
number of antenna elements with simultaneous preserving
the required resolution in angular coordinates.

The objective of the article is first, developing the field
pattern model of planar antenna array in the form of Mills
cross on whose basis it is necessary to substantiate main
technical requirements with respect to both receiving and
transmitting antenna systems for perspective automated
EW stations operating against on-board radar systems of
AAM. The second objective of the article is developing
the simulation model of spatial signal filtering under
interference conditions for planar antenna array in the form
of Mills cross with electronic control of antenna pattern and
digital signal processing that allow determining an efficiency
of signal processing in the presence of jam influence.

RESEARCH RESULTS

Vivaldi elements for wideband antenna arrays

Modern constructions of antenna arrays based on Vivaldi
elements can provide VSWR lesser than 2 for relative
frequency bandwidth (BW coefficient) 10:1 and even
greater [1-7]. Almost ideal forms of antenna array pattern
are provided at scanning angles (with respect to aperture
normal) +50...60°. Antenna arrays based on Vivaldi
elements designed and produced commercially do not
require expensive materials to provide the aforementioned
characteristics. Furthermore, antenna arrays based on
Vivaldi elements contain in their structure the matching
devices (transformers) that makes them compatible with
widely used transmitting lines, e.g. microstrip lines.

Another name of antenna arrays based on Vivaldi
elements is tapered slot antenna (TSA). Vivaldi name ta-

kes its origin from exponentially-slotted antenna that was
first proposed in the work [4]. The development of TSA
was being accomplished rather slowly up 1990-s, when
numerical analysis methods realized by computers allow
exactly describe characteristics of antenna arrays with a
large number of elements. Just after that it was understood
that successful design of wideband antenna arrays with
electronic scanning is mainly based on modelling and inter-
elements couple control.

Antenna arrays with electronic scanning and large
aperture intended for simultaneous operating either in
some wide frequency band or in some distant rather small
frequency intervals must meet rough requirements with
respect to main antenna characteristics that can be provided
by antenna arrays based on Vivaldi elements. Arrays with
single or dual polarization can be developed on the basis
of TSA and operate within established characteristics in
far-field zone.

To provide wide scanning sector without extra diffraction
maximums of antenna array pattern in the form of relatively
large side lobes, inter-element distance has not 0.51 g,
where A gr is the wavelength at the highest frequency (HF)
of the frequency band [1]. It is also known that diffraction
theory recommends decreasing inter-element distance as far
as possible to improve the possibilities of antenna pattern
main lobe scanning.

The weight of TSA is mainly determined by the weight of
dielectric material by which is filled the space between the
elements. Maximum length of a typical element of TSA that
operates in three octaves and more is equal to 8x0.451 .
Hence one can calculate volume and weight of antenna
array.
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Fig. 2 illustrates the parameters defining TSA. All shown
geometrical parameters affect the antenna efficiency but
some common considerations can be used for improving
antenna properties: 1) inter-element distances @, b along two
coordinates x, y have to be 0.451 yr; 2) usually the longest
elements operate better at the lowest frequencies providing
the wider frequency band; 3) thickness of dielectric substrate
which is 0.1 of element width provides good results;
4) exponential parameter R, and resonator diameter Dy,
sufficiently affect the antenna properties.

Planar antenna arrays in the form of Mills cross

Planar antenna arrays in the form of Mills cross is a
union of the elements of two linear antenna arrays arranged
in two mutually orthogonal axes Ox, Oy [14]. The resulting
process y(¢) in the output of antenna array in the form
of Mills cross (Fig. 3a) is determined by the following
expression:

N M
YOy =D Wian )+ ) Whan(), (M
m=1

n=1

where a(¢), aj (t) are the received signals in the inputs
of i-th / k-th receiving element of linear antenna array
(orthogonal component of planar array), whose elements
are allocated along the axes Ox, Oy respectively; w;", wj
are weight coefficients in i-th / k-th processing channel
of antenna array, whose elements are allocated along the

axes Ox,Oy respectively; w; =Re(w;)— jIm(w;); N, M
are the numbers of antenna array along the axes Ox,Oy
respectively.

A variant of joint allocation of 8...12 and 12...18 GHz
band antenna arrays on the load-bearing slab for perspective
AIJS operating against on-board radar systems of AAM is
shown in Fig. 3b.

Field pattern (FP) F(,0) (or array factor) of planar
antenna array is determined by the following equations
[15; (2.45), (2.46)]:

dx
n—1)—
(n—1) .
M N
o |u—us)+
F(@.0)=Fo(9.0)), > wn -exp| j2m o
m=1 n=1 (m _1)_y
A
L (v—vs)
u =sin6coso; v = sin Osin @; G
us =sinB; cos @y, |vs =sin O sin @y,

where N, M are numbers of the antenna array elements
along the coordinate axes Ox, Oy respectively; dx,d, are
inter-element distances along the coordinate axes Ox,Oy
respectively; A is a working wavelength; Fo (¢, 0) is a FP of
a single Vivaldi element; ¢,,0, are FP main lobe angular
coordinates controlled electronically; w,., are complex

mn=
u]ALn

b)

Fig.2. Parameters of TSA: a) constructive parameters of the element; b) Vivaldi element field pattern;
¢) TSA of electronic support measures station TCI 903

N
e i

12...18 GHz band
antenna array

/

8...12 GHz band
antenna array

b)

Fig. 3. Antenna arrays in the form of Mills cross for perspective AJS operating against on-board radar systems:
a) common configuration within 3-D coordinate system; b) joint allocation of 8...12 and 12...18 GHz band antenna
arrays on the load-bearing slab
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weight coefficients used when realizing digital signal
processing in antenna array.

Thus, from the expressions (1), (2), we obtain FP F(¢,0)
of antenna array in the form of Mills cross:

F(9,0) = Fi(9,0)+ F, (¢,0); @)
N-1 j2n(n— N_lj
2
Fe(0.0)=Fo(9,0)- > wa-exp| 6
n=0 —~(u—uy)
A
M- 1275[’”’1 —$j
Fy(9,0) = Fo(9,0)- ) win -exp , (6)
m=0 L (v—vy)

where the variables that are present in formulas (5), (6) have
the same matter they have in the expressions (2), (3).

Fig. 4a, b illustrate the intersections of normalized
FP of antenna arrays in the form of Mills cross with the
numbers of elements that are equal to 2-65—1 and 2-25—-1
respectively. These dependences were obtained on the basis
of relationships (4)—(6) for azimuth coordinate plane. The
width of FP Fy(,0) of a single array element takes the
value 120° for both azimuth and elevation planes measured
at the level —3 dB with respect to maximum. The described
variants of antenna arrays provide antenna gains 42.3 dB and
34 dB respectively. Inter-element distance takes the value
0.5\ ur, where A r is a wavelength at the highest frequency
HF of frequency band (HF =18 GHz and 12 GHz for the

L I HEE
-3 dB G=#2.3dB

-10

=20

. Tn

40 I"I flnnn\ A A Al\nﬁ 1“ l
—m/2 0 /6 /3 (0]

a)

subbands 12...18 and 8...12 GHz respectively), so that main
lobe width of FP takes the values 1.6° and 6° respectively
measured at the level —3 dB with respect to maximum. It
should be noted that at the lowest frequency LF of frequency
band (LF =12 GHz and 8 GHz for subbands 12...18 and
8...12 GHz respectively) one can notice widening main lobe
FP up to the values 3° and 7.6° respectively at —3 dB with
respect to maximum.

One of the main function of automatic target tracking
subsystem of AJS is forming an error signal by exploiting
the method of monopulse direction finding radiation emitter,
i. e. on-board radar system of AAM. Fig. 5a, b illustrate the
intersections of normalized FP of receiving antenna arrays in
the form of Mills cross with the numbers of elements that are
equal to 2-65—1 and 2-25—1 respectively while creating
monopulse direction finding channels. These dependences
were obtained on the basis of relationships (4)—(6) for
azimuth coordinate plane. Partial FPs (conditionally left and
right) are shown by the solid and dashed lines respectively,
so that direction finding characteristic width takes the values
1.6° and 6° respectively at —3 dB with respect to maximum.

Electronically controlled main lobe of antenna array
in the form of Mills cross

Here as both receiving and transmitting arrays we suppose
exploiting antenna arrays with digital signal processing. In
the case of mechanical method of FP main lobe scanning,
the key parameters (antenna gain and FP width) provided
by the given number of the elements (2-65—1 and 2-25—1
respectively) remain quite satisfactory within the whole
frequency band of AJS (8...18 GHz) (Fig. 4, 5). In the case

G, dB

~10
50 \ f f)

i
=30
ol |11
-/2 0 /6 /3 (0]

b)

Fig. 4. Intersections of normalized FP of antenna arrays in the form of Mills cross: a) 2-65—1 elements antenna array;
b) 2-25—1 elements antenna array
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Fig. 5. Intersections of normalized FP of receiving antenna arrays in the form of Mills cross while creating monopulse
direction finding channels: a) 2-65—1 eclements antenna array; b) 2-25—1 elements antenna array
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of electronic method of FP main lobe scanning, situation
of providing these key parameters become worse. This
fact is due to widening antenna array FP width while using
frequencies that are close to LF of frequency subband
(LF=12 GHz and 8 GHz for subbands 12...18 and
8...12 GHz respectively).

Fig. 6 illustrate the intersections of normalized FP of
antenna arrays in the form of Mills cross with the numbers of
elements that are equal to 2 - 65 —1 with electronic scanning
the space in two coordinate planes. The positions of FP main
lobe in both azimuth and elevation planes are determined
by coordinates @s=—1/3; 0s= /4 respectively and shown
by the dashed line. The initial position of antenna array
FP corresponding to coordinates @s= 0; 65=0 is shown
by the solid line. In the Fig. 6a one can see that electronic
scanning is accompanied by appearing parasitic mirror FP
lobe which position is determined by coordinates ¢_=m/3;
0 =m/4, that negatively affect operating of both receiving
and transmitting antenna arrays. In order to eliminate such
a negative phenomenon it is necessary exploiting some
measures, namely, creating «zero» FP at the direction of
parasitic mirror FP lobe with ¢_=—¢s coordinate.

Fig. 7 illustrate the intersections of normalized FP of
antenna arrays in the form of Mills cross with the numbers of
elements that are equal to 2-35 —1 with electronic scanning
the space in two coordinate planes for the conditions that
are similar to ones shown in Fig. 6.

It should be noted that situations concerning FP main
lobe electronic scanning shown in Figs. 6, 7 correspond
to such conditions: FP width Fy(¢,0) (see formulas (5),
(6)) of a single Vivaldi element takes the value 120° in
both azimuth and elevation plane measured at the level

-3 dB with respect to maximum. The described variants of
antenna arrays provide antenna gain 42.3 dB and 36.9 dB
respectively. Inter-element distance takes the value 0.5A i,
where A yr is a wavelength at the highest frequency HF
of frequency subband (HF =18 GHz and 12 GHz for the
subbands 12...18 and 8...12 GHz respectively), so that FP
main lobe width takes the values 1.6° and 4° respectively
measured at the level —3 dB with respect to maximum. It
should be noted that at the lowest frequency LF of a subband
(LF=12 GHz and 8 GHz for the subbands 12...18 and
8...12 GHz respectively) one can notice widening main lobe
FP up to the values 5.1° and 9.8° respectively at the level
—3 dB with respect to maximum.

Eliminating parasitic mirror FP lobe in the case when
main lobe position is determined by coordinates @s=m/3;
0s=m/4, shown in Figs. 6a and 7a for antenna arrays with
2-65-1and 2-35—-1 elements, by creating «zero» FP at the
direction of parasitic mirror FP lobe with coordinate —¢s is
realized on the basis of the known relationship [15; (2.45),
(2.406)]:

Fe(9,0) = F(9,0)]p, =7 F(©—=¢_,0)|g,=0, (7

where F¢(¢,0) is corrected FP of antenna array; F (o, 6)|¢.x -0
is initial FP (without steering angles: ¢; =0; 6, =0);
F(o, 9)|gDv is FP as ¢, # 0 without compensation of recei-
ving in the direction of parasitic mirror FP lobe (see Fig. 6a
and 7a); v is the level of parasitic mirror FP lobe; ¢ is the
direction of parasitic mirror FP lobe: ¢ = —@;.

Fig. 8a,b illustrate the resulting corrected FPs F; (o,0)
(see formula (7)) for antenna arrays in the form of Mills
cross with electronic scanning in azimuth plane (FP main
lobe ¢s=—m/3) and suppressing parasitic mirror FP lobe
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=
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Fig. 6. Intersections of normalized FP of antenna arrays in the form of Mills cross (2- 65 —1 elements) with electronic
scanning: a) in azimuth plane (FP main lobe ¢s=—-m/3); b) in elevation plane (FP main lobe 0s=n/4)
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Fig. 7. Intersections of normalized FP of antenna arrays in the form of Mills cross (2-35—1 elements) with electronic
scanning: a) in azimuth plane (FP main lobe ¢s=—n/3); b) in elevation plane (FP main lobe 0,=m/4)
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Fig. 8. Intersections of normalized FP of antenna arrays in the form of Mills cross with electronic scanning in azimuth
plane (FP main lobe @s=-m/3) and suppressing parasitic mirror FP lobe (¢-=m/3): a) array with 265 —1 elements;
b) array with 2-35—1 elements

(p—=m/3) with number of elements that are equal to 2- 65 —1
and 2-35—1 correspondingly. The corrected FPs Fc(o,0)
are shown by solid line, whereas FPs F(o, 9)|(px without
compensating reception at the direction to parasitic mirror
FP lobe are shown by dotted line.

Spatial signal filtering under interference conditions
in wideband antenna array in the form of Mills cross

Consider the problem of spatial filtering a narrowband
useful signal that is solved by a wideband antenna array
in the form of Mills cross (Fig. 3a) consisting of 2NV —1
elements (where N is an odd number). We investigate an
antenna array with aratio f;,,x / fiin Maximum to minimum
frequencies of processed signals that belong to the interval
fmax / fmin €[1.1,2.0].

Let a;"” (¢) be an additive mixture (see formula (1)) ob-
served in the input of i-th element of antenna array ortho-
gonal component (x or y) consisting of useful signal s(¢), L
complex narrowband interference signals u; (¢), each of them
is coming from /-th point emitter, and complex quasi-white
Gaussian noise 7n(¢) with zero mean:

L
a (1)=s (t)+2u1,i(t)+ni =

I=1

=s(t,m5)exp _jznﬁi(i_N-i-l)Sines C?S(ps N
Jo o 2 sin @ ®

f;i(i_NH

L
] . cos @y

+ t,0;)exp| —j2n— sin© +

Z”l( 1) Xp( j2n 5 ) I{Sin(Pl}j

1=1 Joo
+ n; (Z)
wheret =t, =to+m-At; m=0,1,...,M —1; At is asampling
interval of the signals; s;(7) is the useful signal s(¢) observed
in i-th channel of antenna array; wy = 27fs = const, f is a
carrier frequency of the useful signal s(¢); (85, ¢s) are the
directions of arrival of the signal s(¢); (6;, ¢;) are the directions
of arrival of the interference signal u; ; (t); ®; = 27f; = const,
J11s a carrier frequency of the interference signal uy,; (¢) re-
ceived in the i-th channel of antenna array; the frequencies
{f1} of the signals {u;(¢)} and the carrier frequency f; of the
useful signal s(7) are different and distributed in some inter-
val: fl,f? € [_fmin,(fmax], fO < fmin, .f;nax /f;m'n € [11,20] ’
ni(t) = nf (t)+ j-n; (t) is a noise observed in the i-th chan-
nel of antenna array, j = J-1; M{u; (t)ur(8)} =0, [ #k;
M{n;(t)n;(t)} =0,i# j; M{*} is the symbol of mathemati-
cal expectation; M{(nf (£))*} = M{(n{ (t))*} =D, / 2, D,is a

variance of quasi-white Gaussian noise 7;(f) with zero mean;
d is inter-element distance of antenna array, d = 0.5\,
where A is the wavelength corresponding to the minimal
frequency of the processed signals fo < fmin.

The resulting process y(#) in the output of signal proces-
sing unit of antenna array in the form of Mills cross
consisting of 2V —1 elements (see Fig. 3a) is defined by
weighted sum of delayed signal copies «; (¢) in the receiving
channels [15; (10.17)], [16; (61.2)]:

N K-l
2= D [ a (=AM + ) -al (1= AL (9)
i=1 k=0
wheret =t,, =to +m-At; m=0,1,...,M —1; Atis a sampling
interval of the signals; a;"” (¢) is the received signal in the
input of i-th receiving element of antenna array orthogonal
component (see formula (8)); w; x is weight coefficient in the
i-th processing channel in the output of £-th delay element;
Wik = Re(wir)— jIm(wix); Ag is a value of signal delay in
the output of k-th delay element, Ay—o =0, Ay < Aks1; Kis
a number of delay elements in each channel.

According to spatial filtering algorithm (9), on the basis
of observations ¢;*” (¢) in the input of i-th antenna array
element (8) it is necessary to form M x2N input signals
matrix

a; (to)

a; (1)

ay (to)

ay ()

ay(to)  af (to)

ay(t) af (n)

>

a=lan |-

alx(tM_l) af\,(tM_l) aly(thl) a]{,(thl)

including signal samples a;*” (¢) and their delayed on A
copies, so that the resulting matrix involving these matrices
takes the following form:

A=|An|=augment(Ao,A,..., Ak 1); (10)

A :"am,["; A():a; am,i =di (tm AV )a (103.)

where augment (A,B,C,...) is the function that returns
an array formed by placing matrices A,B.C,... left to
right; t=tm=to+m-At; m=0,1,...M—-1; i=1,2,...,2N;
k=0,1,....K—-1;1=1,2,....2N-K; Ag=0 =0, Ak <Agi1.
Thus, matrix A has a size M x(2N -K), where M is a
number of temporal samples of the signal ;(¢) used in
processing; 2N — 1 is a number of elements of antenna array
in the form of Mills cross; K is a number of delayed elements
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in each channel. Then the estimator ﬁa of correlation matrix
R, that is formed on the basis of observations (8) has the
size 2N -K)x(2N -K):

R, |

a
R,

:%H(A<’>)TF , (1)

where r=1,....2N-K; c=1,...,2N-K; A<° is a vector
formed on the basis of c-th column of the matrix A (10);
A<°” is complex conjugate to A““”; M is a number of tem-
poral samples of the signals a;” (¢) used in signal processing.

Antenna array operating on the basis of minimum
variance criterion provides optimal solution for vector of
weight coefficients w in the following form [15; (3.117)],
[17; (61.18)]:

o -1
w:[wl,...,sz.K]T = Rq EEGS, ) : (12)
E(0s, £:)"RZ'E( 0, f)
E (8,95, fs) =stack[ (8,95, f),
e(eS:(pS: ﬁ-)‘eXp(—jZTCfs-Al),... 5 (133)

ey €(05,05, f5)-exp(—j2nfs - A k-1)]
e(0s,¢ 5, fy) =stack( ex (05,95, f5), € (65,05, f5)); (13b)

_ ﬂnQi(,-_N +1)
foho 2

€x,y (eSa(Psy /{Y) =|exp COS Qs
sines{ ) 5}
sinQ s

» (13¢)

where ﬁa is the estimator of correlation matrix R, (11) of
the observations; e(6s, @ 5, f5) is vector of complex spatial
harmonics (steering vector) as a function of angles of signal
arrival (65, 5) and carrier frequency f; of the signal s(¢);
ex (05, 5, f5), €, (05, @5, f5) are the vectors of complex
spatial harmonics for orthogonal components of planar
antenna array in the form of Mills cross; E (6s, @5, f5) is
a modified vector of complex spatial harmonics (steering
vector); stack (A,B,C,...) is the function that returns an
array formed by placing matrices A,B,C,... top to bottom.

The considered algorithm (9)...(13) is illustrated by
an example that is realized by simulation modelling this
algorithm.

Example. Assume that in the inputs of wideband planar
antenna array in the form of Mills cross consisting of
2-35—1 elements we observe an additive mixture (8) con-
sisting of the useful signal s(7) coming from the direction (0,
¢s)=(n/4,—m/3), interference signals u1(¢), ua(t), us(?), ua(t),

z(7)

_0.5u3(7) . _—s(D)

a)

us(?) arriving from the directions (01, ¢1)=(2n/9,-37/8);
(02, ©2) =(4n/13, n/10); (03, @3)=(n/3,37/14); (B4, @4) =
=(3n/7,7n /18); (05, ©s)=(2n/5, -3 1 /14) correspondingly
and also uncorrelated quasi-white Gaussian noise 7(?), that
affects in the receiving channels of antenna array. Inter-
ference signals u1(#) and ux(#) are amplitude-modulated
and frequency-modulated jams respectively; interference
signal u3(f) is a radio-frequency pulse with rectangular
envelope and uncorrelated interference signals wu4(t), us(f)
are quasi-white Gaussian noises. Signal to k-th interference
ratios in a single i-th receiving channel of antenna array
take the values that are equal to 0.25; 0.25; 1; 0.05; 0.05
respectively. Signal to noise ratio takes the value 30 dB.
Signal to resulting interference ratio took the value — 10 dB.
The frequencies of received interference signals as well as the
frequency of useful signal are distributed in some interval:
[ fmin, fmax]> 0 < fmin, fmax / fmin ~1.5; inter-element dis-
tance of antenna array is equal to d = 0.5\¢, where Ao is
a wavelength corresponding to minimal frequency of the
processed signals fo < fmin. The signal delay values Ax
in the receiving channels (9) are chosen to be equal to
A =0;1A1;3At;4A1;5A¢t, At =1/ (2 fmax ). The number of
samples M of signals a;” (¢) used in processing is chosen
to be equal to M = 1024.

Fig. 9a,b illustrate estimates z(¢) = §(¢) of useful signal
s(?) that are formed according to spatial filtering algorithm
(9)...(13) based of correlation matrix estimator (11), so
that the results are shown for the cases of both mechanic
and electronic scanning FP main lobe respectively. The
difference in signal processing within the framework of
general algorithm (9)...(13) lies in the fact that while
controlling mechanically the antenna array is considered to
be adjusted for the direction of arrival of useful signal so
that the vectors of complex spatial harmonics ex (85, ¢ 5, f5),
e, (05,95, f5) figuring in the formula (13¢) are unitary:
e (05,05 £) = [L1..,117, e (65,05 f) = [L1,...,1]".
Coefficients of interference suppression for the first and
the second variants of signal processing took the values
K.=40...45 dB and 35...39.4 dB respectively. Here
coefficient of interference suppression is defined as the ratio
K.=101g(D; / D[z(t)— s(¢)]), where Dy is a variance of re-
sulting interference, D = i D, D;is a variance of [-th inter-

I=1
ference; D[z(¢)—s(¢)] is a variance of a noise component

of the process z(¢) in the output of signal processing unit.
Both figures illustrate the position of pulse interference u3(¢)
that is shown twice smaller in amplitude. As one can see

z(7)

~0.5ub(D)

b)

Fig.9. Estimates z(¢) = §(¢) of useful signal s(¢) that are formed according to spatial filtering algorithm (9)...(13) in
planar antenna array in the form of Mills cross consisting of 2-35—1 elements for the cases:
a) mechanic scanning FP main lobe; b) electronic scanning FP main lobe
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from the figures, amid the same interference environment,
antenna array that is adjusted for the useful signal receiving
(steering vectors from (13c¢) are unitary) provides better
spatial filtering (~5 dB) than array with electronic scanning
the space.

CONCLUSIONS

1. Solving the problem of substantiating contemporary
requirements for AJS operating against on-board radar
systems of AAM concerning simultaneous providing wide
frequency band, large directivity and small both weight
and size parameters is possible by exploiting wideband
planar antenna arrays built on the basis of new technological
principles, namely, basing on exploiting new wideband
elements for antenna arrays and also digital signal processing
in both receiving and transmitting antenna arrays.

2. Main types of wideband planar antenna arrays built
on new technological principles that can be exploited when
developing perspective EW stations, are antenna arrays
based on Vivaldi elements.

3. Providing wide frequency band, high quality of spatial
signal filtering amid interference influence, high directivity
and required resolution over angular coordinates while
minimizing a number of antenna array elements and hence
minimizing the required calculation recourses, is possible on
the basis of antenna arrays in the form of Mills cross with
Vivaldi elements and digital signal processing.
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IMono A.O., Teepaox.ioos B.B.,
Binodoponosa JI.B.

AHAJII3 MOXKJIMBOCTE# BUKOPHCTAHHS
MJIAHAPHUX AHTEHHHUX PEIIITOK
Y HIEPCIEKTUBHHUX 3PA3KAX TEXHIKH
PAJIOEJTEKTPOHHOI BOPOTHEU
3 BOPTOBUMH PAJIOJTIOKAIIHHAMH
CHCTEMAMH 3ACOBIB OBITPSTHOT O
HANALY

CmeepOocyemocs, wjo 01s cucmem padioenekmpoHHol
bopombbu xapakmepha npobrema 00HOYACHO20 3a0e3ne-
YeHHs 3HAYHO20 OIana30Hy poOoOUUX Yacmom, NOMpiOHUX
Koeghiyicnmy Hanpaeienoi 0ii, skocmi npocmoposoi Ginb-
mpayii cueHanie Ha OoHI nepewkod i po3Pi3HIBATbHOT
30amHocmi no Kymosux koopounamax. Iloxazyemocs, ujo
supiuierts yiel npobiemu npu 0OMeNHCeHUX 00UUCTIOB8AIb-
HUX Pecypcax MOXCIUBO UWAAXOM 3ACMOCYBAHHS AHMEHHUX
Peuimox 3 yugposor obpoOKoio CusHalié y udi Xxpecma
Minnca na enemenmax Biganvoi, npu yvomy 3abe3neuy-
10MbCa 8IOHOCHO HeBeNUKl Maco-2abapummui NOKA3ZHUKU
anmenHoi cucmemu. Pospobneno mooens diaepamu Hanpas-
JleHOCmi NAAHAPHOI AHMeEeHHOT pewimKky y 8ueisadi xpecma
Minnca, na ochogi siKoi 0OOIPYHMOBAHO OCHOGHI MEXHIYHI
Xapakxmepucmuxu 00 NPULUMAIbHUX | NepedasaibHUX aH-
MEHHUX CUCeM NepCneKmusHUX 3acobié padioenekmpo-
HHOI 6opomvoU 3 bOPpMOsUMU PAOIOTOKAYIIHUMU CUCTe-
Mamu 3acobié nogimpano2o nanaody. Pospobneno mooenw
npocmoposoi gpinempayii cuenanie Ha oui nepewroo ous
niaHapHoi anmeHnHoi pewimku y euensaodi xpecma Minica 3
eNeKMPOHHUM COCOOOM YNPAGLIHHIL 20JIOBHUM NPOMEHEM
diazpamu HanpasieHocmi ma yugposeor 06POOKOI CUeHA-
71i8, HA OCHOBI K0T BUBHAYEHO XAPAKMeEPUCMUKU 00pOOKU
KOPUCHUX CUCHATIB 8 YMOBAX BNIUBY NEPEUKOO.

Knwuosi cnoea: nianapna anmenna pewimka, aH-
meHHa pewimka y euensoi xpecma Minica, anmeHnHa
pewimka 3 yugposorw obpobKow cucHanlie, diazpama
HanpasieHocmi, Koegiyicum nanpasienoi 0ii, Koepiyicnm
wupoxocmyzogocmi, eremenm Bisanvoi, padionokayiina
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MPAKTUYHI ACMNEKTHA
PO3roPTAHHA BEJIMKUX
MOBHUX MOAEJIEN

B JIOKAJIbHUX MEPEXAX

Y cmammi po3anadaromeca npakmuy4Hi acnekmu pos-
20pMAHHA 8eUKUX MosHUX Modeneli (LLM) y nokaneHux
Mepexax 0519 06pobKu KoHpideHyitiHoT iHgopmayii. Aemo-
pu aHanizyrome mMoxnugocmi ¢ppetimeopkis, maxux Ax LM
Studio, Ollama, Anything LLM ma Koboldcpp, y pi3Hux cue-
Hapisx apximekmypu knieHm-cepsep. Ocobusy ygazy npu-
0if1eHO (hyHKUYiOHAIbHUM OOMEXeHHAM, MexXHIYHUM HIOAH-
CaM HAnawmysdaHHsA, a Makox egpekmusHocmi U 6e3neuyi
BUKOPUCMAHHA cucmem 0/15 8UpilleHHA 3a80dHb y 8iliCbKO-
8ili ma Haykosil cgepax. 3okpema, onucaHo KombiHauito
¢petimeopkie Anything LLM ma Ollama, aka 3a6e3neyye
iHmeepauito 3 6azamu 3HaHb Yepe3 mexaHi3m Retrieval-
Augmented Generation (RAG), 00380/1a104U Op2aHizysamu
3axuujeHy 06pobKy OaHUX y JIOKA/IbHOMY cepedosuUi.

BuknadeHo nepesazu apximekmypu Ha 6a3i ppetimeop-
Ky Koboldcpp, wo niompumye kacmomisayito modeneli ma
iHmezpauiro 3 GPU 0518 npuckopeHHs obuucneHb. Po3aens-
Hymo npobnemu, AKi 8UHUKAIOMb NPU BUKOPUCMAHHI LM
Studio 0ns cmeopeHHs cepeepHOI iHpacmpykmypu yepe3
obmexeHy (yHKuioHaneHicms APl ma cknadHowi 3 Hana-
wmysaHHAM docmyny. Hazonowyemeca, wo onmumasie-
HUM 8U6OPOM 0718 JIOKAIbHO20 po320pmanHA LLM y kni-
€HM-cepaepHili apximekmypi € noeOHaHHs Anything LLM

AK iHmepghelicy kopucmysadya ma Koboldcpp Ak cepgepHoi

nnamgopmu. Taka cucmema 3abe3neuye 2Hy4Kicme, eKo-
HOMilo pecypcig i 8UCOKY 3axuwjeHicme OaHUX, U0 OCo-

671UB0 8AXIUBO 0718 3dCMOCY8AHL Y Chepi HaUioHANbHOT

6e3neku.

Kniouoei cnoea: nokansHi 8enuki MosHi modesi, 06-
pobKa KoH@iOeHyiliHOI  iHopmayii, KnieHM-cepsepHa
apximekmypa, ¢pelimeopku LLM, nokaneHa mepexa,
Retrieval-Augmented Generation, 6e3neka OaHux, Hana-
wmyeaHHA cepeepis.

BCTYII

3amporoHoBaHa B [ 1] 3arajbHa KOHIICTIIISI 3aCTOCYBaHHS
JIOKaJIbHUX BeNMMKHUX MOBHUX Mozeneld (LLM) tury GPT-40
[2] Ta O1 Bix OpenAl [3] mast 00poOKU KOH(IACHITIHHOT
iH(pOpMaIii TOCUTh IPOCTO PEaNi3y€eThCs IPH PO3TOPTaHHI
LLM 3a gonoMororo creniaabHux GpeiiMBopKiB THIry LM
Studio [4], Ollama [5] ta in. Ix mocnminna excrmyarauis,

IIPOBEJICHA aBTOPAMU B IHTEpEeCax TEXHIYHUX MEPEKIaIiB,
MiJrOTOBKH 3BITIB 1 BUKOHAHHS 1HIIMX 3aBlaHb y cdepi
PO3BUTKY 030pOEHHS Ta BIHICHKOBOI TEXHIKH, 3aCBITUMIIA
CBOKO €(DEKTUBHICTE.

Cuenapiii, konu noctyn kopucryBada 1o LLM 3niiic-
HIOETHCS 0€3 BUKOPUCTAHHS CEPBEPHUX CIIPOMOXKHOCTEH
(peliMBOPKIB, € HAFOUTBII JOCTYITHUM JIIsSI BTUICHHS. Jero
CKJIaJHIIINM CTa€ BapiaHT cepBepHOro goctymy 10 LLM,
SIKHH OTpeOye EBHUX MONIEPE/IHIX HAlAIITyBaHb, OTHAK B
pexumi Localhost #oro 3a6e3neuyrors Maike BCi 3a3Ha4eH1
¢peiiMBopky. HioaHCH BUHUKAIOTH, KOJIH JUIsl TIO{OJIaHHS
00MEXEeHOCT1 00YNCIIOBAIIBHUX PECypPCiB KOHKPETHOTO
KOMIT FOTEpHOT0 00JIaTHAHHS TOTPIOHO PO3HECTH Y MPOC-
TOpi KopucTyBaua i cepBep 3 LLM B pamkax jokainbHOT
Mepexi 3 oprasizauieto focrymy 10 LLM 3 kiIi€eHTChKHX
tepMiHaiiB. Kpim npobiem aaMiHiCTpyBaHHS JIOKAIBHOT
MEpexi, y TAKOMY BHIaJKy BUHUKAIOTH I 1HII NPaKTHYHI
MIUTAHHS, OCKLUIBKY, SIK BUsiBHIIOCA, He Bci LLM-(peiimBop-
KI MOXYTb OyTH 3aJlisiHi JIst peastizarii Takoi apXiTeKTypu.
OxkpiM (QyHKIIIOHATEHUX OOMEKCHB, IOJJATKOBOIO CKJIAIHI-
CTIO € CYMICHICTb Pi3HHX (pEHMBOpPKIB, OCKUIBKU HE BCI 3
HUX HIITPUMYIOTb apXiTeKTypy KIIIEHT-CEPBEP Y JIOKATEHUX
Mepexax, 110 BUMarae TeCTyBaHHS 1 IepeBiPKH MOXKIIMBOCTI
B3a€EMOJII1 M)XK HIMHU Y BUOpaHOMY CIieHapii.

Mera cTarTi noysArae y 10CiiPKeHHI 0COOIMBOCTEH Po3-
TOPTaHHS JIOKAJIbHAX BEMKHX MOBHUX Mozeneit (LLM) st
00poOku KoH(iAeHIIHHOT iH(OopMAaIIiT 3 aKIIEeHTOM Ha pi3Hi
apXiTEeKTypHI pilIEHHs Ta IHCTPYMEHTH peairizauii. 30kpe-
Ma, CTarTs Oyae 30cepe/pKeHa Ha aHai3l CleHapiiB, KoJu
noctyn 10 LLM 371ilCHIOETECS B paMKax KIIIEHT-CEPBEPHOT
apxiTeKTypH y JIoKallbHil Mepexi. OcobnuBa yBara mpu-
JIUIATHMETBCS TIOPIBHSIHHIO MOXJINBOCTEH (PpeiiMBOPKIB,
takux sk LM Studio, Ollama, Anything LLM [6] Ta iH., B
KOHTEKCTI X 3aTHOCTI IMiATPUMYBATH BilIaICHUNA JOCTYII
10 LLM, a Takox po3misily TeXHIYHUX HIOAHCIB, 110 BUHH-
KalOTh IIPH X BUKOPHUCTAHHI IS 3a0€e3MeCUeHHS HaliIHHOCTI
Ta Oe3nekn 0OpOOKH JJaHUX.

APXITEKTYPA «KJIIEHT-CEPBEP»

HA OCHOBI KOMBIHAIIIT ®PEHMBOPKIB

ANYTHING LLM TA OLLAMA

EdexruBanil iaxix s posropraHas JokaabHuX LLM
3 MOXKJIMBICTIO BiTQJIEHOTO MOCTYIY 0 HUX B JIOKAJIBHIN
Mepexi MmoJsrae y BUKOPUCTaHHI KOMOiHAIl1 ppeiiMBOPKiB
Anything LLM [6] Ta Ollama [5] y crieHapii KiieHT-cepBep.
Ha puc. 1 mpeacTaBneHo 3aranbHy apXiTeKTypy TaKol CHCTe-
MH, III0 BUKOPHCTOBY€E KoMOiHaIifo (hpeiiMBopKy Anything
LLM ra cepepnoi miardpopmu Ollama mist posropranas
LLM y KJi€HT-CEepBEPHOMY CEPEIOBHIINI 3 JOIaTKOBOIO
migTpuMioro Retrieval-Augmented Generation (RAG) [7].
ApXIiTeKTypa CHCTEMH TOiJICHA Ha KiTbKa (DYHKITIOHATBHIX
OroKiB: anapaTHe 3a0e3MedeHHs Ta MepexkeBa iHppacTpyk-
Typa, mporpamMHe 3abe3medeHHs, a TakoX Moxyinb RAG,
SIKHFH 3a0e31edye iHTerpariiro 3 6a3aMu 3HaHb Ta KOH)11eH-
LiAHIX TOKYMEHTIB.

AmaparHe 3a0€3MeUeHHS Ta MepekeBa iHPPACTPYKTY-
pa BkiodatoTs cepBepu Ollama, ocHareHi mpomnecopaMu
(CPU) Ta rpadigammu nporecopamu (GPU) mns 3a6e3me-
geHHA ehekTuBHOI pobotn LLM. CepBepu miaKIIOYEH] 10
nokanbHOT Mepexi (LAN), mo 103BoJIsI€ aBTOPU30BaHUM
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KOpHCTYyBadaM OTPUMYBATH AOCTYII 10 cucTeMu. s mij-
BUIICHHS PiBHS O€3MEKN BHKOPHCTOBYETHCS CETMEHTAITiS
MEpEKi, 0 3a0e3MeUye 130JIS11iF0 PI3HIX KOMIIOHCHTIB CHC-
TEMH Ta KOHTPOJIIOE TOCTYI MK HUMH.

[Iporpamue 3a0e3meueHHs MPEACTABICHO iHTEpdeiicom
KOPHCTyBaua, sIKHi peaizoBaHo 3a JIOMOMOToto (pelimBop-
Ky Anything LLM, 110 3a6e3medye B3a€MOIII0 KOPUCTYBadiB
3 mogemutio LLaMa-3.1-8B [8]. Intepoeiic no3Bossie Koprc-
TyBadaMm, sKi MPAIOI0Th Ha pOOOYHX CTAHIIISAX, HAICHIIATH
3anutu 10 LLM Tta qucraHuiiiHo oTpUMyBaTu pe3ysibTaTH
00pOOKY BiIOBITHIX 1HCTPYKITIH.

Juist 30epiraHHs JaHUX BUKOPHCTOBYETHCSI CXOBHUINE HA
OCHOBI IIBHJIKICHMX HakomuuyBadiB SSD, sike rapanrye
IIBUAKAN TOCTYT 0 HEOOXiTHIUX (aiiiB. 3a moTpedu, A
pobotu 3 monemumo LLaMa-3.1-8B mMoxyTb OyTH BUKOpH-
CTaHi (ppeHMBOPKHU TMHOOKOTO HaBUaHHS, Taki sk PyTorch
ta TensorFlow, amst 3a0e3mneueHHst e()eKTUBHUX OO0UHCIICHB
Ta nqoHaB4anHs LLM Ha TOKyMeHTaX KOpHUCTYyBadiB.

Retrieval-Augmented Generation (RAG) Bxitouae mMo-
IyJTb IHTETpallii, sSIKuit 3a0e3mneuye B3aemoiro moaeni LLM
13 30BHIITHIME 6a3amu 3HaHb. MexaHi3M nomyKy (Retriever)
BUKOPHCTOBYETHCS JUIsl OTPUMaHHSI PEJIeBaHTHOI iHpopMartii
3 3arajbHOi 0a3u 3HaHb 00 MepCOHATBHOI 0a31 3HAHB, STKa
MOXe MICTUTH crieriudiuHy iHopMmarlliro, HeoOXiqHY JUIs
OLTBIII TOYHOTO KOHTEKCTHOTO aHanidy [7]. Lle mo3Boisie
MOJIeIi TeHepyBaTH OiNbII peeBaHTHI Ta OOTPyHTOBaHI
BIJINIOBIJIi HA 3aITUTH KOPUCTYBaviB. Takuii miaxim 103BOJISIE
opraHi3zyBaT 00poOKy KOH]ineH oI iHpopMmarrii, 3a6e3-
NeYyIO4YH TP [[bOMY PHYUKICTb B YIIPABJIiHHI JIOCTYIIOM Ta
MaciTaboBaHicTh cucTeMH. Po3misiHEMO AeTaibHimIe, sIK
MOYKHA HaJIAIITYBaTH Ta IHTErpyBaTH 3a3HadeHi GppeimBop-
KM JUISL JOCSITHEHHS i€l MeTH.

CepBepHa 9acTHHA CHCTEMH Tependadae po3ropTaHHs
Ollama, mo BignoBinae 3a nokaiabHy podory LLM, Bu-
KOPUCTOBYIOUH pecypcu cepsepy, 30kpema GPU Tta CPU,
Juist epeKTUBHOT 00poOKH 3anmuTiB. CepBepHa KOMIIOHEHTA
JIOZIATKOBO HAJIAILITOBYETHCS 32 JONOMOI0I0 (hpeiiMBOPKY
Anything LLM, 1110 103B0OJISI€ YIIPABISATH MOJEILTIO, 00p0O0-
JISITH 3aIIMTH Ta BiIPABIIATH BIAOBIII KITIEHTaM Ha OCHOBI
rpacdigaoro inTepdeiicy. KopuctyBadi oTpuMyrOTh JOCTYIT
1o LLM uepe3 KIIi€HTChKY YaCTHHY, SIKa I IKITI0YAETHCS 10
cepBepy 3a JOIIOMOTOI0 JIOKAITEHOT MEpEeXki, BHKOPHUCTOBYIO-
un [P-anpecy cepBepa Ta BU3HAYECHUI TOPT. 3aIIUTH Bif KJIi-
€HTIB BBOJISTHCS Yepe3 AiaoroBuii intepdetic yaty 3 LLM,

o inTerpoBanuii 10 Anything LLM. Jlani ueit ¢ppeiiMBopk
BHUKOHY€E (DYHKIIIi MapIIpyTH3allii, 3a0e3medeHns Oe3neku ta
nepenadi 3anuty 710 Ollama, sika 0OpoOIsie X, BUKOPHUCTO-
Byfoun LLM, i moBeprae BiAmoBigs kiieHTam. Bzaemomis
MK KJTIEHTOM Ta CEpBEPOM MOXKe 31ifiCHIOBaTHCS Y (hopmaTi
JSON, 110 103BOJISI€ JIETKO 0OPOOISATH T2 BHKOPUCTOBYBATH
OTpYMaHi JIaHi B aBTOMaTH30BAHUX TPOIIeCcaXx.

3a3HaueHa apXiTeKTypa Mae HU3KY NepeBar, OCHOBHOIO
3 SIKUX € 3a0e3MeYeHHs OE3MeKH, OCKITBKH cucTeMa (PyHK-
LIOHYE B JIOKAJIBHIHM Mepexi, 1110 1301110€ aHi BiJ [HTEepHeT,
T IBUTIYIOYH 3aXHUCT KOHDiAeHiHOoT iHpopMarii. Buko-
pucranns Anything LLM cnupaeTtbest Ha LeHTpallizoBaHe
YIIPaBIIiHHS CUCTEMOIO, 110 CIIPOLIYE KEPYBaHHS JOCTYIIOM,
MOHITOPHHT aKTHBHOCTI Ta MacIuTaOyBaHHs. 30KpeMa, MOXK-
Ha BiJ1ajieHo rnepeMukarucs 3 oxniei LLM Ha inmry 0e3
motpebu nepesamycky Ollama-cepsepy.

PosmisiHyTa apxiTekTypa KIliEHT-CepBep Takoxk 3ade3rie-
Yy€ MaclITaboBaHICTh CUCTEMH IIISIXOM JIOAABAHHS HOBHX
MOBHHUX Mojenel Ha cepBep Ollama, ge KOXHUN KITIEHT
(kopucTyBa4) Ma€ AOCTYH JO0 PI3HUX MOBHUX MOJIENCH,
TP EOMY BCi BOHH MOXKYTh TIpaIffoBaty 3 pisauMu LLM
(puc. 2).

CyTTeBo, 1m0 omepariitHa cuctemMa Windows moryckae
TaKOX MOMIIMBICTB 3aIyCKy KiJIbKOX PI3HHUX CEpBEpIB
Ollama oxHOYacHO, KOKHOMY 3 SIKUX MPU3HAYA€ETHCS CBIN
IP-anpec. e 103BOMNSIE€ PO3AUTNTH KOPUCTYBAYIB 32 Pi3HIMHI
MOBHUMH MOJIEJISIMH  JICIIO TIPUCKOPIOE POOOTY KIIBKOX
3 HUX MOPIBHSIHO 3 BHUITAJKOM CYMICHOTO OCTYITY KiJTbKOX
KJIIEHTIB JI0 OIHOTO CepBepa.

BopmHouac, omHUM 3 BUKJIMKIB € HEOOXiTHICTh HAJIAIITY-
BaHHS JIOKAJILHOT MeperKi IS 3a0e3MeUeHHS JOCTYITy CepBe-
pa 7St KITI€EHTIB, 1110 MOYKE BUMaraTi eBHUX 3HaHb Y chepi
MEpEeKeBOTO aaMiHicTpyBaHHS. [IpONYKTHBHICTS CHCTEMHU
TaKOX 3aJICKUTh BiJ] TOTYKHOCTI CepBEPY; OCKIIbKU Yy pasi
HeJloCcTaTHOCTI pecypcis, Hanpukiaan, GPU, MoXyTh BUHH-
KaTu MMOMITHI 3aTPUMKH B 00pOOIIi 3aITUTiB.

Jlyist yCIiniHOro BIPOBaJKEHHSI OIMCAHOI apXiTeKTypH
HE0OXiTHO MPOBECTH ii TECTYBaHHSA 3 METOIO OIIHKH ITPO-
JYKTUBHOCTI CHCTEMHM Ta BHUSBJICHHS MOXJIMBUX BY3bKHX
Micib. 30KpeMa, K 3’scyBasiocs, ocoonuBicTio Anything
LLM € HEeMOXJIHMBICTh Mepenayi Jisl aHai3y MYJIbTHMO-
nmanpHit LLM, nanpuknan, LLaVa [9], 300pakeHs, SKII0
BOHH TIOTIEPEIHBO HE PO3MIILeH] y crierianbHii 6a3i JaHuX.
Ha puc. 3, 4 mpoeMOHCTPOBaHO €TaIH ITiIKIIOYEHHS KO-

AmnapaTHe 3a6e3neYeHHS Ta MepexXeBa iHppacTpyKTypa

CermeHTaLis Mepexxi ——Jp» JlokasibHa Mepexa (LAN)

KopucryBadi Ta po6odi cTaHIiii

KopucTyBaui

(ABTOpM30OBaHi cniBpobiTHUKM) N T epp————

> (Anything LLM)

Po6oui cTaHuil
(MpucTpoi kopucTyBayis)

Cepsepu Ollama
(CPU & GPU)

.y

CxoBuule AaHux
(SSD)

IIporpamsue 3a6e31n

_—-——""

DpeMBOPKM rNBOKOro HaBYaHHS
(PyTorch, TensorFlow)

—» Mogesnb LLaMa-3.1-8B

etrieval-Augmented Generation (RAG)
Moaynb iHTerpauii RAG — MexaHism nowyky — P 3arasibHa 6asa 3HaHb

(Retriever)

T

MNepcoHanbHa 6asa 3HaHb

Puc. 1. TunoBwuii BapianT poszropranus jokansHoi LLM Ha npuknani ykpaiHomoBHOI Bepcii Llama-3.1-8B
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[ ollama_llsma_server.cxe
[3) ollama_llsma_server.cxe 77681 ME
e Proc 1% $792 M6

e BT . £ Rt = TSR
& B Komanauti pazox - ollama run llama2-uncensored:Tb

£\ UnsavedChanges Cancel

INSTANCE SETTINGS Agent Skills

© AlProviders
RAG & long-term memory

@ Admin

View & summarize documents
@ AgentSkills

Scrape websites
¢ Customization

3 Tools Generate & save files to browser

Generate charts

Contact Support

Prit it
rivacy & Data Web Search Enable your agent to be able 10 leverage SQL to answer you questions by connecting to
various SQL database providers.

SQL Connector
Your database connections

£ Custom Skills + NewSQLconnection

Noimported skills found
Leamn about agent skills in the AnythingLLM Agent Docs.

. 3. TligxntoueHHs: CUCTeMH KepyBaHHs 023010 JJaHuX y HajamrtyBaHHsax AnythingLLM

A Unsaved Changes Cancel

SQL Server

Connectionname
mysql
Database user Database user password

admin root

Server endpoint

192.168.30.193

Database

[ mysql

Puc. 4. Bubip cuctemu kepyBaHHS 023010 TaHUX Ta MiAKIIOYSHHS 10 CepBepy 0a3u JaHUX
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pHcTyBaya /10 cepBepy Takoi 0a3u JaHUX i HaJIAIITyBaHHS
SQL-kiieHTa, Mo iHTerpoBaHUi y cepemoBumie Anything
LLM, mig notpebu KOHKpeTHOro 3aBaanHs. [licis npose-
JICHHS TIATOTOBYMX POOIT KOPHCTYBAY MAa€ MOKIIUBICTD HAI-
CHJIATH 3aruT 10 0a3u JIaHuX, BUKOpHUCTOBYIoun SQL-KJIi-
€HTA, [P IIbOMY BAXKJIMBO NPABUIBHO HAJIAIITYBATH 3aIInT,
100 BiH BiAMIOBiAaB CTPYKTYpi 0a3u JaHUX Ta 3a0e31edyBaB
JIOCTYI JI0 TOTpiOHOTO 300pakeHHs. [Ticns BianpaBiIeHHs
3amuty MynstuMmonansHa LLM LLaVa Bukonye fioro aHami3
1 CTBOPIOE OIKC UM aHAJI3ye JeTaii 300paKeHHs 3riIHO 13
3aBIaHHAM KOpHCTyBava. Ha puc. 5 HaBeeHO puKIia] TeK-
CTOBOTO OIHCY, OTPUMAHOTO MiciIst 00poOKH 300paskeHHs, Ha
sIKOMY BinjaneHo posropuyTa LLaVa ycnimHo po3mizHana
00’€KTH, CIIeHy Ta KOHTEKCT 300pa’keHHS, 10 T03BOJISIE
IHTETpyBATH 11l IaHI B TOAAJBIINI aHaTi3 uu 3BiTH. Takuit
T IX 17 OCOOTMBO KOPUCHUH [T 3aBIaHb, ¢ HEOOXiTHO aB-
TOMaTH3yBaTH MPOIEC OTPHUMAHHS OITHCY BEJIMKOT KUTBKOCTI
300pakeHb, IO MICTATHCS Y CICIiaTi30BaHuX 0a3ax MaHWX,
JlaraceTax, Mpe3eHTallisIx TOIIO.

B mporueci TecTyBaHHS i MOBCSK/IEHHOTO BUKOPHCTaH-
HS HEOOXiTHO 3aCTOCOBYBATH CHCTEMY MOHITOPHHTY Ta
JOKYMEHTYBaHHS Jii JUIsl BYACHOTO BHUSIBIICHHS TIPOOJIEM 1
MIPOBEJICHHS ayauTy Aoctymy. JloryBaHHs npoueciB GpyHK-
nionyBanns cepsepy Ollama BinOyBaeThest B daiiiax Kope-
HEBOI TeKH cepBepy (puc. 6). B Hili 3a gornomororo GyHKIil

CA Anything LLM

+ New Workspace

what'sinthe photo?

what'sin the phot...

+ NewThread

«Viewlogs» MoxxHa mobauntu ¢aiinm 3 moramMu y hopmari
* tXt, 3MICT SKHX BiIKPUBA€ETHCS 3a JOMOMOTOIO CTaHIapT-
HOTO 3aCTOCYHKY Ieperisily TeKCTOBUX (aiiiiB (puc. 7).

J10 OCHOBHUX HEOIIKIB OITUCAHOTO ITiIXOAY MOXHA BiJI-
HECTH BIJCYTHICTB JIETAILHOTO OIHKCY Ipolecy poOoTH
pI3HMX MOBHHX Mojeneil Ha cepBepi renepanii Ollama.
30Kpema, TOCHTh ITOBEPXHEBa 1H()OPMAIIIs, SIKa MICTUTBCS Y
BKa3aHUX JIOTaX, HE JJO3BOJISIE OLIHUTH HIBUIKO/IIFO KOHKpET-
HuX LLM y TOKeHax 3a CeKyHIy, pO3MipH 3allUTiB KOPHUC-
TyBauiB Ta o0csru Bianosineit LLM y tokenax. Takox 1o
HENIOJIKIB MOYKHA BITHECTH Te, IO cepBep reHepartii Ollama
BUKOPHCTOBYE JiniiIe oiliiiHi MOBHI MOJIEII, SIKi HEOOX1HO
3aBaHTaXyBaTH 3 MopTaiy ollama.com, 1o yckiiaiHioe npo-
ec Kactomizarii MOBHHUX MOZEJIE Ha OCHOBI TEXHOIOTIHA
TIOHUHTY [9].

B minomy 3k, y BilicbKOBi# cepi 3ampornoHoBaHa KOM-
Oinamis ¢peitmBopkiB Anything LLM ta Ollama moxe
e(PeKTHUBHO 3aCTOCOBYBATHCS JUIsl 00POOKH PO3BidyBab-
HUX JIaHWX, aBTOMaTu3allii GopMyBaHHs 00MOBHUX HaKa3iB,
CTBOPEHHS 3BITIB 1 MAITPUMKH ITPUHHATTS PILICHD Y PEKUMI
peansHOTO Yacy [10, 11]. Iarerpamis Anything LLM sax
KJIIEHTCHKOTO iHTEep(deiicy 3 MOKIMBICTIO HaJIAaHHS JOCTYITY
4epes JIOKaJbHY MEPeXy KOMaHIHHX ITyHKTIB, IITa0iB Ta
YCTaHOB 3a0€3MCUUTh MYJIBTHMOIIBHUI CEPBIC /ISl KOMaH-
JMPIB i aHATITHKIB, JT03BOJISIIOUH IM OIIEPATUBHO 00OpOOIISITH

The image shows a person wearing military-style gear, which includes a camouflage uniform, helmet, geggles, and
holding what appears to be arifie. In the background, there's a wall with an insignia onit, suggesting this could be a
military base or training facility. There are no texts visible in the image.

(]

Send amessage

0 Dead

Puc. 5. Pesgymprar omucy 300paxkenHs 3a qormomororo LLaVa v.1.5

Ina's Jata sminer:;m Tun Pozmip

serverlog 30,00.2024 1515 TeKCTORMIA ACKYM... 241 KB
app.log 30.08.2024 11:33 TexcTosuit AoKyn... 1Kb
app-2.log 30.09.2024 11:09 TekcToBUI AOKYM... 3 KB
server-2.log 30.09.2024 11:08 TekcTosWi ACKYM... 51 Kb
B server-4.log 30.09.2024 8:27 TexcTosuit ACKYM... 43KB
app-4.log 27.09.2024 15:45 TekcToBMI AOKYM... 1Kb
server-5.log 27.09.2024 15:40 TekcToBuA ACKYM... 158 Kb
app-5.log 26.08.2024 1:07 TekcToBMI AOKY ... 2KB
upgrade.log 25.09.2024 23:46 TexcTosuid AoKyM... 253 Kb
2] config.json 05.08.2024 9:46 ®aiin JSON 1KB

_| updates 25.09.2024 21:48 Manka paiinis

Puc. 6. Jlor-aiinm Ha cepsepi Ollama

O3BPOEHHA TA BINCbKOBA TEXHIKA ¢ 1(45)/2025

87



INFORMATION SYSTEMS

ISSN 2663-5550 (online)

Qaiin Pegarysarna Qopmar Burnsa  Josiaka
‘tine=2024-09-30T11:32:35.339-07:00 level=INFO 5uur‘ce—lugg1ng £0:50 msg="ollana app started”

tine-2024-09-30T11:
tine=2024-09-30T11: 1432-07:00 level-INFO source-server. go.lll msg="started ollama server with p
time=2024-09-30T11: .432-07:00 level=INFO source=server.go:123 msg="ollama server logs C:\\Users
time=2024-09-30T11: .275-67:00 level=ERROR source=eventloop.go:123 msg="failed to show menu: Pop
time=2024-09-30T11: .114-07:00 level=INFO source=logging.go:50 msg="ollama app started"
time=2024-09-30T11:46:12.149-07:00 level=INFO source=server.go:176 msg="unable to connect to server"
time=2024-09-30T11:46:12.149-07:00 level=INFO source=server.go:135 msg="starting server..."

=loggi ailed to rotate log" older=
.155-07:00 level=INFO source: tarted ollama server with p
.155-07:00 level=INFO sour 1lama server logs C:\\Users
.102-67:00 level=WARN source=updater.go:77 msg="failed to check for update:
:48.475-07:00 level=WARN source=updater.go:77 msg="failed to check for update:

time=2024-89-30T11:
time=2024-89-30T11:
time=2024-10-04T06:
time=2024-10-04T06:

2024/09/30 11:32:37 routes.go:1153: INFO server config env="map[CUDA_VISIBLE_DEVICES: GPU_DEVICE_ORDINAL: HIP_VISIBLE_DEVICES: HSA_OVEI
time=2024-09-30T11:32:37.635-07:00 level=INFO source=images.go:753 msg="total blobs: 30"
time=2024-09-30711:32:37.636-07:00 level=INFO source=images.go:760 msg="total unused blobs removed: 0"

s @ app-4.og: noxror
[ serverlog Qaiin  Pegaryeanns Oopmar Burnsg [Josiake
B applog ‘time=2024-@9-27T15:45:50.019-07:00 level=INFO source=logging.go:50 msg="ollama app started”
B app-2log +time=2024-09-27T15:45:50.081-07:00 level=INFO source=server.go:176 msg="unable to connect to server"
i time=2024-09-27T15:45:50.081-07:00 level=INFO source=server.go:135 msg="starting server..."
<29 +time=2024-09-27T15:45:50.114-07:00 level=INFO source=server.go:121 msg="started ollama server with pid 3164"
senver-Alog +time=2024-09-27T15:45:50.114-07:00 level=INFO source=server.go:123 msg="ollama server logs C:\\Users\\dv\\AppData\\Local\\Ollama\\server.log"
app-4.log
[E server-5.10g @) serverlog: Bnokror
[El app-5.og Qaiin Peparysarna Gopmar Burnsa [osigca
[ upgradelog
77 configjson
ipdates
7 app.log: Baoxsor - o X

637-07:00 level=INFO source=routes.go:1200 msg="Listening on 192.168.30.193:911 (version 0.3.12)"

638-07:00 level=INFO source=common.go:49 msg="Dynamic LLM libraries” runners="[cpu cpu_avx cpu_avx2 cuda_vil
638-67:00 level=INFO source=gpu.go:199 msg="looking for compatible GPUs"

646-07:00 level=INFO source=gpu.go:347 msg="no compatible GPUs were discovered"

646-67:00 level=INFO source=types.go:107 msg="inference compute” id=8 library=cpu variant=avx2 compute="" dri

37 | 200 | 0s | 192.168.30.193 | HEAD

38 | 200 |  848.208lms | 192.168.30.193 | POST " /api/pull”
53 | 200 | Os | 192.168.30.193 | HEAD e

53 | 200 | 65.5593ms | 192.168.30.193 | POST " /api/shou”

431-07:00 level=INFO source=server.go:103 msg="system memory” total="63.5 GiB" free="54.0 GiB" free_swap="62.
432-07:00 level=INFO source=memory.go:326 msg="offload to cpu" layers.requested=-1 layers.model=29 layers.off:
466-07:00 level=INFO source=server.go:388 msg="starting llama server” cmd="C:\\Users\\dv\\AppData\\Local\\Proj
468-07:00 level=INFO source=sched.go:449 msg="loaded runners" count=1

468-07:00 level=INFO source=server.go:587 msg="waiting for llama runner to start responding”

469-07:00 level=INFO source=server.go:621 msg="waiting for server to become available" status="1lm server err
build=3670 commit="4dc7409e" tid="19728" timestamp=1727721173

| n_threads=32 n_threads_batch=32 system info="AVX = 1 | AVX_VNNI = @ | AVX2 = 1 | AVX512 = @ | AVX512 VBMI =
listening | hostname="127.0.8.1" n_threads_http="63" port="49957" tid="19728" timestamp=1727721173

d meta data with 30 key-value pairs and 255 tensors from C:\Users\dv\.ollama\models\blobs\sha256-ddeSaa3fc5Ff:
ng metadata keys/values. Note: KV overrides do not apply in this output.

o: general.architecture str = 1lama
1: general.type str = model
2: general.name str = Llama 3.2 3B Instruct
3: general.finetune str = Instruct
4 general.basename str = Llama-3.2
5: general.size_label str - 38
6: general.tags arr[str,6] = ["facebook”, "meta”, “pytorch”, "llam...
7 general.languages arr[str,8] = ["en", "de", "fr", "1t", "pt", "hi", ...
8: 1lama.block_count u32 =28
9: 1lama. context_length u32 = 131072
10: 1lama.embedding_length u32 = 3072
31 1lama. feed_forward_length u32 = 8192
Pa 12, cten 68 100%  UNIX (LF}

Puc. 7. Bigkputi mor-daiiam poboTH cepBepy Ta MOBHUX MOJelNeit

pizHOMaHITHY iHpOpMariito [12—14] Ta mpuitmatu oOTpyH-
ToBaHi pieHHs. [Ipy 1iboMy /TS ATPUMKH HaliITHOCTI Ta
AKTYaJIbHOCTI CHCTEMH BaXKJIMBUM € PETyJIsipHE OHOBJICHHS
mozeneir LLM, ¢peiiMBopKiB Ta cuctem Oe3nexu Jist 3a-
Oe3meyeHHst CTIMKOT 3aXUIEHOCT] JaHUX.

APXITEKTYPHI PIIIEHHS
«KJIIEHT-CEPBEP» HA OCHOBI
®PEIHMBOPKY KOBOLDCPP

[HITMM MOXKJIMBUM BapiaHTOM apXiTeKTYpH i30Jb0BaHOT
cucremu 3 JokainbHO LLM € 3actocyBaHHs (hpeiiMBOpPKY
Koboldcpp [15].

[porpamue 3a6e3neucHns Koboldcpp 6a3yerhes Ha Tex-
Houorii llama.cpp 1 Bkimodae API st 6inpimnoi cymicHOCTI Ta
po3mMpeHnx QYHKIIH, TaKKUX SIK OaraTo(yHKIIOHAIBHIH KO-
puctysatpkuii intepdeiic (KoboldCpp Web Application), 1o
HiATpUMY€e poOOTY 3 TOCTITHUMY CIIEHAPISIMHE, IHCTPYMCH-
TaMH pelaryBaHHsI, @ TAKOXK PI3HUMU (QYHKIISIMU TTaM’sITi.

B xonTexcTi posropranss Koboldcpp y kimieHT-cepBepHiit
apXITEeKTYpi CIIiJI BKa3aTH, [0 CEPBEPHA YaCTHHA 3a3BUYal
PO3TaLIOBYETHCS JIOKAIIBHO, 1110 I03BOJISE 1HIIMM KOPHCTYBa-
YaM y JIOKaJIbHIN Mepesxi ITiIKITF0YATHCS JI0 Hel K KITi€EHTaM
yepe3 BKazaHy TOUKY JocTymy. Po3poOHuku dpeiiMBopKy
Koboldcpp mpomonytoTs roTOBI GiHapHI (hailau A1 TaKuX
wiardopm, sik Windows, Linux Ta MacOS, 110 poOuTh #0ro
3pYYHUM JUIsI BUKOPHCTAHHS Ha Pi3HHUX ONepaLiiiHuX cHCTe-
Mmax. 3amyck Koboldcpp MoxauBwHii six 4epes rpadiguuii
iHTepdeiic, Tak i yepe3 KOMaHAHUI PsJIOK, 3a0e3MeUy0uH
THYYKICTP SIK JJISl IOYATKIBI[IB, TaK 1 U JOCBITYEHUX KO-
pucrtyBadiB. Taka apXiTekTypa Ha/la€ MOXKIJIMBICTh PO3TOPHY-
TH cepBep Ha TokaapbHOMY Komir fotepi (localhost) i HamaBa-
TH KJIIEHTaM y MEpPeKi IOCTYII 10 (pyHKIIIil MOBHHX MOJIEIICH.

s mpuckopenns odunciens Koboldepp miarpumye Bu-
kopucranus GPU, 3okpema CUDA st NVIDIA Ta CLBlast
st AMD rpadiunux kapt. Kpim 1iporo, peaiizoBaHa Mox-
JIMBICTB NepeHeceHHs mapis obunciens Ha GPU, 1o 103Bo-
JIsI€ 3HAYHO MPUCKOPUTH Yac BUKOHAHHSI 3aB/IaHb, X04a IS

IIbOT0 NOTPiOHO MaTH Oinbie mam’sTi B GPU. Biamosiganii
MEeXaHi3M HaJIAIITOBYETHCS 32 JOTIOMOTOI0 KOMaH]I, TaKUX
sk ‘--usecublas’ gt CUDA-mpuckoperHs, Ta '--gpulayers’
Juist BUOOPY KUTBKOCTI 1apiB, ki 00pooisitorhest Ha GPU.

VY KkIli€eHT-CcepBEpHOMY peXHMi cepBepHa yacThHa Ko-
boldcpp 3amyckaeTbes 13 3aBaHTaXKEHOK MOBHOIO MO/IEII-
mo (Hanpukiag, komanaa koboldepp.py [ggml model.
bin] [port]"). KoprucTtyBadi ab0o KITi€HTH MiAKITIO9AIOTHCS 10
cepBepa uepe3 BKaszaHy TOUKY JOCTYITy (HampHukia, "http://
localhost:5001"), o n03BOIISIE 320€3MEUNTH IHTCPAKTHBHY
B3a€EMO/II10, SIK 1€ TPOJIEMOHCTPOBAHO Ha MPEACTABICHOMY
Ha pHC. 8§ 300paKeHHi.

I'padiunnii inTepdeiic Koboldcpp minTpumye pizui
pexxuMu aiainory, Taki sk «Instruct Mode», 1mo mo3Bosie
KOPUCTYBayaM BBOAUTH 3alIUTH OE3II0CEPEIHBO B TEKCTO-
BE TOJIE 1 OTPUMYBATH BIAIOBI/I Bif MOBHOI Mozedi. [Ipu
boMy LLM MOXXyTh BUKOHYBATH Pi3HI iHCTPYKIi, MO1iOHO
10 CIIeHapiiB 00pOoOKH TaHUX, SKI PO3TIISIAIOTHCS B apXiTEK-
Typi cucremu JokaabHux LLM [1].

IaTepdeiic kopucTyBada Takox MiCTHTH KHONKH «Con-
text», «Back», «Redo», «Retry» Ta «Add Img» mis miz-
TPHUMKH 1HTEPaKTUBHOT POOOTH, BKIFOYAIOYH MOXKIHBICTb
JI0/IaBaHHsI 300paXKeHb JJIsl PO3MINPEHHS KOHTEKCTY. Taka
(GYHKLIOHATBHICTh MOXKE OyTH KOPHCHOIO B apXiTEKTypi,
1€ KIIIEHTH HaJCUIIAIOTh 3alIUTH IO CePBEPHOT YACTUHU IS
00poOKu iH]opMarii, 30Kkpema, P BUKOPUCTAHHI MYJIBTH-
MOJAIIbHUX MOJIETICH, 1110 MOXKYTh ITPALFOBaTH 3 TEKCTOM Ta
300paKCHHSIMU.

Iarerpanis Koboldcepp 1o kitieHT-cepBepHOI apXiTeKTypH
JIO3BOJISIE BUKOHYBATH 3aBIaHHS, sIKi Oyiu ommcadi B [1], a
came: neHTpaizoBane ynpasiinas LLM, 3a0e3nedeHus
3axuUCTy iHpOpMAIlii, a TAKOK PO3MHUPECHHS (PyHKITIOHATb-
HUX MOKJIMBOCTEH CUCTEMH JUIsi pOOOTH 3 PI3HUMU THIIAMU
IaHUX (TEKCT, 300pakeHHs Tomo). Hampuxiran, Ha puc. 9
MPOJIEMOHCTPOBAHO BapiaHT 3allyCKy areHTHOI MOBHOI MO-
neni [16] s onmucanoi B [ 1] 3agavi reHepartii Koy miarpa-
MH TIPOIIECIB.
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[ % KoboldAlLite x 4+
C localhost

New Session Scenarios Save / Load Settings

Welcome to KoboldAl Lite!
You are using the models koboldcpp/smol-llama-101m-chat-v1.q2_k.
You're using the custom KoboldAl endpoint at http:/localhost:5001.

Instruct Mode Selected - Enter a prompt below to begin!
Or, load a JSON File or a Character Card here.
Or, select a Quick Start Scenario here.

Context Back Redo Retry Add Img

KoboldCpp
1.75.2

¥ EnterSends gg Allow Editing

Submit

& 23°C Mostlycloudy  ~ ENG

Puc. 8. I'padiunuii intepdeiic Koboldepp

New Session  Scenarios  Save/Load  Settings

a CREATE an diagram of stages:

1. Anything LLM (client)
2. Ollama (server)
3. Local LLM

mermaid
graph TD
A[Start] --> B[Client: Anything LLM]
--> C[Send Request to Server]

D[server: Ollama]
-> E[Process Request]
F[Return Response]

G[Client]
H[Local LLM]
I[End]

Retry Add Img

KoboldCpp
1.75.2

@ EnterSends g Allow Editing

Generate
More

Puc.9. Ilpuxiaz 3ammycky areHTHOT MOBHOI MOJIEN JUIsl TeHepallii Koy JliarpaMu mpoLeciB

Taxum uuHOM, Koboldepp moxe Oytn epexTnBHUM iH-
CTPYMEHTOM Y paMKax JIOKaJIbHOI apXiTeKTypH JUisi 00poOKH
koH(]iAeHIiHHOT iH(hopMarlii, 3a0e3medyoun MOKIUBICTh
BUKOPHCTAHHS BEJIMKMX MOBHHX Mojiejeil 6e3 HeoOXia-
HOCTI MiAKIro4eHHs 10 [HTepHery. s neranbHOro Hana-
ITyBaHHs (PPEHMBOPKY CIIiJ| BAKOPUCTOBYBATH CIELialIbHI
rapaMeTpH, BUOIp SIKMX Tiepes0aueHnit y MeHIo iHTepdeicy
Settings (puc. 10). Kpim Toro, 11t BUKOHAaHHS THIIOBUX
3aBIaHb JOIIFHO OOMPATH TPEAYCTAHOBIICHI THITOBI CIIC-
Hapii (puc. 11).

Po3misiHeMo iani mpoTecToBaHi aBTOpamMu KOMOiHaIii
Koboldcpp 3 inmmmMu dperimBopkamu. Lle Mmoxke OyTu pea-
JII30BaHO fK 32 IOTIOMOTO0 Opay3epHOro iHTepdeiicy, Tak i
Yyepes Crelliaii3oBaHi JoIaTKy, HAJIAIITOBAHI /IS B3a€MOIIT
3 Anything LLM. Ik Bxe 3a3Ha9anocs, BAKOPUCTAHHS Ta-
KUX IHCTPYMEHTIB, sik Anything LLM, cripourye B3aeMozito
KOPUCTYBaYiB i3 CHCTEMOIO, MOJIETIIYIOYH JOCTYI KiJIbKOX

pOOOYMX CTaHIIIH 10 CEPBEPHOI YACTUHH 3 PI3HOMAHITHUMHU
(YHKLISIMU, TAKIMH K aHaJIi3 TEKCTiB a00 IHTepaKTHBHI
Oecimu 3 3acTocyBaHHAM TexHOIOTii RAG.

Komb6inanis ¢peiimBopkis, 1e Anything LLM Bucrynae B
podi inTepdeicy I yIpaBIiHHS 3aIIUTAMH Ta KOMaH/IaMH,
a Koboldepp — sik oGuucmoBanbHUi OEKeH]I, 1110 albTep-
HaruBHMH Ollama, Hajla€ MOXKIIMBICTH CTBOPUTH JIOKAJIBHY
CHCTEMY IUTYyYHOTO IHTETIEKTY 3 IINPOKUMHU MOMKIIUBOCTSIMH.
[Ipu npomy BraeThest 06iiiTn oomexenns Ollama mono
MIPUAATHUX 0 BUKOPUCTAHHS MOBHUX Mozenei. Taka cuc-
TeMa 3/1aTHAa BUKOHYBATH SK 0a30Bi 3aBIaHHs, TaK 1 OUIBII
CKJIaJIHI IHTEPaKTUBHI CIIeHapil y po3MOAiIeHIH apXiTek-
Typi, 10 0COOIMBO BaXKIIMBO IS 3aXUINEHUX CEPEIOBHUII,
Jie 4yTJIUBI JJaHI HE MOXYTh OyTH IlepejiaHi Ha 30BHIIIHI
cepsepu. Lle 3abe3nedye MOBHUN KOHTPOIh HAJl JAHUMHU
Ta 00YMCIICHHSIMU, 3aJUIIAIOYHN iX BCEPEAMHI 3aXUIICHOT
JIOKAJILHOT MEpPEexi.
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Settings

-Folma( -Samp\ers -Media -Advanced

Usage Mode @

Ul Style Select @

Instruct Mode v |l Classic Theme v

Give the Al instructions, questions, or do tasks.

Instruct Tag Preset @

The classic Kobold Blue theme everyone loves.

Phi-3 Mini b2

Instruct Tag Format @

SystemTag @ I

Sys. Prompt @ (VRS

User Tag @ <Jend|><|user]>\n

Assistant Tag @ (IO
Multiine Replies @

Continue Bot Replies @

Chat Match Any Name @

Enable Markdown @
Trim Sentences @
“Trim Whitespace @
Compress Newlines @

localhost5001/#

[ | ESCSEEN LN

Chat PrePrompt @
Adventure PrePrompt @
Fix Alpaca Leakage @

Inject Timestamps @
Inject ChatNames @
Assistant Jailbreak @

Puc. 10. deranpHe HamamTyBaHHs GpeiimBopky Koboldepp 3a momomororo crierialbHuX apaMeTpiB y MEHIO
inTepdeiicy «Settings»

Quick Start - Select A Scenario

Import from
aetherroom.club

Import from
aicharactercards.com

New Chat

Import from
characterhub.org / chub.ai

Import from
pygmalion.chat

No Scenario Selected

Puc. 11. Mento Bubopy npenycranoBieHux crenapiis Koboldcpp mis BukonanHs THIOBUX 3aBnanb LLM

OBMEKEHHSI ®PEMMBOPKY LM STUDIO

Sk Oyio BkazaHo B [ 1], ocHOBHOMO iepeBaroro LM Studio
BUSIBUJIOCS] 3aBAHTAXKCHHSI T BUKOPUCTAHHS KACTOMHHUX
(MomudikoBaHHX a00 CIICIIaIbHO CKOMITUTLOBAHUX ) MOBHUX
MoieTell T KOHKpeTHY 3amady (puc. 12) Ta momanmsire ix
JIOKaJIbHE BUKOPUCTAHHSI.

B mporeci gocnimkers aBTopaMu 0yiio BCTaHOBIICHO,
mo ¢peiimBopk LM Studio He Moke OyTH BUKOPHCTaHUM
B SIKOCTI CepBepy 3 BIJAJICHUM JJOCTYIIOM Ta OKPEMHM 3a-
CTOCYHKOM [T TTiAKITFOYESHHS J0 1HIIIOTO CepBepy reHeparii
LLM Ha 6a3i Ollama a6o Koboldcpp depes BincyTHICTH
(hyHKIIOHATTY KITIEHTCHKOI YaCTHHH.

[TpuunHa nonsirae B TOMY, 110 TPHU 3anmycKy QyHKIIT
«Cepsep» Ha o0uHMCITIOBANIBHIN MIaThOpMi HpeiiMBOpPK
LM Studio pannomuo (BumaakoBo) nmpusaadae [P agpecy i3
JIOCTYITHUX MEPEKEBUX a/IalTepiB, SIKUX Ha CEpBEpi MOXKe

HasigyBaTHcs Kutbka (puc 13). Binnosigno nuist Toro, mo6
(hyHKIIiS cepBepa 3amycTiIaca Ha BiamoBigHii [P-agpeci,
HEOOXITHO BUMHUKATH BCi HasBHI MEPEKEBI1 IiIKJITFOUCH-
Hs OKpIM ajJianTepa, Ha sSIKOMY IpH3HavYeHa BianosigHa [P-
azpeca, 1o poOHUTh MPOOIEMATHYHUM BiAaICHUN JOCTYII
6e3 nonarkoBoi KOH}Iryparii.

Pasom 3 Tum, micas mpoBeeHHS HeoO0XiqHOT KOHPITy-
pauii Ta 3amycKky (yHKIII cepBepa, MornepeHbO 3a3HaYHB-
I BiATIOBiAHMHN TTOPT HOoCTymy Ha miardopmi LM Studio
(puc. 14), BraeTbcs mepeBipuTH Mpane3 aTHicTb Ta J10-
CTYITHICTE CepBepa reHepallii Ha JIOKaIbHIH aO0HCHTCHKHUN
craniii 3a gonomoror ¢yHkiii « GET» uepes Bebd-3acTo-
CYHOK 1 OTpUMAaTH Ha3By MOBHOI MOJIEII, 5IKa 3aBaHTa)KeHa
Ta BUKOPHUCTOBYEThCS TutaTdopmoro LM Studio (puc. 15).

[lepexoHaBmInch B iHimiamizarii MoBHOI moxaeni B LM
Studio, MmoxHa cripoOyBaTH 3AIMCHATH ITiIKITIOUCHHS KITi-

90

1(45)/2025 - WEAPONS AND MILITARY EQUIPMENT



ISSN 2414-0651 (apyk)

IHOOPMALIINHI CUCTEMMW

= Mstudo @

8 Welcome to LM Studio

|

< S New & Noteworthy &

LM Studio is a platform for discovering, downloading, and developing with

Large Language Models (LLMs) on your computer.

What are local LLMs?

© Which one should | download?

# What is Quantization?

& Can LLMs run code?

& Base model vs. Chat tuned model

# | downloaded an LLM, now what?

Uama 3218

Lama model

Lama 32 38
Th

Qwen2.5 Coder 7B

IntemLM 2.5 208

LLaVA VIS

The original LL:

@ Llama3.21B

© Model Card 7

Atiny and speedy Liama model from Meta, optimized for multilingual dialogue use cases.

Model info

oning and code fixin

Choose a download option ®

.0

¥ Viscsipeo nowscrviecs

& Download 1.32 GB

Hugging Face Stats

y  hugging-quants/L lama-3.2-1B-Instruct-g8_6-GAUF

8556

12

ted September 25, 2624 (13 days ago)

e input and textual instructic

Puc. 12. OcHOBHE MEHIO 3aBaHTAKEHHSI MOBHUX MOJIEJIEH

‘9 Mepexesi nigknrouerns

A 1@ > TManene kepysanHs > Mepexa il Inteprer > Mepexesi nigkitouerns

Ynopsgkysath v

Embedded NIC 1

;,E _ Network

@27 Broadcom NetXtreme Gigabit Eth...

Integrated NIC 1 Port 2-1

;,N‘ _ Mepexesnii kabenk He nigatoye...

@7 Broadcom NetXtreme E-Series Ad...
X

: | SLOT2Port4
"o Mepexesnii kabenb He nigkroye...
)4 @27 Broadcom NetXtreme Gigabit Eth...

Embedded NIC 2
Unidentified network

W

@7 Broadcom NetXtreme Gigabit Eth..,

!‘ SLOT2 Port 1
5& vEthernet (Broadcom NetXtreme

@2 Unidentified network

Mepexesuii kabenb He nigkatoye...
b4 @2 Broadcom NetXtreme Gigabit Eth..,

Gigabit Ethernet £6 - Virtual Switc...

l: i Ethernet

* _ BumknyTo
%7 Remote NDIS Compatible Device

L-h SLOT2 Port2
o Mepexesuii kabenb He nigiioue...

X G#7 Broadcom NetXtreme Gigabit Eth...

l: vEthernet (Remote NDIS
el _ Compatible Device - Virtual Switch)

{ig BumiryTo

= O X
v | O Mowyk: Mepexesi ... P
B~ @ @
:E Integrated NIC 1 Port 1-1
"o Mepexesuii kabenib He nigkatove...
b4 @2 Broadcom NetXtreme E-Series Ad...

:h’ SLOT2 Port 3
o, Mepexesuii kabenib He nigkntove...
X @2 Broadcom NetXtreme Gigabit Eth...

Puc. 13. [Ipukian HasiBHUX MEpEKEBHX a/1alTEPiB Ha cepBepi

enrcekoi yactuan AnythinglL. LM no cepBepy reHeparii LM
Studio (puc. 16), 3a3naunBmm [P-ampecy Ta mopT A0CTyIy
10 cepBepa. B pesynbrari Monenb, sika 3aBaHTa)KCHA Ha
cepBepi reHepartii, aBTOMaTHYHO MiAKITIOYA€ETHCSA HA KITi-
€HTCHKIN YacTHHI.

[Ticnst BHOOPY MOBHOI MOAIEIi HEOOXiTHO 3MIHCHUTH Ha-
JamTyBaHHs podoyoro npoctopy AnythingLLM (puc. 17)
Ta mepeKoHarucs, mo 6axxana LLM migkirodueHa y Bij-
moBiHOMY 4aTi. OgHAK yCHiNTHE BUKOHAHHS OMHCAHUX
oTepalliii He T03BOJIMIIO 3a0€3MCUUTH IOCATHCHHS TOJIOBHOT
METH JIOCITIIKeHHS, 110 MojIsraia y peaiizamii uaty 3 LLM,
OCKIJIbKH TECTOBA BiJIIPaBKa ITOBIIOMIICHHS y YaTi IPH3BO-
JUTH 10 BUHUKHEHHS MTOMIJIKH (puc. 18).

B norax na cepBepHiii wactuni (puc. 19) tex dikcyerbes
mommika «Only user and assistant roles are supported», mo
O3HaYae, M0 JaHa MOJETh MOXKE BUKOPHCTOBYBATHCS JIUIIIC
3 POJISIMH «KOPUCTYBauy» Ta «aCUCTEHT». B maHoMy Bumaj-
KY JIOKQIBHUH KITIEHT CEPBiCYy Ma€ PONIb «KOPHCTYBaday, a
CepBEP — «aCHCTCHTAY.

BingmoBigHO, Mpu 3anuUTi KIIEHTCHKOT YacTUHU Any-
thingLLM no cepsepy rereparii LM Studio BukoHyeTbCs
KOMIIUISIIIIS 3 TapamMeTpamu «role — systemy ta «role — user,
10 HEe MPHUITYCTUMO JJIS MTOJABIIO] TeHepallii BiIMoBiIi Ha
3alUT y 3B A3KY 3 HEKOPEKTHUM HapaMeTpoM «Systemy.
BigmoBimHO 10 TEXHIYHOT JOKyMEHTAIi1, 3a3Ha4eHOT Ha 0(i-
uiiHomy caiiti LM Studio Ta Ha rutatdopmi peno3uropiis

GitHub, Bu3HaueHHs 1aHOT TOMUJIKM HA MOMEHT HaIMCAHHS
CTaTTi He QiKCyBaAIOCS.

Takox Oyiio BUSIBIICHO HECIIPOMOXKHICTH podoTt 3 LM
Studio B siKOCTI BinaneHoro Kii€eHTa y KOMOiHAIIi1 3 cepBe-
pamu Ha 6a3i iHmMX QpeiimBopkiB. Lle o3Havae, 1o Haiie-
(hexTuBHIIUM BapiaHToM BuKOpucTaHHSI LM Studio 3amm-
LIA€ThCs PO3rOpTaHHs JoKaapHOI LLM Ha onHOMY I TOMY
kK komrr totepi 3 LM Studio [1].

Bxasani BUCHOBKH OyJTH T ITBEP/DKEHI Ha OCHOBI aHATI3y
JOCTYIHUX MarepiaiiB [HTepHeT-hOopyMiB Ta JOKyMEHTALi]
LM Studio [17].

Inrerpanis LM Studio 3 iHmmmuMu cepBicaMu Ha OCHOBI
REST API Takox yckmanaeHa, ockineku API LM Studio
He Ma€e HeOoOXiTHUX MOMIJIMBOCTEH VISl JIETKOTO KOHTPOJIIO
noctyiy. CuTyartist MOXKe 3MIHUTHCS] y MalOy THbOMY, SIKIIIO
PO3POOHHKH 3ampOBaIATh MIATPUMKY MOBHOLIHHOTO API
a6o SDK st Python, mo n03BosinTh eexTuBHilIe iHTe-
rpyBara LM Studio 3 iammmvu cucremamu [18].

B sIKOCTI BUCHOBKY CJIiJl 3a3HAYUTH, 110 3aJICIKHO BiJl
BHPIIIyBaHOT'O 3aBJIaHHS Ha JIaHOMY €Tari pO3BUTKY TeX-
Homorit LLM kpamum BHOOpOM cepen po3IIsTHYyTHX Ba-
piaHTIB IX JIOKQJIBHOTO PO3TOPTAHHS € 3aCTOCYBaHHS B
SKOCTi cepBepHHX 1matdopm ¢pperimBopkis Ollama abo
Koboldepp. ¥ pa3i norpedu y BUKOPHCTaHHI JI0JJaTKOBO
HAJIAIITOBAHUX 3a JJOTIOMOT'0I0 TFOHMHI'a MOBHHUX MOJIEIICH
Koboldcpp numiaeTbest enTMHAM CEPBEPHUM PillICHHSIM.
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= LM Studio | cal Server | | & Select amodel to load (¢

=

Loaded models
Server status
| Stop Server (Ctri+.)

Configurable Options 1 i kraini <> CURL

Port @

Enable CORS

Serve on Local Network

Server logs
11m load_print_meta: general.name MistralUkrainian2.@Merge
11m load_print_meta: BOS token RES
11m load_print meta: EOS token </s5
11m load_print_meta: UNK token *<unk>*

1
2
)
11m load_print_meta: LF token 13 '<Ox0A>"
11m load_print_meta: 28

11m_load_tensol 0.14 MiB

CPU buffer size = 7338.64 MiB

1lama_new_context_with_model: n_ctx = 4096
1lama_new_context_with_model: n_batch = 512
1lama_new_context_with_model: n_ubatch = 512
1lama_new_context_with_model: flash_attn = @
1lama_new_context_with_model: freq base = 1000000.0
1lama_new_context_with_model: freq scale = 1
9-26 00:09:08 [DEBUG]
1lama_kv_cache_init: CPU KV buffer siz 512.00 MiB
1lama_new_context_with_model: KV self size = 512.00 MiB, K (f16): 256.00 MiB, V (f16): 256.00 MiB
1lama_new_context_with_model: CPU output buffer size 0.12 MiB
8 [DEBUG]
11ama_new_context_with_model: CPU compute buffer si; 296.01 MiB
1lama_new_context_with_model: graph nodes = 1030
1lama_new_context_with_model: graph splits = 1
2024-0 :09:13 [INFO] [LM STUDIO SERVER] Success! HTTP server listening on port
2024-09- :13 [WARN] [LM STUDIO SERVER] Server accepting connections from the local network. Only use this if you know what you are doing!
2024-99-26 :09:13 [INFO]
2024-09-26 00:09:13 [INFO] [LM STUDIO SERVER] Supported endpoints:
2024-09-26 00:09:13 [INFO] [LM STUDIO SERVER] -> GET http://192.168.40.181:999/v1/models
2024-99-26 HH [INFO] [LM STUDIO SERVER] -> POST http://192.168.40.181:999/v1/chat/completions
2024-09-26 3 [INFO] [LM STUDIO SERVER] -> POST http://192.168.40.181:999/v1/completions
2024-09-26 9:13 [INFO] [LM STUDIO SERVER] -> POST http://192.168.49.181:999/v1/enbeddings
2024-89- :@9: [INFO]
2024-09- :09:13 [INFO] [LM STUDIO SERVER] Logs are saved into C:\Users\dv\.cache\lm-studio\server-logs
2024-09-26 00:09:13 [INFO] Server started.

Puc. 14. 3anyck ¢ynknii Cepsep Ha mutatdopmi LM Studio

<« > C A\ He xondigenuivinmi  192,168.40.181:999/v1/models
AsTomaTuune popmaTysanus ()
"data": [
"id": "Richarderkhov/SherlockAssistant_-_Mistral-7B-Instruct-Ukrainian-gguf/Mistral-7B-Instruct-Ukrainian.Q8_0.gguf",
"object": "model",
“owned_by": "lm-studio”
"(;bjECt": "list"
} -
) 2024-09-25.1.log: BnokHoT - [m] X
®Qaiin  Peparysanns Qopmat Burnsg [osigka
~
[2024-09-25 23:46:40][DEBUG] 1lama_new_context_with_model: n_ctx = 4096
1lama_new_context_with_model: n_batch = 512
1lama_new_context_with_model: n_ubatch = 512
1lama_new_context_with_model: flash_attn = @
1lama_new_context_with_model: freq_base = 1000000.0
1lama_new_context_with_model: freq_scale = 1
[2024-09-25 23:46:40][DEBUG] llama_kv_cache_init: CPU KV buffer size = 512.00 MiB
1lama_new_context_with_model: KV self size = 512.00 MiB, K (f16): 256.00 MiB, V (f16): 256.00 MiB
1lama_new_context_with_model: CPU output buffer size = 0.12 MiB
[2024-09-25 23:46:40][DEBUG] llama_new_context_with_model: CPU compute buffer size = 296.01 MiB
1lama_new_context_with_model: graph nodes = 1030
1lama_new_context_with_model: graph splits =1
[2024-09-25 23:47:17][INFO] Server stopped.
[2024-09-25 23:47:20][INFO][LM STUDIO SERVER] Success! HTTP server listening on port 999
[2024-09-25 23:47:20][WARN][LM STUDIO SERVER] Server accepting connections from the local network. Only use this if you know what you are doing!
[2024-09-25 23:47:20][INFO]
[2024-09-25 23:47:20][INFO][LM STUDIO SERVER] Supported endpoints:
[2024-09-25 23:47:20][INFO][LM STUDIO SERVER] -> GET http://192.168.40.181:999/v1/models
[2024-09-25 23:47:20][INFO][LM STUDIO SERVER] -> POST http://192.168.40.181:999/v1/chat/completions|
[2024-09-25 23:47:20][INFO][LM STUDIO SERVER] -> POST http://192.168.40.181:999/v1/completions
[2024-09-25 23:47:20][INFO][LM STUDIO SERVER] -> POST http://192.168.40.181:999/v1/embeddings
[2024-09-25 23:47:20][INFO]
[2024-09-25 23:47:20][INFO][LM STUDIO SERVER] Logs are saved into C:\Users\dv\.cache\lm-studio\server-logs
[2024-09-25 23:47:20][INFO] Server started.
v
< >
Pa 131, cren 100 100%  UNIX (LF) UTF-8

Puc. 15. Pesynsrar nepeBipku qoctyiy 1o cepBepHoi yactuau LM Studio
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CQ Anything LLM

LLM Preference

INSTANCE SETTINGS These are the credentials and settings for your preferred LLM chat & embedding provider. Its important these keys are current and correct or else Anythingl LM will not funct]
& AlProviders

e LLM Provider

Vector Database
LM Studio

Discover, download, and run thousands of cutting edge LLMs ina few clicks.

r

Embedder

Text Splitter & Chunking

LM Studio Model Max Tokens
Voice & Speech

Transcription RichardErkhov/SherlockAssistal v 2000

Choose the LM Studio model youwant to Maximum number of tokens for context
o 7
@& Admin use for your conversations andresponse.

Agent Skills
o Hide Manual Endpoint Input ~
¢ Customization
= Tools LM Studio Base URL
http://192.168.40.181:999 1

Contact Suppoct Enter the URL where LM Studio is running.

Privacy & Data

S M 8 o

Puc. 16. HanamryBanns kiienTcbkoi yactTuau AnythingL LM

C4Q Anything LLM

45) fﬂ General Settings [Z] ChatSettings @ Vector Database Agent Configuration

+ New Workspace
Workspace LLM Provider

The specific LLM provider & model that will be used for this workspace. By default, it uses the system LLM provider and settings.
test
LM Studio
Discover, download, and run thousands of cutting edge LLMs ina few clicks.

A
v
LM StudioServe_. T, &

Workspace Chat model

The specific chat model that will be used for this workspace. If empty, will use the system LLM preference.

L default

+ NewThread RichardErkhov/SherlockAssistant_-_ Mistral-7B-Instruct-Ukrainian-gguf/Mistral-7B-Instruct-Ukrainian.Q8_0.gguf

Chat mode

Chat Query
Chat will provide answers with the LLM's general knowledge anddocument context that is found.
Chat History

The number of previous chats that will be included in the response's short-term memory. Recommend 20. Anything more than 45
islikely to lead to continuous chat failures depending on message size.

20

Prompt

The prompt that will be used on this workspace. Define the context and instructions for the Al to generate aresponse. You should
to provide a carefully crafted prompt so the Al can generate arelevant and accurate response

Given the following conversation, relevant context, and a follow up question, reply with an answer to the
current question the user is asking. Return only your response to the question given the above information
following the users instructions as needed.

Query mode refusal response

Whenin query mode, you may want to return a custom refusal response when no context s found

There is no relevant information in this workspace to answer your query.

Puc. 17. HanamrryBanust pododoro npocropy AnythingL.LM
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CAQ Anything LLM

+ New Workspace

88 test

A Could not respond to message.
22 LMStudioServe_ I, &

An error occurred while streaming response. network error

L default

+ NewThread

Puc. 18. Pesynsrar BukoHaHHs 3anmuTy «Testy

= LM Studio 8 L | & @ Selectamodeltoload (Ctrl +1)

P ————— Loaded models
Server status
p Server (Ctrl +.) 1

Configurable Options

Port

Enable CORS @
Serve on Local Network
Verbose Logging

Server logs
T
2024-09-26 00:16:59 [INFO]
Received POST request to /v1/chat/completions with body: {
: "RichardErkhov/SherlockAssistant_-_Mistral-7B-Instruct-Ukrainian-gguf/Mistral-78-Instruct-Ukrainian.Q8_0.gguf",
true,
"messages”: [
{
"role”: "system",
"content”: "Given the following conversation, relevant context, and a follow up question, reply with an answer to the current question the user is asking. Return only your response to the

"role": "user”,
"content”: "Test"
2
1
"temperature”: 0.7
35

2024-09-26 00:16:59 [INFO] [LM STUDIO SERVER] Running chat completion on conversation with 2 messages.

2024-09-26 00:16:59 [INFO] [LM STUDIO SERVER] Streaming response...

2024- [DEBUG]

1 Error predicting: Error: Only user and assistant roles are supported!
at C:\Users\dv\AppData\Local\LM-Studio\app-8.3.2\resources\app\.uebpack\main\1lmworker.js:25:92930
at W.value (C:\Users\dv\AppData\Local\LM-Studio\app-0.3.2\resources\app\.webpack\main\11mworker.js:25:92636)
at Q.evaluateCallExpression (C:\Users\dv\AppData\Local\LM-Studio\app-0.3.2\resources\app\.webpack\main\llmiorker.js:25:87882)
at Q.evaluate (C:\Users\dv\AppData\Local\LM-Studio\app-8.3.2\resources\app\.webpack\main\1lmworker.js:25:91940)
at Q.evaluateBlock (C:\Users\dv\AppData\Local\LM-Studio\app-0.3.2\resources\app\.webpack\main\1lmvorker.js:25:87358)
at Q.evaluateIf (C:\Users\dv\AppData\Local\LM-Studio\app-@.3.2\resources\app\.webpack\main\llmiorker.3j
at Q.evaluate (C:\Users\dv\AppData\Local\LM-Studio\app-@.3.2\resources\app\.webpack\main\1lmiorker.J
at Q.evaluateBlock (C:\Users\dv\AppData\Local\LM-Studio\app-0.3.2\resources\app\.webpack\main\1lmvorke!
at Q.evaluateIf (C:\Users\dv\AppData\Local\LM-Studio\app-@.3.2\resources\app\.webpack\main\llmiorker.js
\Local\LM-Studio\app-@.3.2\resources\app\ .webpack\main\1lmworker.j

LM Studio 0.3.2 r Developer

Puc. 19. Jlor Bukonanus 3anuty «Test»

[Tpu boMy AJIs M ATPUMKH JIOKATBHUX 0a3 JaHUX 3 KOHi- cekoBa TexHika. 2024. No 4(44). C. 79—91. https://doi.
JICHLIIHHOIO iH(opMaliero Ha 0cHOBI MexaHi3My RAG citifg org/1034169/2414-0651.2024.4(44).79-91.
o0mpaTh KOMOIHAIIiIO B IKOCTi KIIEHTCHKOro mporpaMuo- 2. OpenAl. GPT-4 technical report. arXiv, 2024. [Online].

ro 3actocyHky Anything LLM, a cepsepa — Koboldcpp. Available: https://arxiv.org/abs/2303.08774.
Taxnii miaxix 103BOIUTE 3CKOHOMHTH KOIITH LUISXOM 3. R. Marino. Fast Analysis of the OpenAl O1-Preview Model

BiI{MOBH BiJl pO3POOKH BIACHOTO 260 3acTOCyBaHHA HpoO- in Solving Random K-SAT Problem: Does the LLM Solve
[PIETAPHOTO IIPOTPAMHOTO 33663H6‘I€HH}'I 1 CTBOPUTE T1C- the Problem Itself or Call an External SAT Solver. arXiv
PEAYMOBH JJIA BIPOBAJDKEHHA TEXHOJIOTTH ITYMHOTO 1H- preprint arXiv:2409.11232, 2024. [Online]. Available:
TEJIEKTY y TIOBCSIKJCHHY BifiCbKOBY Ta HAYKOBY isUIbHICTb https:/arxiv.org/abs/2409.11232.

Y KOpOTK1 CTPOKH. 4. LM Studio. 2024. [Online]. Available: https://Imstudio.ai/.
CIIMCOK MOCHNJIAHDb Ollama. 2024. [Online]. Available: https://ollama.com/.
1. Cmocap B.I. JlokanbHi Benuki MOBHI Mojeni uist 00- 6. AnythingLLM. The all-in-one Al application, 2024.
poOku koH(DineHIiiHOT iH(opMartii. O30poeHHS Ta Bild- [Online]. Available: https://anythingllm.com/.
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Slyusar V.I., Husakovskyi L.P.

PRACTICAL ASPECTS OF DEPLOYING LARGE
LANGUAGE MODELS IN LOCAL NETWORKS

The article examines practical aspects of deploying
large language models (LLMs) in local networks for
processing confidential information. The authors analyze
the capabilities of frameworks such as LM Studio, Ollama,
Anything LLM and Koboldcpp within different client-
server architecture scenarios. Particular attention is paid
to functional limitations, technical nuances of configuration,
as well as the efficiency and security of utilizing these
systems to address tasks in military and scientific domains.
Specifically, the article describes a combination of Anything
LLM and Ollama frameworks, which ensures integration
with knowledge bases through the Retrieval-Augmented
Generation (RAG) mechanism, enabling secure data
processing in a local environment.

The advantages of architecture based on the Koboldcpp
framework, which supports model customization and
integration with GPUs to accelerate computations, are
detailed. Challenges associated with using LM Studio to
create a server infrastructure are also explored, particularly
due to its limited API functionality and the complexity
of access configuration. The article emphasizes that the
optimal choice for locally deploying LLMs in a client-
server architecture is the combination of Anything LLM as
a user interface and Koboldcpp as a server platform. This
system provides flexibility, resource efficiency and high data
security, which is particularly critical for applications in the
field of national security.

Additionally, the article highlights the importance of
testing and configuring the chosen frameworks to ensure
system reliability, scalability and compatibility with various
user scenarios. The potential use of such architectures for
tasks such as real-time intelligence analysis, automation of
operational commands and reporting processes in military
contexts is also discussed. These solutions are presented as
practical and cost-effective approaches to rapidly integrate
artificial intelligence technologies into everyday military
and scientific activities.

Keywords: local large language models, confidential in-
formation processing, client-server architecture, LLM fra-

meworks, local network, Retrieval-Augmented Generation,
data security, server configuration.
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FORMATION OF POSSIBLE
SCENARIOS FORTHE
DEVELOPMENT OF ABNORMAL
SITUATIONS DURING TESTS

OF CONTROLLED MEANS OF
DESTRUCTION

The article presents a methodological approach to the
formation and development of possible scenarios for the
development of emergency situations during the testing
of guided weapons by describing their structure and
functioning based on logical-probabilistic theory. In this
case, the structure of the object under study is described
by a function of the algebra of logic, and the quantitative
assessment of the operational state is described by a
probabilistic function, which allowed the application of the
basic theorems of probability theory.

Possible scenarios for the development of emergency
situations when using guided weapons were considered
provided that their occurrence is due to the failure of one
or more components or a violation of the connections
between them. As an example of the development of an
emergency situation, a possible scenario for the transition
to unguided flight of an air-to-air guided missile is given.

Keywords: probabilistic function, guided weapons,
emergency situation, operational state, component, comp-
lex technical system, function of the algebra of logic.

INTRODUCTION

Modern guided weapons (GW) consist of a large number
of systems, blocks, assemblies, parts, etc. (component parts),
each of which performs its functions, is built on the use
of certain physical principles and has connections with
other component parts. Their main features are relative
independence (connection with the launch platform is lost
after launch) and the possibility of only one-time use for
its intended purpose. Although the structure of the GW is
determined by the combat purpose, they all have common
features in the organization of construction and equipment
composition — that is, they are typical representatives of
complex technical systems (CTS) and can be considered
from the perspective of the theory of complex systems in
both organizational and functional aspects [1].

Reliability is usually used as an integral indicator of the
operational properties of CTS, that is, the ability of the
system to maintain its properties and function as intended
under certain conditions and for a certain time [2].

Thus, the operational state of the GW, as CTS, is
characterized by the ability to perform its functions as
intended and is determined by the technical condition
of the medium and the connections between them. Loss
of operability of one or more medium or violation of
connections between them leads to failure of the GW as a
whole [2]. When used as intended, the consequence of such
an event may be the occurrence of emergency (abnormal)
situations (ES) and failure to complete the task.

Thus, the operational state of the GW, as CTS, is
characterized by the ability to perform its functions as
intended and is determined by the technical condition of
the components and the connections between them. Loss
of operational capacity of one or more components or a
violation of the connections between them leads to the
failure of the GW as a whole [2]. When used as intended,
the consequence of such an event may be the occurrence of
emergency situations (ES) and failure to complete the task.
Emergency situations also include situations that are caused
by deviations from normal (standard) conditions of use.
Their possible consequences are necessarily analyzed when
assessing risks, building scenarios for the occurrence and
development of accidents, catastrophes, etc. It is obvious
that the more complex the system, the more medium-
frequency components it contains, the more complex the
connections, the more complicated the process of analyzing
and predicting its state, and the greater the potential danger
it carries.

The basic principles of assessing the reliability and
safety of the functioning of the CTS have many common
features and, from a mathematical point of view, can be
carried out using identical mathematical tools and create
the prerequisites for the formation of possible scenarios
for the development of emergency situations, identifying
the cause and developing measures to prevent or minimize
their consequences.

The purpose of the article is to develop a methodological
approach to the formation of possible scenarios for the
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development of emergency situations in the functioning of
the GW when conducting tests using logical-probabilistic
methods.

RESEARCH RESULTS

The issues of formation and development of possible
scenarios of development of emergency situations during
testing, along with the theory of reliability, aging are
increasingly found in works [3—10], in which they are
solved from the position of the theory of STS and the basic
provisions of the algebra of logic are applied. At the same
time, the means of mathematical logic are used to analyze
the structure of STS and ways to increase their reliability
are developed on the basis of quantitative assessments of
reliability using the theory of probability. Such approaches
allow solving the general tasks of creating reliably
functioning systems taking into account negative factors,
the target function of which is to ensure a working condition
in various operating conditions.

At the same time, testing of samples of GW, which is
associated with launching (firing), carries risks of abnormal
and emergency situations [11, 12]. In most available
sources, insufficient attention was paid to the issue of the
occurrence and development of abnormal situations during
testing of weapons and the features of their construction
and functioning as single-use CTS were practically not
considered.

The formation of a list of possible failure variants of
components and related emergencies is carried out based on
the results of a schematic analysis of the design of the GW
sample and functional-morphological decomposition with
preference for the functional feature, the result of which is
the distribution of the causes of malfunctions and damage
that lead to the emergence of an emergency situation into
groups [13]. The general algorithm for the development
and formation of possible emergencies is shown in Fig. 1.
It should be noted that the most common is the transition of
the GW to uncontrolled flight.

According to the results of decomposition, several
hierarchical levels are distinguished, determined by diffe-
rent degrees of abstraction regarding the technical, physical,
chemical and other properties of the components and an
ordered hierarchical set is formed, which can be represented
in the form of a single-root hierarchical graph, table,
structured diagram, etc. This allows us to consider the GW
as a CTS consisting of separate interconnected systems,
which, in turn, can also be divided into subsystems, units,
blocks, etc.

To assess the operational state of the GW, we will use the
logical-probabilistic method, the essence of which is that
their structure is described by the function of the algebra
of logic (FAL) [5, 6] and the quantitative assessment of the
operational state is carried out by the methods of reliability
theory and mathematical statistics [13].

As is known, FAL is formed from statements (random
events) that are connected by logical operations (conjunc-
tion, disjunction, negation, equivalence, etc.). In this case,
statements can take only two values: 0 (false) or 1 (true).
In most cases, CTS are described by FAL with repeated
arguments or negation arguments, which does not allow direct

Emergency situations

v v v

Failure to Malfunctions Destruction
complete the and damage of of
task GW GW
Y Y
Cancellati Destruction
on of of the launch
the start pad
Y VvV Y )
Uncontrolled flight Damage to the
of GW launch pad
! v
GW flight on a GW flight along a

ballistic trajectory random trajectory

y Y
Self-liquidation of GW on the trajectory
(if provided by the design)

Fig. 1. Algorithm for the development and formation of
possible emergency situations

use of known methods of reliability theory. To transition from
FAL to a probabilistic function (PF), it is necessary to replace
the logical variables of the function with the probabilities
of failure-free operation and the logical operations with
arithmetic ones. As a result of the transformation, the PF
will act as the probability of the truth of FAL.

Thus, using FAL, it is possible to describe the conditions
of the GW's operability, which will allow us to identify
such components and their connections, due to which a
failure (loss of operability) may occur, which will lead to an
emergency situation. Taking into account the above, we will
describe the FAL of the operability of the GW in the form
of a structure that can be in two states — operable (y =1) or
inoperable (y =0). In this case, the state of the system ()
depends on the state of its components (x;), which can also
be in operable (v = 1) or inoperable (y =0) states. The values
X1, X2, .oy Xi, ..., Xy Of binary variables and determine the GW
state vector as a whole. Therefore, in the general case, the
FAL of the operability of the GW can be written as

s Xiy ooy X ) = V(X). (1

The procedure for assessing the operational state of GW
using logical-probabilistic theory approaches is shown in
Fig. 2.

In principle, there are two approaches to analyzing
possible scenarios for the development of emergency
situations [6].

The first approach consists in analyzing the development
of events, starting from the moment of the emergency
situation and until the detection of failures of those
components that will lead the GW to an inoperable state,
that is, the analysis of the accident is carried out «from the
end to the beginning». In this case, the reasons (events, a

y(x1, x2, ...
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Formation of list emergency situations based on the
technical analysis scheme of GW

!

Formation of emergency scenarios

!

Formation of FAL working condition

!

FAL to PF conversion

!

Obtaining a PF assessment of the operational condition
of the GW and relevant components

Fig. 2. Procedure for assessing the operational condition
of the GW

combination of several events) that lead it to such a state are
analyzed. In the process of analysis, a logical scheme is also
built, which contains all possible combinations of events.
A logical function is built based on the logical scheme, the
arguments of which are the primary events.

The second approach involves analyzing the development
of events in the reverse direction — from the moment of
failure of a component to the beginning of the development
of an emergency situation. After the initial failure is
determined, a scenario of its development within the system
is formed based on the existing connections between the
components. Thus, the system's reaction to the failure that

has occurred is determined. The second approach also solves
the problem of finding ways for the system to transition to
an inoperative state under the condition of any initiating
event, that is, it represents an analysis of the accident «from
beginning to end».

It should be noted that the formation of emergency
scenarios occurs in chronological order, even when events
occur with a small difference in time.

After completing the analysis using one of the above
approaches, a logical diagram is built that contains all possible
scenarios for the development of emergency situations and
allows you to graphically display the logic of failures in the
GW. According to this diagram, a logical function is built, the
arguments of which are the events present in the scenario. In
some cases, it is necessary to take into account the possibility
of operation of individual subsystems in the situation that
develops before their regular connection.

As a rule, it is convenient to present FAL in disjunctive
normal form (DNF), with each conjunction representing
the path of the loss of performance, i. e. the scenario of the
development of an emergency situation. As an example, Fig. 3
shows scenarios of the development of emergency situations,
which leads to the transition to unguided flight of an aircraft
guided missile of the «air-to-air» class of short/medium range.
In this case, the «from beginning to end» approach was used.
In this case, expression (1) will have the form

Yy=213VZ14V 25

To assess the probability of occurrence of emergency
scenarios, we will move from FAL to PF, as which we

1
{ - H
| F aihn.'e of elec{nc - Failure of control Failure o'f thfe
batteries for various Gas generator command issuing
system sensors i :
purposes failure and processing unit
Z, Zs Z; Zy
Signal reception Power amplifier failure
sensor failure
. . Power supply -
Signal processing . ill
channel failure Falhure o Hight z J
Failure of Zy=Z,+Z,
nI:;ZE;E?s Z Failure of Control unit failure
' steering
\4 ss
% 4 >- Ie dnvels Z Zy=Z.+Z-+Z;+Z;

Failure of homing head

Solid fuel rocket engine
burnout

Loss of controllability via
steering channels

Ly=Li+ 2+ 2+ 24

A%

Lyy=Ls+Zy+ 1y

Cd

[~

[ The transition of GW to an ]
unguided flight

Zis=LygtIntZy

Fig. 3. Possible scenarios for the development of an emergency situation — the transition of an aircraft guided missile
into uncontrolled flight
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will use the probability of failure-free operation, which
will allow us to apply the basic theorems of probability
theory. For the analysis of sequential, parallel and tree-like
structures, the formula of total probability can be used.

After constructing possible scenarios of the development
of emergency situations (construction of FAL), the pro-
bability of their implementation is estimated. Next, the
impact of each component on the development of each
of the possible scenarios is assessed by translating FAL
into PF, the arguments of which are the corresponding
probabilities of failure-free operation included in the logical
schemes. The probabilities of failure-free operation of the
components included in the studied GW are determined by
expert methods taking into account the construction of their
structural and functional reliability schemes [1], according to
design and technical documentation, relevant characteristics
of similar products, etc. At the end, by substituting the
corresponding probabilities in PF, the probability of the
final event is calculated.

For example, the FAL of the transition to uncontrolled
flight of an aircraft guided missile (Fig. 3) as a result of the
failure of the homing head has the form

Yhh =21V Z2VZ3V Z11,

that is, its normal operation depends on the technical
condition of the signal reception sensor, signal processing
channel, precision mechanics and power supply, and the
probability of its trouble-free operation is calculated as

Puin = Psgs - Pspc - Ppy - Prs,

wherein Psgs, Pspc, Pey and Prs — the probability of
failure-free operation of the signal reception sensor, signal
processing channel, precision mechanics, and power supply,
respectively.

It is obvious that the probability of a guided missile going
into uncontrolled flight due to a homing head failure and
the occurrence of a corresponding emergency situation is
equal to

Pur = (1—Pu)-

In a similar way, it is possible to calculate the probability
of a rocket going into uncontrolled flight caused by failures
of the control unit, gas generator, burnout of a solid fuel
engine in flight, etc.

For organizational and technical systems and high-
dimensional CTS, well-known methods of FAL and PF
conversion are used, of which the most convenient for
practical application are the orthogonalization method, the
recurrent method and the path-building method [6]. The
most complex of them from the point of view of calculation
is the orthogonalization algorithm, which is based on the
conversion of FAL into orthogonal DNF. It is proposed to
be used in the case when the probabilities of events have
approximate values, since the total calculation error will be
smaller due to the fact that the probabilities are added when
performing the conversion.

The recurrent algorithm is based on calculations using
the tabular method using the multiplication theorem of event
probabilities. In these tables, the columns are the number

of possible combinations of conjunctions and the rows are
the number of elements in the system. This algorithm is the
least computationally cumbersome due to the lack of the
need for additional function transformations and is most
efficient if the number of DNF members does not exceed
10. In the path building algorithm, the relative probability of
impossibility of all previous paths is used when calculating
the probability, i. e. some variables are replaced by 1, which
significantly simplifies further calculations.

To make a decision on the adoption of GW of domestic
and foreign production into service (admission to operation),
it is usually necessary to confirm their individual tactical
and technical characteristics. The results of such tests can
also be used to refine the algorithm for the combat use of
GW. In this case, appropriate flight tests are carried out at
the training grounds of the Armed Forces of Ukraine, which
requires the calculation of the danger zone, the geometric
dimensions of which are determined by the set of possible
variants of their abnormal operation.

The analysis of the possible behavior of the GW both
in normal flight and in the event of one or more failures
is carried out based on the results of the study of the
corresponding mathematical model, which is based on
the known equations of motion of the center of mass and
motion around the center of mass. The adequacy of this
model and its accuracy are confirmed by the corresponding
flight tests. At the same time, a search is made for such
combinations of possible failures, at which they take
maximum values. The far boundary of the danger zone is
determined by the energy-ballistic characteristics of the GW
and the near boundary corresponds to the flight range at the
maximum deflection of the aerodynamic rudders, as well
as a possible engine burnout, which can cause a significant
transverse thrust moment. The lateral boundaries of the
danger zone are determined by the ballistic flight range at
the corresponding deflection of the aerodynamic rudders
and also a possible engine burnout. The total danger zone
is formed by combining all partial zones, with reference to
the start point and direction to the target.

As an example, Fig. 4 shows partial and total danger
zones, which were calculated by the State Enterprise
State Kyiv Design Bureau « LUCH» when organizing the
testing of one of the GW types. Based on the results of
mathematical modeling, trajectories, speeds, coordinates of
the impact points and other parameters used to determine
them were calculated. The set of impact points (taking into
account the radius of the fragmentation) form partial danger
zones caused by the corresponding emergency situations
(ES1 - ES7).

CONCLUSIONS

It is proposed to form a list of possible GW emergency
situations based on the results of functional-morphological
decomposition with preference given to the functional
feature, the result of which is the distribution of causes of
malfunctions and damage that lead to emergency situations
into groups. To assess the operational state of the GW
sample, a logical-probabilistic method is used, with its
structure described by a function of logic algebra and the
operational state by methods of reliability theory. After the
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Fig. 4. Partial and total danger zone calculated for GW tests

analysis is completed, a logical diagram is constructed that
contains all possible scenarios of emergency situations
and allows graphically displaying the logic of failure
occurrence. A logical function is also constructed using
this diagram, the arguments of which are the events present
in the scenario.

The presented methodological approach to the formation
of possible scenarios of the development of emergency
situations during GW tests allows us to assess the probability
of their occurrence and the obtained PF of failure-free
operation and the corresponding assessment of their elements
allow us to identify a list of events and components whose
impact on operability is the greatest. Their significance and
role in possible scenarios of the development of emergency
situations should be used when developing and calculating
danger zones during flight tests of weapons of various
purposes. The results of such tests can also be used to refine
the algorithm of combat use.

The proposed methodological approach was used by
specialists of the State Enterprise State Kyiv Design Bureau
«LUCHM» to calculate danger zones when organizing control
flight tests of a number of KZU of foreign production and
of our own development and production.
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®OPMYBAHHSA MOXXJIUBUX CIIEHAPIIB
PO3BUTKY HEILITATHUX CUTYALIH
ITPU ITPOBEJIEHHI BUITPOBYBAHb
KEPOBAHUX 3ACOBIB YPA’KEHHS

Y ecmammi naseoeno memoouunuii nioxio woo0o gopmy-
BAMHSL MA PO3BUMK) MONCTUBUX CYEHAPIIE PO3GUMK) Heud-
MAMHUX CUMyayii npu npoeeoenti 8UnpodY8aHs Kepo8aHUX
3ac00i6 ypadceHHs WAAXOM ONUCAHHS IX CmMpYKmypu ma
@DYHKYIOHYBAHHA HA OCHOBI JI02IKO-IIMOBIPHICHOI meopii.

Jis oyinku npaye30amuo2o cmamy Keposanozo 3acody
VPAICEHHS! 3ACMOCOBYEMbC IOCIKO-UMOBIPHICHULL MenOoO,
npU Ybomy 1020 CmpyKmypa onucyemucsi QyHKYicro anze-
bpu n102iKuU, a npaye30amHull CMmax — Memooamu meopii
Haoitinocmi. Ilicnsa 3aeepuienns ananisy 6yoyemocs n02iu-
Ha cxema, sIKa MICMUmMy YCi MOJNCIUBL CYeHapii po36UMKY
Heuwmamuoi cumyayii ma 0036074€ epagiuno 8ioodpazumu
JIOCIKY 6UHUKHEHHSL 810M08. 3a yieto cxemoro makodic 0yoy-
€MbCs 102IYHa PYHKYIsA, apeymMeHmamu kol € nooii, ujo
NpUCymui 6 cyeHapii.

Mooicnugi cyenapii po3eumiy HeulmamHux cumyayiti npu
3ACMOCYBAHHI KePOBAHUX 3ACODI8 YPANHCEHHS PO32TAOAIUC
30 YMOBU, WO IX BUHUKHEHHS 0OYMOBILEHO 8i0MOBOI0 OOHIET
YU QeKINbKOX CKAAO0BUX YACMUH AO0 NOPYULEHHAM 38 ‘13-
Ki6 Midic HUMU. ¥ AKOCMI npuKaady po3eumxy Heumamuoi
cumyayii Ha8eOeHO MOJICIUBL CYEHAPIT PO3GUMK) NePexody
V HeKeposaHuil noxim asiayiliHoi Keposanoi pakemu Kidcy
«NOGIMPS-NOBIMPIL).

Knrouosi cnoea: imosipricna Qpyuxyisi, KepogaHi
3aco0u ypaxcenis, HAOIUHICMb, HEWMAamMHa CUMyayis,
npaye30amuuil Cmau, CKiad08a 4acmuud, CKIAOHA
MexHiyHa cucmema, QyHKYis aneedpu 102iKu.
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